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Preface

The 2nd International Conference on Information Systems Security (ICISS 2006)
was held during December 19-21, 2006 at the Indian Statistical Institute, Kolkata,
India. Following the success of the first conference also held at Kolkata, this con-
ference attracted submissions from different parts of the globe. Besides India,
the accepted papers are from Australia, Austria, France, Germany, Iran, Italy,
Korea, New Zealand, Spain and USA. Out of the 20 full papers accepted for pre-
sentation, only 9 are from India. It shows that wihin two years, this conference
has earned good acceptance among the research communities around the world.

The refereed papers, which were selected from 79 submissions, were rigorously
reviewed by the Program Committee members. They did a wonderful job in
selecting the best papers. The acceptance rate is 25%. Besides the 20 full papers,
this volume also contains 4 invited papers, 5 short papers and 3 ongoing project
summaries. The volume provides researchers with a broad perspective of recent
developments in information systems security.

We are particularly grateful to Pierangela Samarati, Patrick McDaniel, Vipin
Swarup and Nasir Memon for accepting our invitation to deliver invited talks at
the conference. The conference was preceeded by four tutorials during December
17-18, 2006. We are thankful to Partha Pal, Ravi Mukkamala, Nasir Memon and
Subhamoy Maitra for delivering the tutorial lectures. We are grateful to Birla
Institute of Technology, Mesra, Ranchi for hosting the tutorials at their Kolkata
Center. We are also grateful to Malay Kundu and Chandan Majumdar for serving
as the General Chairs. We are indebted to the Director of the Indian Statistical
Institute for hosting the conference this year as a part of the Platinum Jubilee
Celebration of the institute.

Last, but certainly not least, our thanks go to all members of the Program
Committee, volunteers and students of the Indian Statistical Institute and Rut-
gers University whose efforts made this conference a success.

December 2006 Aditya Bagchi
Vijayalakshmi Atluri
Program Chairs



General Chairs’ Message

After the success of the 1st International Conference on Information Systems
Security (ICISS 2005), it was our pleasure to organize the 2nd Conference, ICISS
2006, at the Indian Statistical Institute, Kolkata, India during December 19-21,
2006. We are grateful to the Director of the institute for allowing us to organize
the conference as part of the Platinum Jubilee Celebration of the institute.

This is the only conference organized in this part of the globe which is totally
dedicated to information systems security. The basic aim of this conference is to
provide a forum for interaction among researchers working in areas of information
and system security both in India and abroad. We are very happy to note that
within the short span of two years, the conference has drawn the attention of
the international research community. As a result, we received a good number
of submissions from many countries.

The Program Chairs, V. Atluri and A. Bagchi, along with a very committed
and dedicated Program Committee did a wonderful job and maintained the high
academic standard achieved in the first conference. We are very grateful to all
members of the Program Committee. We are thankful to the tutorial speakers
for offering interesting tutorials. We are also very grateful to the keynote speak-
ers for accepting our invitations and for delivering highly thought-provoking
lectures covering the current state of research and practice in different areas of
information systems security.

The Organizing Committee under the leadership of S.C. Kundu also did a
wonderful job. Organizing a conference needs money. We are particularly grate-
ful to the Indian Statistical Institute for sponsoring this conference from the
Platinum Jubilee Celebration fund. We are also grateful to all other sponsors for
their generous help. In this connection, we take the opportunity to also thank
Mandar Maitra, the Finance Chair of the conference.

December 2006 Malay K. Kundu
Chandan Mazumdar



Advisory Committee Chair

General Chairs

Program Chairs

Organizing Chair
Tutorial Chair

Tutorial Coordinators

Finance Chair

Publicity Chair

Industrial Track Chair

Steering Committee

Sushil Jajodia

Arun K. Majumdar
Aditya Bagchi
Chandan Mazumdar
Vijay Varadharajan
Pieranjela Samarati
R. Sekar

A K. Chakrabarti
N. Sitaram

Prem Chand

Organization

S.K. Pal
Director

Indian Statistical Institute, Kolkata, India
Malay K. Kundu
Indian Statistical Institute, Kolkata, India
Chandan Mazumdar
Jadavpur University, Kolkata, India
Aditya Bagchi
Indian Statistical Institute, Kolkata, India
Vijayalakshmi Atluri
Rutgers University, USA
S.C. Kundu
Indian Statistical Institute, Kolkata, India
Indrajit Ray
Colorado State University, USA
R.T. Goswami

Birla Institute of Technology, Mesra, Ranchi,

India
Pinakpani Pal
Indian Statistical Institute, Kolkata, India
Mandar Mitra
Indian Statistical Institute, Kolkata, India
B.B. Pant

Birla Institute of Technology, Mesra, Ranchi,

India
Kushal Banerjee
Tata Consultancy Services, Kolkata, India

George Mason University, USA, Chair

Indian Institute of Technology, Kharagpur, India

Indian Statistical Institute, Kolkata, India
Jadavpur University, Kolkata, India
Macquarie University, Australia
University of Milan, Italy

Stony Brook University, USA

Adviser, Dept. of IT, Govt. of India
Director, CAIR, India

V.P., Mahindra British Telecom, India



X Organization

Program Committee

Mridul S. Barik
Rana Barua
Joachim Biskup
B. Bruhadeshwar
Frdric Cuppens
Ernesto Damiani
Deborah Frincke
K. Gopinath
Qijun Gu

S.K. Gupta
Sushil Jajodia
Christopher Kruegel
Michiharu Kudo
Yingjiu Li
Subhamoy Maitra
A K. Majumdar
Fabio Massacci
Patrick McDaniel
Sharad Mehrotra
Ravi Mukkamala
Sukumar Nandi
Brajendra Panda
Arun K. Pujari
Indrajit Ray
Indrakshi Ray
Bimal Roy
Pierangela Samarati
A K. Sarje

R. Sekar

Indranil Sengupta
Basit Shafiq
Shamik Sural
Kian-Lee Tan
Patrick Traynor
Jaideep Vaidya
Vijay Varadharajan
Alec Yasinsac
Meng Yu

Bill Yurcik

Advisory Committee

S.K. Pal
S.K. Sanyal

Jadavpur University, Kolkata, India

Indian Statistical Institute, Kolkata, India
University of Dortmund, Germany

IIIT, Hyderabad, India

ENST, France

University of Milan, Italy

PNNL and University of Idaho, USA

Indian Institute of Science, India

Texas State University, USA

Indian Institute of Technology, Delhi, India
George Mason University, USA

TU Vienna, Austria

IBM Tokyo Research Laboratory, Japan
Singapore Management University, Singapore
Indian Statistical Institute, Kolkata, India
Indian Institute of Technology, Kharagpur, India
University of Trento, Italy

Pennsylvania State University, USA

University of California, Irvine, USA

0Old Dominion University, USA

Indian Institute of Technology, Guwahati, India
University of Arkansas, USA

University of Hyderabad, India

Colorado State University, USA

Colorado State University, USA

Indian Statistical Institute, India

University of Milan, Italy

Indian Institute of Technology, Roorkee, India
Stony Brook University, USA

Indian Institute of Technology, Kharagpur, India
Purdue University, USA

Indian Institute of Technology, Kharagpur, India
National University of Singapore, Singapore
Pennsylvania State University, USA

Rutgers University, USA

Macquarie University, Australia

Florida State University, USA

Monmouth University, USA

University of Illinois, USA

Director, Indian Statistical Institute
Vice Chancellor, Jadavpur University



A R. Thakur
S.K. Mukherjee
D. Dutta Mazumdar

B.B. Bhattacharya
B. Chanda

P.K. Das

Organization XI

Vice Chancellor, West Bengal University of
Technology

Vice Chancellor, Birla Institute of Technology,
Mesra, Ranchi

Professor Emeritius, Indian Statistical Institute

Professor, Indian Statistical Institute

Professor In-Charge, Computer and Communica
tion Sciences Division, Indian Statistical
Institute

Chairman, IEEE Computer Chapter, Kolkata
Section

Collaborating Institutions

Center for Secure Information Systems, George Mason University, USA
Center for Distributed Computing, Jadavpur University, India

Birla Institute of Technology, Mesra, Ranchi, India

IEEE Computer Chapter, Kolkata Section



Table of Contents

Invited Papers

Privacy in the Electronic Society . ......... ... ... ... 1
Sabrina De Capitani di Vimercati and Pierangela Samarati

A Data Sharing Agreement Framework ............ ... . ... . ..... 22
Vipin Swarup, Len Seligman, and Arnon Rosenthal

Password Exhaustion: Predicting the End of Password Usefulness . ... .. 37
Luke St. Clair, Lisa Johansen, William FEnck, Matthew Pirretti,
Patrick Traynor, Patrick McDaniel, and Trent Jaeger

Network Monitoring for Security and Forensics ...................... 56
Kulesh Shanmugasundaram and Nasir Memon

Data and Application Security

Fairness Strategy for Multilevel Secure Concurrency Control
Protocol . ... 71
Navdeep Kaur, Rajwinder Singh, Manoj Misra, and A.K. Sarje

Optimistic Anonymous Participation in Inter-organizational Workflow
InStances .. ..o 86
Joachim Biskup and Joerg Parthe

020: Virtual Private Organizations to Manage Security Policy
Interoperability .. ... 101
Frédéric Cuppens, Nora Cuppens-Boulahia, and Céline Coma

Privacy Preserving Web-Based Email .......... .. .. ... .. ... ... 116
Kevin Butler, William Enck, Jennifer Plasterr, Patrick Traynor, and
Patrick McDaniel

Access Control

Context-Aware Provisional Access Control .......................... 132
Amir Reza Masoumzadeh, Morteza Amini, and Rasool Jalili

LRBAC: A Location-Aware Role-Based Access Control Model ......... 147
Indrakshi Ray, Mahendra Kumar, and Lijun Yu

Extending Context Descriptions in Semantics-Aware Access Control .... 162
E. Damiani, S. De Capitani di Vimercati, C. Fugazza, and
P. Samarati



XIV Table of Contents

Specification and Realization of Access Control in SPKI/SDST.........
N.V. Narendra Kumar and R.K. Shyamasundar

Key Management and Security in Wireless Networks

Design of Key Establishment Protocol Using One-Way Functions
to Avert insider-replay Attack ...... ...
Mounita Saha and Dipanwita RoyChowdhury

An Efficient Key Assignment Scheme for Access Control
ina Hierarchy ......... . .
Praveen Kumar Vadnala and Anish Mathuria

Adaptation of IEEE 802.1X for Secure Session Establishment Between
Ethernet Peers . ... ..
Purificacion Sdiz, Jon Matias, FEduardo Jacob,

Javier Bustamante, and Armando Astarloa

Secure Data Management in Reactive Sensor Networks ...............
L. Chaithanya, M.P. Singh, and M.M. Gore

Threat Analysis, Detection and Recovery

Security Ontology: Simulating Threats to Corporate Assets ...........
Andreas Ekelhart, Stefan Fenz, Markus D. Klemen, and
Edgar R. Weippl

Two-Stage Credit Card Fraud Detection Using Sequence Alignment . . ..
Amlan Kundu, Shamik Sural, and A.K. Majumdar

New Malicious Code Detection Using Variable Length n-grams ........
D. Krishna Sandeep Reddy, Subrat Kumar Dash, and
Arun K. Pujari

A Dead-Lock Free Self-healing Algorithm for Distributed Transactional
Processes . ...
Wanyu Zang and Meng Yu

Cryptography and Encryption

An Efficient Public Key Cryptosystem Secure Against Chosen
Ciphertext Attack......... ..
Hossein Ghodosi

A Partial Image Encryption Method with Pseudo Random
SEQUENICES . . v ottt et e e e e
Y. V. Subba Rao, Abhijit Mitra, and S.R. Mahadeva Prasanna



Table of Contents

High Capacity Lossless Data Hiding ........... .. .. ... .. ... . ...
Hyeran Lee and Kyunghyune Rhee

An Implementation and Evaluation of Online Disk Encryption

for Windows Systems .. ...t
Vartika Singh, D.R. Lakshminarasimhaiah, Yogesh Mishra,
Chitra Viswanathan, and G. Athithan

Short Papers and Research Reports

Disclosure Risk in Dynamic Two-Dimensional Contingency Tables
(Extended Abstract) ....... ... o
Haibing Lu, Yingjiu Li, and Xintao Wu

A Survey of Control-Flow Obfuscations .............................
Anirban Majumdar, Clark Thomborson, and Stephen Drape

Filtering Out Unfair Recommendations for Trust Model in Ubiquitous

Environments ......... .
Weiwei Yuan, Donghai Guan, Sungyoung Lee, Young-Koo Lee, and
Heejo Lee

Secure Itineraries Framework for Mobile Agent Systems...............
Rajwinder Singh, Navdeep Kaur, and A.K. Sarje

Malafide Intension Based Detection of Privacy Violation in Information
SYSLEIN . .o
Shyam K. Gupta, Vikram Goyal, and Anand Gupta

Design and Development of Malafide Intension Based Privacy Violation
Detection System (An Ongoing Research Report) ....................
Shyam K. Gupta, Vikram Goyal, Bholi Patra, Sankalp Dubey, and

Anand Gupta

Towards a Formal Specification Method for Enterprise Information
System Security ..........
Anirban Sengupta and Mridul Sankar Barik

Recent Research on Privacy Preserving Data Mining .................
Alex Gurevich and Ehud Gudes

Author Index . ... . .



Privacy in the Electronic Society

Sabrina De Capitani di Vimercati and Pierangela Samarati

Dipartimento di Tecnologie dell’Informazione
Universita degli Studi di Milano
26013 Crema - Italy
samarati@dti.unimi.it

Abstract. Internet provides unprecedented opportunities for the collec-
tion and sharing of privacy-sensitive information from and about users.
Information about users is collected every day, as they join associations or
groups, shop for groceries, or execute most of their common daily activ-
ities. Such information is subsequently processed, exchanged and shared
between different parties; with users often having users have often little
control over their personal information once it has been disclosed to third
parties. Privacy is then becoming an increasing concern. In this paper we
discuss some problems to be addressed in the protection of information
in our electronic society, surveying ongoing work and open issues to be
investigated.

1 Introduction

We live today in a global information infrastructure connecting remote parties
worldwide through the use of large scale networks, relying on application level
protocols and services such as the World Wide Web. Human activities are in-
creasingly based on the use of remote resources and services, and on the interac-
tion between different, remotely located, and unknown parties. The vast amounts
of personal information thus available has led to growing concerns about the
privacy of users: effective information sharing and dissemination can take place
only if there is assurance that, while releasing information, disclosure of sensitive
information is not a risk.

Unfortunately, users’ privacy is often poorly managed. For instance, personal
information is often disclosed to third parties without the consent of legitimate
data owners or that there are professional services specialized on gathering and
correlating data from heterogeneous repositories, which permit to build user
profiles and possibly to disclose sensitive information not voluntarily released by
their owners. Ensuring proper privacy protection requires the investigation of
different aspects. Among them, there we look at the following;:

— data protection requirements composition to take into consideration require-
ments coming from the data owner, the data holder, and possible privacy law.
These multiple authorities scenario should be supported from the adminis-
tration point of view providing solutions for modular, large-scale, scalable
policy composition and interaction.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 1121 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 S. De Capitani di Vimercati and P. Samarati

— security and privacy specifications and secondary usage control to identify
under which conditions a party can trust others for their security and privacy.
Trust models are one of the techniques be evaluated. In particular, digital
certificates (statements certified by given entities) can be used to establish
properties of their holder (such as identity, accreditation, or authorizations.
Users should be given the ability to constraint possible secondary uses of
their information.

— inference and linking attacks protection to ensure that released (sanitized)
information is not open to channels allowing attackers to infer sensitive (not
released, but related) information.

In this paper, we discuss these problems and illustrate some current ap-
proaches and ongoing research. The remainder of this paper is organized as
follows. Section [2] addresses the problem of combining authorization specifica-
tions that may be independently stated. We describe the characteristics that
a policy composition framework should have and illustrate some current ap-
proaches and open issues. Section [3] addresses the problem of defining policies in
open environments such as the Internet. We then describe current approaches
and open issues. Section [] addresses the problem of protecting released data
against inference and linking attacks. We describe the k-anonymity concept and
illustrate some related current approaches and open issues. Finally, Section
concludes the paper.

2 Policy Composition

Traditionally, authorization policies have been expressed and managed in a cen-
tralized manner: one party administers and enforces the access control require-
ments. In many cases however, access control needs to combine restrictions inde-
pendently stated that should be enforced as one, while retaining their indepen-
dence and administrative autonomy. For instance, the global policy of a large
organization can be the combination of the policies of its independent and ge-
ographically distributed departments. Each of these departments is responsible
for defining access control rules to protect resources and each brings its own set
of constraints. To address these issues, a policy composition framework by which
different component policies can be integrated while retaining their independence
should be designed. The framework should be flexible to support different kinds
of composition, yet remain simple so to keep control over complex compound
policies. It should be based on a solid formal framework and a clear semantics
to avoid ambiguities and enable correctness proofs.

Some of the main requirements that a policy composition framework should
have can be summarized as follows [I1].

— Heterogeneous policy support. The composition framework should be able to
combine policies expressed in arbitrary languages and possibly enforced by
different mechanisms. For instance, a datawarehouse may collect data from
different data sources where the security restrictions autonomously stated by
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the sources and associated with the data are stated with different specifica-
tion languages, or refer to different paradigms (e.g., open vs closed policy).
Support of unknown policies. It should be possible to account for policies that
may be not completely known or even be specified and enforced in external
systems. These policies are like “black-boxes” for which no (complete) spec-
ification is provided, but that can be queried at access control time. Think,
for instance, of a situation where given accesses are subject, in addition to
other policies, to a policy P enforcing “central administration approval”.
Neither the description of P, nor the specific accesses that it allows might
be available; whereas P can respond yes or no to each specific request. Run-
time evaluation is therefore the only possible option for P. In the context
of a more complex and complete policy including P as a component, the
specification could be partially compiled, leaving only P (and its possible
consequences) to be evaluated at run time.

Controlled interference. Policies cannot always be combined by simply merg-
ing their specifications (even if they are formulated in the same language),
as this could have undesired side effects. The accesses granted/denied might
not correctly reflect the specifications anymore. As a simple example, con-
sider the combination of two systems P,jyseq, which applies a closed policy,
based on rules of the form “grant access if (s,0,4a)”, and Pope, which ap-
plies an open policy, based on rules of the form “grant access if (s, 0,—a)”.
Merging the two specifications would cause the latter decision rule to derive
all authorizations not blocked by P,per, regardless of the contents of Pgjpseq-
Similar problems may arise from uncontrolled interaction of the derivation
rules of the two specifications. Besides, if the adopted language is a logic
language with negation, the merged program might not be stratified (which
may lead to ambiguous or undefined semantics).

Ezxpressiveness. The language should be able to conveniently express a wide
range of combinations (spanning from minimum privileges to maximum priv-
ileges, encompassing priority levels, overriding, confinement, refinement etc.)
in a uniform language. The different kinds of combinations must be ex-
pressed without changing the input specifications (as it would be necessary
even in most recent and flexible approaches) and without ad-hoc extensions
to authorizations (like those introduced to support priorities). For instance,
consider a policy P; regulating access to given documents and the central
administration policy P». Assume that access to administrative documents
can be granted only if authorized by both P; and P». This requisite can be
expressed in existing approaches only by explicitly extending all the rules
possibly referred to administrative documents to include the additional con-
ditions specified by P». Among the drawbacks of this approach is the rule
explosion that it would cause and the complex structure and loss of con-
trols of two specifications; which, in particular, cannot be maintained and
managed autonomously anymore.

Support of different abstraction levels. The composition language should
highlight the different components and their interplay at different levels
of abstraction. This is important to: i) facilitate specification analysis and
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design; i) facilitate cooperative administration and agreement on global
policies; #17) support incremental specification by refinement.

— Support for dynamic expressions and controlled modifications. Mobile poli-
cies that follow (stick with) the data and can be enriched, subject to con-
straints, as the data move.

— Formal semantics. The composition language should be declarative, imple-
mentation independent, and based on a solid formal framework. The need
of an underlying formal framework is widely recognized and in particular
it is important to i) ensure non-ambiguous behavior, and ) reason about
and prove specifications properties and correctness. In our framework this is
particular important in the presence of incomplete specifications.

Various models have been proposed to reason about security policies
[M2T24J33I31]. In [1I24] the authors focused on the secure behavior of program
modules. McLean [33] proposed a formal approach including combination oper-
ators: he introduced an algebra of security which enables to reason about the
problem of policy conflict that can arise when different policies are combined.
However, even though this approach permits to detect conflicts between poli-
cies, it did not propose a method to resolve the conflicts and to construct a
security policy from inconsistent sub-policies. Hosmer [2I] introduced the no-
tion of meta-policies (i.e., policies about policies), an informal framework for
combining security policies. Subsequently, Bell [8] formalized the combination of
two policies with a function, called policy combiner, and introduced the notion of
policy attenuation to allow the composition of conflicting security policies. Other
approaches are targeted to the development of a uniform framework to express
possibly heterogeneous policies [25/42]. Recently, Bonatti et al. [I1] proposed an
algebra for combining security policies together with its formal semantics. Fol-
lowing Bonatti et al.’s work, Jajodia et al. [41] presented a propositional algebra
for policies with a syntax consisting of abstract symbols for atomic policy expres-
sions and composition operators. The basic idea of these proposals is to define a
set of policy operators used for combining different policies. In particular, in [11]
a policy is defined as a set of triples of the form (s,0,a), where s is a constant in
(or a variable over) the set of subjects S, o is a constant in (or a variable over)
the set of objects O, and a is a constant in (or a variable over) the set of actions
A. Here, complex policies can then be obtained by combining policy identifiers,
denoted P;, through the following algebra operators.

— Addition (4) merges two policies by returning their set union. For instance,
in an organization composed of different divisions, access to the main gate
can be authorized by any of the administrator of the divisions (each of them
knows users who needs the access to get to their division). The totality of the
accesses through the main gate to be authorized would then be the union of
the statements of each single division. Intuitively, additions can be applied
in any situation where accesses can be authorized if allowed by any of the
component (operand) policies.

— Congunction (&) merges two policies by returning their intersection. For
instance, consider an organization in which divisions share certain documents
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(e.g., clinical folders of patients). Access to the documents is to be allowed
only if all the authorities that have a say on the document agree on it.
Intuitively, while addition enforces maximum privilege, conjunction enforces
minimum privilege.

— Subtraction (—) restricts a policy by eliminating all the accesses in the sec-
ond policy. Intuitively, subtraction specifies exceptions to statements made
by a policy and it encompasses the functionality of negative authorizations in
existing approaches, while probably providing a clearer view of the combina-
tion of positive and negative statements. The advantages of subtraction over
explicit denials include a simplification of the conflict resolution policies and
a clearer semantics. In particular, the scoping of a difference operation al-
lows to clearly and unambiguously express the two different uses of negative
authorizations, namely exceptions to positive statements and explicit prohi-
bitions, which are often confused in the models or requires explicit ad-hoc
extension to the authorization form. The use of subtraction provides exten-
sible as the policy can be enriched to include different overriding/conflict
resolution criteria as needed in each specific context, without affecting the
form of the authorizations.

— Closure () closes a policy under a set of inference (derivation) rules. Intu-
itively, derivation rules can be thought of as logic rules whose head is the
authorization to be derived and whose body is the condition under which
the authorization can be derived. Examples of derivation rules can be found
in essentially all logic based authorization languages proposed in the liter-
ature, where derivation rules are used, for example, to enforce propagation
of authorizations along hierarchies in the data system, or to enforce more
general forms of implication, related to the presence or absence of other
authorizations, or depending on properties of the authorizations [25].

— Scoping restriction (") restricts the application of a policy to a given set of
subjects, objects, and actions. Scoping is particularly useful to “limit” the
statements that can be established by a policy and, in some way, enforcing
authority confinement. Intuitively, all authorizations in the policy which do
not satisfy the scoping restriction are ignored, and therefore ineffective. For
instance, the global policy of an organization can identify several component
policies which need to be merged together; each component policy may be
restricted in terms of properties of the subjects, objects and actions occurring
in its authorizationsﬁ

— Qwerriding (o) replaces part of a policy with a corresponding fragment of
the second policy. The portion to be replaced is specified by means of a
third policy. For instance, consider the case where users of a library who
have passed the due date for returning a book cannot borrow the same book
anymore unless the responsible librarian vouchers for (authorizes) the loan.
While the accesses otherwise granted by the library are stated as a policy
Py, black-list of accesses, meaning triples (user, book, loan) are stated as a

1 A simple example of scoping constraint is the limitation of authorizations that can
be stated by a policy to a specific portion of the data system hierarchy [25].
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policy Pyiock- In the absence of the unless portion of the policy, the accesses to
be allowed would simply be Py — Pyiock- By allowing the librarian discretion
for “overriding” the black list, calling P,oycn the triples authorized by the
librarians, we can express the overall policy as o(Pib, Pyouch, Piock)-

— Template (1) defines a partially specified policy that can be completed by
supplying the parameters. Templates are useful for representing partially
specified policies, where some component X is to be specified at a later
stage. For instance, X might be the result of further policy refinement, or it
might be specified by a different authority.

To fix ideas and make concrete examples, consider a drug-effects warehouse
that might draw information from many hospitals. We assume that the ware-
house receives information from three hospitals, denoted hy, ho, and hs, respec-
tively. These hospitals are responsible for granting access to information under
their (possibly overlapping) authority domains, where domains are specified by a
scoping function. The statements made by the hospitals are then unioned mean-
ing that an access is authorized if any of the hospital policy states so. In term of
the algebra, the warehouse policy can be represented as an expression of the form
Py [o <0y, + P27 [0 < 0p,] + P3"[0 < 0y,], where P; denotes the policy defined
by hospital h;, and the scope restriction “[o < 0y,] selects the authorizations re-
ferred to objects released by hospital h;l9 Each policy P; can then be further
refined. For instance, consider policy P;. Suppose that hospital hy defines a pol-
icy Purug regulating the access to drug-effects information. Assume also that the
drug-effects information can be released only if the hospital’s researchers obtain
a patient’s consent; Pe.onsents reports accesses to drug-effects information that
the patients agree to release. We can then express Pi as Pyrug&Peonsents-

2.1 Open Issues

We briefly describe some open issues that need to be taken into consideration in
the future development of a policy composition framework.

— Investigate different algebra operators and formal languages for enforcing the
algebra and proving properties. The proposed policy composition frameworks
can be enriched by adding new operators. Also, the influence of different rule
languages on the expressiveness of the algebra has to be investigated.

— Administrative policies and language with support for multiple authorities.
The proposed approaches could be enriched by adding administrative poli-
cies that define who can specify authorizations/rules (i.e., who can define a
component policy) governing access control.

— Policy enforcement. The resolution of the algebraic expression defining a
policy P determines a set of ground authorization terms, which define ex-
actly the accesses to be granted according to P. Different strategies can be

2 We assume that the information collected from the hospitals can be organized in ab-
stractions defining groups of objects that can be collectively referred to with a given
name. Objects and groups thereof define a partial order that naturally introduces a
hierarchy, where Oy, contains objects obtained from hospital h;.
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used to evaluate the algebraic expression for enforcing access control: mate-
rialization, run-time evaluation, and partial evaluation. The first one allows
a one-time compilation of the policy against which all accesses can be effi-
ciently evaluated and which will then need to be updated only if the policy
changes. The second strategy comnsists in enforcing a run-time evaluation
of each request (access triple) against the policy expression to determine
whether the access should be allowed. Between these two extremes, possibly
combining the advantages of them, there are partial evaluation approaches,
which can enforce different degrees of computation/materialization.

— Incremental approaches to enforce changes to component policies. When a
materialization approach is used to evaluate the algebraic expression for
enforcing access control, incremental approaches can be applied to minimize
the recomputation of the policy [25].

— Mobile policies. Intuitively, a mobile policy is the policy associated with an
object and that follows the object when it is passed to another site. Because
different and possibly independent authorities can define different parts of
the mobile policy in different time instants, the policy can be expressed as a
policy expression. In such a context, there is the problem on how ensure the
obedience of policies when the associated objects move around. Within the
context of mobile policies we can also classify the problem of providing sup-
port for handling “sticky” policies [13], that is, policies that remain attached
to data as they move between entities and are needed to enforce secondary
use constraints (see Section B]). Mobile policies encompass also the problem
of digital right management (DRM) as they also require constraints of the
owner to remain attached to the data.

3 Access Control in Open Systems

Open environments are characterized by a number of systems offering different
resources/services. In such a scenario, interoperability is a very important is-
sue and traditional assumptions for establishing and enforcing policies do not
hold anymore. A server may receive requests not just from the local community
of users, but also from remote, previously unknown users. The server may not
be able to authenticate these users or to specify authorizations for them (with
respect to their identity). Early approaches that attempt to solve these issues,
PolicyMaker [I0] and KeyNote [J], basically use credentials to describe specific
delegation of trusts among keys and to bind public keys to authorizations. Al-
though early trust management systems do provide an interesting framework for
reasoning about trust between unknown parties, assigning authorizations to keys
may result limiting and make authorization specifications difficult to manage.
A promising direction to overcome such a disadvantage is represented by digi-
tal certificates. A digital certificate is basically the on-line counterparts of paper
credentials (e.g., drivers licenses). Digital certificates can be used to determine
whether or not a party may execute an access on the basis properties that the
requesting party may have. These properties can be proven by presenting one or
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Fig. 1. Client/server interaction

more certificates [22J29I35/48]. The development and effective use of credential-
based models require tackling several problems related to credential management
and disclosure strategies, delegation and revocation of credentials, and establish-
ment of credential chains [T930J39/40/47].

Figure [Tl depicts the basic scenario we consider. We are given different parties
that interact with each other to offer services. A party can act both as a server
and a client and each party has i) a set of services it provides and ) a portfolio of
properties (attributes) that the party enjoys. Access restrictions to the services
are expressed by policies that specified the properties that a requester should
enjoy to gain access to the services. The services are meant to offer certain
functionalities that depend on the input parameters supplied by its users. Often
input parameters must fulfill certain conditions to assure correct behavior of a
service. We identified the following requirements for specifying credential-based
access control.

— Attribute interchange. A server should be able to communicate to the client
the requirements it need to satisfy to get access. Also, a client should be able
to prove its eligibility for a service. This communication interchange could
be performed in different ways (e.g., the involved parties can apply different
strategies with respect to which properties are submitted).

— Support for fine-grained reference to attributes within a credential. The sys-
tem should allow the selective disclosure of credentials which is a requirement
that is not usually supported because users attributes are defined according
to functional needs, making it easier to collect all credentials in a row instead
of iteratively asking for the ones strictly necessary for a given service only.

— Support for hierarchical relationships and abstractions on services and portfo-
lio. Attribute-based access control policies should be able to specify accesses
to collection of services based upon collection of attributes processed by the
requester.

— FEaxpressiveness and flexibility. The system must support the specification of
complex access control requirements. For instance, consider a service that
offers telephone contracts and requires that the customer is at least 18
years of age. The telephone selling service has two input parameters, namely
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homeAddress and noticePeriod. The homeAddress must be a valid address
in Italy and noticePeriod must be either one or three months. Further,
the service’s access control policy requires that contracts with one month
notice period and home address outside a particular geographical region are
closed only with users who can prove their AAA membership. Hence, we see
that the access control requirements of a service may require more than one
interaction between a client and a server.

— Purpose specific permission. The permission to release data should relate
to the purpose for which data are being used or distributed. The model
should prevent information collected for one purpose from being used for
other purposes.

— Support for meta-policies. The system should provide meta-policies for pro-
tecting the policy when communication requisites. This happens when a
list of alternatives (policies) that must be fulfilled to gain the access to the
data/service is returned to the counterpart. For instance, suppose that the
policy returned by the system is “citizenship=EU”. The party can decide
to return to the client either the policy as it is or a modified policy simply
requesting the user to prove its nationality (then protecting the information
that access is restricted to EU citizens).

— Support for secondary use specifications and control. The information owner
should be able to control further dissemination and use of personal infor-
mation. This represents a novel feature that is no simply concerned with
authorizing the access to data and resources but also with defining and en-
forcing the way data and resources are subsequently managed.

3.1 Overview of Ongoing Work

The first proposals investigating the application of credential-based access con-
trol regulating access to a server were made by Winslett et al. [39]. Here, access
control rules are expressed in a logic language and rules applicable to an access
can be communicated by the server to clients. In [A7] the authors investigated
trust negotiation issues and strategies that a party can apply to select credentials
to submit to the opponent party in a negotiation. In [I2] the authors proposed
a uniform framework for regulating service access and information disclosure
in an open, distributed network system like the Web. Like in previous propos-
als, access regulations are specified as logical rules, where some predicates are
explicitly identified. Certificates are modeled as credential expressions of the
form “credential name(attribute_list)”, where credential name is the attribute
credential name and attribute_list is a possibly empty list of elements of the
form “attribute_name=value_term”, where value_term is either a ground value
or a variable. Besides credentials, the proposal also allows to reason about decla-
rations (i.e., unsigned statements) and user-profiles that the server can maintain
and exploit for taking the access decision. Communication of requisites to be
satisfied by the requester is based on a filtering and renaming process applied
on the server’s policy, which exploits partial evaluation techniques in logic pro-
grams. Yu et al. [47[48] developed a service negotiation framework for requesters
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and providers to gradually expose their attributes. The PRUdent NEgotiation
Strategy (PRUNES) in [47] has been presented ensures that the client commu-
nicates its credentials to the server only if the access will be granted and the set
of certificates communicated to the server is the minimal necessary for granting
it. Each party defines a set of credential policies that regulates how and under
what conditions the party releases its credentials. The negotiation consists of a
series of requests for credentials and counter-requests on the basis of the parties’
credential policies. The credential policies established can be graphically rep-
resented through a tree, called negotiation search tree, composed of two kinds
of nodes: credential nodes, representing the need for a specific credential, and
disjunctive nodes, representing the logic operators connecting the conditions for
credential release. The root of a tree node is a service (i.e., the resource the
client wants to access). The negotiation can therefore be seen as a backtracking
operation on the tree. The backtracking can be executed according to different
strategies. For instance, a brute-force backtracking is complete and correct, but
is too expensive to be used in a real scenario. The authors therefore proposed
the PRUNES method that prunes the search tree without compromising com-
pleteness or correctness of the negotiation process. The basic idea is that if a
credential C' has just been evaluated and the state of the system is not changed
too much, than it is useless to evaluate again the same credential, as the result
will be exactly as the result previously computed. The same research group pro-
posed also a method for allowing parties adopting different negotiation strategies
to interoperate through the definition of a Disclosure Tree Strategy (DTS) fam-
ily [8]. The authors show that if two parties use different strategies from the
DST family, they are able to establish a negotiation process. The DTS family
is a closed set, that is, if a negotiation strategy can interoperate with any DST
strategy, it must also be a member of the DST family.

In [46] a Unified Schema for Resource Protection (UniPro) has been proposed.
This mechanism is used to protect the information in policies. UniPro gives
(opaque) names to policies and allows any named policy P; to have its own
policy P, meaning that the contents of P; can only be disclosed to parties who
have shown that they satisfy P». Another approach for implementing access
control based on credentials is the Adaptive Trust Negotiation and Access Control
(ATNAC) [36]. This method grants or denies access to a resource on the basis
of a suspicion level associated with subjects. The suspicion level is not fixed but
may vary on the basis of the probability that the user has malicious intents.
In [48] the authors presented a negotiation architecture, called TrustBuilder,
that is independent from the language used for policy definition and from the
strategies adopted by the two parties for policy enforcement. Other logic-based
access control languages based on credentials have been introduced. For instance,
DILP and RT [2§], the SD3 language [26], and Binder [I7]. In [25/42] logic
languages are adopted to specify access restrictions in a certificate-based access
control model.

Some proposals have instead addressed the problem of how to regulate the use
of personal information in secondary applications. In [5], the authors proposed
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an XMI-based privacy preference expression language, called PReference Ez-
pression for Privacy (PREP), for storing the user’s privacy preferences with
Liberty Alliance. PREP allows users to specify, for each attribute, a privacy la-
bel that is characterized by a purpose, type of access, recipient, data retention,
remedies, and disputes. The Platform for Privacy Preferences Project (P3P) [44]
is another XML-based language that allows service providers and users to reach
an agreement on the release of personal data. Basically, a service provider can
define a P3P policy, which is an XML document, where it is possible to define
the recipient of the data, desired data, consequence of data release, purpose of
data collection, data retention policy, and dispute resolution mechanisms. Users
specify their privacy preferences in term of a policy language, called APPEL [43],
and enforce privacy protection through a user agent: the user agent compares the
users’ privacy policy with the service provider P3P policy and checks whether the
P3P policy conforms to the user privacy preferences. Although P3P is a good
starting point, it is not widely adopted by the service providers and presents
some limitations on the user side [4]. The main limitation is that the definition
of simple privacy preferences is a complex task and writing APPEL preferences
is error prone. For this reason, Agrawal et al. [4] proposed a new language, called
XPref, for user preferences. However, both APPEL and XPref are not sufficiently
expressive because, for example, they do not support negotiation and contextual
information, and they do not allow the definition of attribute-based conditions.
Another important disadvantage of these approaches is that users have a pas-
sive role: a service provider defines a privacy policy that users can only accept
or reject. In [6] a new type of privacy policy, called data handling policy, that
regulates the secondary use of a user’s personal data has been discussed. A data
handling policy regulates how Personal Identifiable Information (PII) will be
used (e.g., information collected through a service will be combined with infor-
mation collected from other services and used in aggregation for market research
purposes), how long PII will be retained (e.g., information will be retained as
long as necessary to perform the service), and so on. Users can therefore use
these policies to define how their information will be used and processed by the
counterpart.

3.2 Open Issues

Although current approaches supporting attribute-based policies are technically
mature enough to be used in practical scenarios, there are still some issues that
need to be investigated in more detail to enable more complex applications. We
summarize these issues as follows [12].

— Ontologies. Due to the openness of the scenario and the richness and variety
of security requirements and attributes that may need to be considered,
it is important to provide parties with a means to understand each other
with respect to the properties they enjoy (or request the counterpart to
enjoy). Therefore, common languages, dictionaries, and ontologies must be
developed.
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— Access control evaluation and outcome. Users may be occasional and they
may not know under what conditions a service can be accessed. Therefore,
to make a service “usable”, access control mechanisms cannot simply return
“yes” or “no” answers. It may be necessary to explain why authorizations
are denied, or - better - how to obtain the desired permissions.

— Privacy-enhanced policy communication. Since access control does not re-
turn only a “yes” or “no” access decision, but it returns the information
about which conditions need to be satisfied for the access to be granted
(“undefined” decision), the problem of communicating such conditions to
the counterpart arises. To fix the ideas, let us see the problem from the
point of view of the server (the client’s point of view is symmetrical). A
naive solution consists in giving the client a list with all the possible sets
of credentials that would enable the service. This solution is however not
feasible due to the large number of possible alternatives. Also, the commu-
nication process should not disclose “too much” of the underlying security
policy, which might also be regarded as sensitive information.

— Negotiation strategy. Credentials grant parties different choices with respect
to what release (or ask) the counterpart and when to do it, thus allowing
for multiple trust negotiation strategies [48]. For instance, an eager strategy,
requires parties to turn over all their credentials if the release policy for them
is satisfied, without waiting for the credentials to be requested. By contrast,
a parsimonious strategy requires that parties only release credentials upon
explicit request by the server (avoiding unnecessary releases).

— Composite services. In case of a composite service (i.e., a service that is
decomposable into other services called component services) there must be
a semi-automatic mechanism to calculate the policy of a composite service
from the policies of its component services.

— Semantics-aware rules. Although attribute-based policies allow the specifica-
tions of restrictions based on generic attributes or properties of the requestor
and the resources, they do not fully exploit the semantic power and reason-
ing capabilities of emerging web applications. It is therefore important to be
able to specify access control rules about subjects accessing the information
and about resources to be accessed in terms of rich ontology-based metadata
(e.g., Semantic Web-style ones) increasingly available in advanced e-services
applications [16].

4 Privacy Issues in Data Collection and Disclosure

Inference and linking attacks are becoming today easier and easier because of
the increased information availability and ease of access as well as the increased
computational power provided by today’s technology. Released data too often
open up privacy vulnerabilities through, for example, data mining techniques
and record linkage. Indeed, the restricted access to information and its expen-
sive processing, which represented a form of protection in the past do not hold
anymore. In addition, while in the past data were principally released in tabular
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form (macrodata) and through statistical databases, many situations require to-
day that the specific stored data themselves, called microdata, be released. The
advantage of releasing microdata instead of specific pre-computed statistics is
an increased flexibility and availability of information for the users. At the same
time however microdata, releasing more specific information, are subject to a
greater risk of privacy breaches. To this purpose, the main requirements that
must be taken into account are the following.

— Identity disclosure protection. Identity disclosure occurs whenever it is possi-
ble to identify a subject, called respondent, from the released data. It should
therefore be adopted techniques for limiting the possibility of identifying
respondents.

— Attribute disclosure protection. Identity disclosure protection alone do not
guarantee privacy of sensitive information because all the respondents in a
group could have the same sensitive information. To overcome this issue,
mechanisms that protect sensitive information about respondents should be
adopted.

— Inference channel. Given the possibly enormous amount of data to be consid-
ered, and the possible inter-relationships between data, it is important that
the security specification and enforcement mechanisms provide automatic
support for complex security requirements, such as those due to inference
and data association channels.

To protect the anonymity of the respondents to whom the released data refer,
data holders often remove, encrypt, or code identity information. Identity infor-
mation removed or encoded to produce anonymous data includes names, tele-
phone numbers, and Social Security Numbers. Although apparently anonymous,
however, the de-identified data may contain other quasi-identifying attributes
such as race, date of birth, sex, and geographical location. By linking such at-
tributes to publicly available databases associating them with the individual’s
identity, data recipients can determine to which individual each piece of released
data belongs, or restrict their uncertainty to a specific subset of individuals. This
problem has raised particular concerns in the medical and financial fields, where
microdata, which are increasingly released for circulation or research, can be or
have been subject to abuses, compromising the privacy of individuals.

To better illustrate the problem, consider the microdata table in Figure
and the non de-identified public available table in Figure 2(b)} In the micro-
data table, which we refer to as private table (PT), data have been de-identified
by suppressing names and Social Security Numbers (SSNs) so not to explicitly
disclose the identities of respondents. However, the released attributes Race,
Date of birth, Sex, ZIP, and Marital status can be linked to the public tu-
ples in Figure and reveal information on Name, Address, and City. In the
private table, for example, there is only one single female (F) born on 71/07/05
and living in the 20222 area. This combination, if unique in the external world
as well, uniquely identifies the corresponding tuple as pertaining to “Susan Doe,
20222 Eye Street, Washington DC”, thus revealing that she has reported hy-
pertension. While this example demonstrates an exact match, in some cases,
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SSN Name Race Date of birth Sex ZIP Marital status Disease

asian 71/07/05 F 20222 Single hypertension
asian 74/04/13 F 20223 Divorced Flu
asian 74/04/15 F 20239 Married chest pain
asian 73/03/13 M 20239 Married Obesity
asian 73/03/18 M 20239 Married hypertension
black 74/11/22 F 20238 Single short breath
black 74/11/22 F 20239 Single Obesity
white 74/11/22 F 20239 Single Flu
white 74/11/22 F 20223 Widow chest pain
(a)
Name Address City Z1Pp DOB Sex Status
Susan Doe Eye street  Washington DC 20222 71/07/05 F single
(b)

Fig. 2. An example of private table PT (a) and non de-identified public available table

linking allows one to detect a restricted set of individuals among whom there is
the actual data respondent.

4.1 Overview of Ongoing Work

Among the microdata protection techniques used to protect de-identified micro-
data from linking attacks, there are the commonly used approaches like sampling,
swapping values, and adding noise to the data while maintaining some overall
statistical properties of the resulting table. For a comprehensive review of these
approaches see [I5]. However, many uses require the release and explicit man-
agement of microdata while needing truthful information within each tuple. This
“data quality” requirement makes inappropriate those techniques that disturb
data and therefore, although preserving statistical properties, compromise the
correctness of single tuples [I5]. k-anonymity, together with its enforcement via
generalization and suppression, has been proposed as an approach to protect
respondents’ identities while releasing truthful information [38/37].

The concept of k-anonymity tries to capture, on the private table to be re-
leased, one of the main requirements that has been followed by the statistical
community and by agencies releasing the data, and according to which the re-
leased data should be indistinguishably related to no less than a certain number
of respondents.

The set of attributes included in the private table, also externally available
and therefore exploitable for linking, is called quasi-identifier. The requirement
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above-mentioned is then translated in the k-anonymity requirement [37]: each
release of data must be such that every combination of values of quasi-identifiers
can be indistinctly matched to at least k respondents. Since it seems impossi-
ble, or highly impractical and limiting, to make assumptions on the datasets
available for linking to external attackers or curious data recipients, essentially
k-anonymity takes a safe approach requiring that, in the released table itself,
the respondents be indistinguishable (within a given set) with respect to a set
of attributes. To guarantee the k-anonymity requirement, k-anonymity requires
each quasi-identifier value in the released table to have at least k occurrences.
This is clearly a sufficient condition for the k-anonymity requirement: if a set of
attributes of external tables appears in the quasi-identifier associated with the
private table PT, and the table satisfies this condition, the combination of the
released data with the external data will never allow the recipient to associate
each released tuple with less than k respondents. For instance, with respect to
the microdata table in Figure 1 and the quasi-identifier Race, Date of birth,
Sex, ZIP, Marital status, the table satisfies k-anonymity with k& = 1 only,
since there are single occurrences of values over the quasi-identified (e.g., “asian,
71/07/05, F, 20222, single”).

k-anonymity proposals focus on generalization and suppression techniques.
Generalization consists in representing the values of a given attribute by us-
ing more general values. This technique is based on the definition of a gen-
eralization hierarchy, where the most general value is at the root of the
hierarchy and the leaves correspond to the most specific values. Formally, the
notion of domain (i.e., the set of values that an attribute can assume) is ex-
tended by assuming the existence of a set of generalized domains. The set
of original domains together with their generalizations is referred to as Dom.
Each generalized domain contains generalized values and there exists a map-
ping between each domain and its generalizations. This mapping is stated by
means of a generalization relationship <p. Given two domains D; and D; €
Dom, D; <p D; states that values in domain D; are generalizations of val-
ues in D;. The generalization relationship <p defines a partial order on the
set Dom of domains, where each D; has at most one direct generalization do-
main Dj;, and all values in each domain can always be generalized to a single
value. The definition of a generalization relationship implies the existence, for
each domain D € Dom, of a totally ordered hierarchy, called domain general-
ization hierarchy, denoted DGHp. As an example, consider attribute ZIP code
and suppose that a step in the corresponding generalization hierarchy consists
in suppressing the least significant digit in the ZIP code. Figure [ illustrates
the corresponding domain generalization hierarchy. In this case, for example,
if we choose to apply one generalization step, values 20222, 20223, 20238, and
20239 are generalized to 2022* and 2023*. A generalization process therefore
proceeds by replacing the values represented by the leaf nodes with one of
their ancestor nodes at a higher level. Different generalized microdata tables can
be built, depending on the amount of generalization applied on the considered
attribute.
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Zy = {202%*} 202%x*
A /\‘ \
Z; = {2022%,2023*} P 2022% , 2023%
A /7 N\ 7/ N\
20222 20223 20238 20239

Zo = {20222,20223,20238,20239}

Fig. 3. An example of domain generalization hierarchy for attribute ZIP

Suppression is a well-known technique that consists in protecting sensitive
information by removing it. The introduction of suppression can reduce the
amount of generalization necessary to satisfy the k-anonymity constraint.

Generalization and suppression can be applied at different levels of granularity.
Generalization can be applied at the level of single column (i.e., a generalization
step generalizes all the values in the column) or single cell (i.e., for a specific col-
umn, the table may contain values at different generalization levels). Suppression
can be applied at the level of row (i.e., a suppression operation removes a whole
tuple), column (i.e., a suppression operation obscures all the values of a col-
umn), or single cells (i.e., a k-anonymized table may wipe out only certain cells
of a given tuple/attribute). The possible combinations of the different choices
for generalization and suppression (including also the choice of not applying one
of the two techniques) result in different k-anonymity proposals and different
algorithms for k-anonymity.

Note that the algorithms for solving k-anonymity aim at finding a k-minimal
table, that is, one that does not generalize (or suppress) more than it is needed to
reach the threshold k. As an example, consider the microdata table in Figure
and suppose that the quasi-identifier is {Race, Date of birth, Sex, ZIP}.

FigureMlillustrates an example of 2-anonymous table obtained by applying the
algorithm described in [37], where generalization is applied at the column level
and suppression is applied at the row level. Note that the first tuple in the origi-
nal table has been suppressed and attribute Date of birth has been generalized
by removing the day and attribute ZIP has been generalized by applying two gen-
eralization steps along the domain generalization hierarchy in Figure Bl

In [14] we defined a possible taxonomy for k-anonymity and discussed the
main proposals existing in the literature for solving the k-anonymity problems.
Basically, the algorithms for enforcing k-anonymity can be partitioned into three
main classes: exact, heuristic, and approximation algorithms, respectively. While
exact and heuristic algorithms produce k-anonymous tables by applying at-
tribute generalization and tuple suppression and are exponential in the size of the
quasi-identifier [7I20027I3723], approximation algorithms produce k-anonymous
tables by applying cell suppression without generalization or cell generalization
without suppression [2J334]. In these case, exact algorithms are not applicable
because the computational time could be exponential in the number of tuples in
the table.
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SSN Name Race Date of birth Sex ZIP Marital status Disease

asian 74/04/ F  202** divorced Flu

asian 74/04/ F  202** married chest pain
asian 73/03/ M 202%* married obesity

asian 73/03/ M 202** married hypertension
black 74/11/ F  202** single short breath
black 74/11/ F  202%F single obesity
white 74/11/ F  202** single flu

white 74/11/ F  202%* Widow chest pain

Fig. 4. An example of a 2-anonymized table for the private table PT in Figure

Samarati [37] presented an algorithm that exploits a binary search on the
domain generalization hierarchy to avoid an exhaustive visit of the whole gener-
alization space. Since the k-anonymity definition is based on a quasi-identifier,
the algorithm works only on this set of attributes and on tables with more than
k tuples (this last constraint being clearly a necessary condition for a table to
satisfy k-anonymity). Bayardo and Agrawal [7] presented an optimal algorithm,
called k-Optimize, that starts from a fully generalized table (with all tuples
equal) and specializes the dataset in a minimal k-anonymous table, exploiting
ad-hoc pruning techniques. LeFevre, DeWitt, and Ramakrishnan [27] described
an algorithm that uses a bottom-up technique and a priori computation.

Iyengar [23] presented genetic heuristic algorithms and solves the k-anonymity
problem using an incomplete stochastic search method. The method does not
assure the quality of the solution proposed, but experimental results show the
validity of the approach. Fung, Wang and Yu [20] presented a top-down heuris-
tic to make a table to be released k-anonymous. The algorithm starts from the
most general solution, and iteratively specializes some values of the current so-
lution until the k-anonymity requirement is violated. Each step of specialization
increases the information and decreases the anonymity.

Meyerson and Williams [34] presented an algorithm for k-anonymity, which
guarantees a O(k log(k))-approximation. Aggarwal et al. [2J3] illustrated two
approximation algorithms that guarantee a O(k)-approximation solution. Note
that although both heuristics and approximation algorithms do not guaran-
tee the minimality of their solution, and we cannot perform any evaluation on
the result of a heuristic, an approximation algorithm guarantees near-optimum
solutions.

k-anonymity is also currently the subject of many interesting studies. In par-
ticular, these studies aim at: studying efficient algorithms for k-anonymity en-
forcement; using k-anonymity as a measure on information disclosure due to a
set of views [45]; extending its definition to protect the released data against
attribute, in contrast to identity, disclosure (¢-diversity) [32]; supporting fine-
grained application of generalization and suppression; and investigating addi-
tional techniques for k-anonymity enforcement [I8].
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4.2 Open Issues

We now summarize the main open issues in developing a k-anonymity solution.

— Euxtensions and enrichment of the definition. k-anonymity captures only the
defence against identity disclosure attacks, while remaining exposed to at-
tribute disclosure attacks [37]. Some researchers have just started proposing
extensions to k-anonymity [32] to capture also attribute disclosure, however
research is still to be done.

— Protection against utility measures. As we can imagine the more the pro-
tection, the less precise or complete the data will be. Research is needed
to develop measures to allow users to assess, besides the protection of-
fered by the data, the utility of the released data. Clearly, utility may be
different depending on the data recipients and the use intended for the
information. Approaches should be therefore devised that maximize infor-
mation utility with respect to intended uses, while properly guaranteeing
privacy

— Efficient algorithms. Computing a table that satisfies k-anonymity guaran-
teeing minimality (i.e., minimal information loss or, in other words, maximal
utility) is an NP-hard problem and therefore computationally expensive. Ef-
ficient heuristic algorithms have been designed, but still research in needed to
improve the performance. Indexing techniques could be exploited in this re-
spect.

— New techniques. The original k-anonymity proposal assumed the use of gen-
eralization as suppression since, unlike others, they preserve truthfulness of
the data. The k-anonymity property is however not tied to a specific tech-
nique and alternative techniques could be investigated.

— Merging of different tables and views. The original k-anonymity proposal as
well as most subsequent work assume the existence of a single table to be
released with the further constraints that the table contains at most one
tuple for each respondents. Work is needed to release these two constraints.
In particular, the problem of releasing different tables providing anonymity
even in presence of join that can allow inferring new information needs to
be investigated.

— FExternal knowledge. k-anonymity assumes the data recipient has access to
external database linking identities with quasi identifiers; it did not however
model external knowledge that can be further exploited for inference and
expose the data to identity or attribute disclosure. Work is needed to allow
modeling external knowledge and taking it into account in the process of
computing the table to be released.

5 Conclusions

This paper discussed aspect related to the protection of information in today’s
globally networked society. We outlined the needs for providing means to: com-
bine security specifications to enforce security (and privacy) in the dynamic
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interactions among different, possibly unknown, parties; protect privacy in the
dissemination of data. For these contexts, we discussed ongoing researches and
open challenges.
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Abstract. When consumers build value-added services on top of data
resources they do not control, they need to manage their information
supply chains to ensure that their data suppliers produce and supply re-
quired data as needed. Producers also need to manage their information
supply chains to ensure that their data is disseminated and protected
appropriately. In this paper, we present a framework for data sharing
agreements (DSA) that supports a wide variety of data sharing policies.
A DSA is modeled as a set of obligation constraints expressed over a
dataflow graph whose nodes are principals with local stores and whose
edges are (typed) channels along which data flows. We present a specifica-
tion language for DSAs in which obligations are expressed as distributed
temporal logic (DTL) predicates over data resources, dataflow events,
and datastore events. We illustrate the use of our framework via a case
study based on a real-world data sharing agreement and discuss issues
related to the analysis and compliance of agreements.

1 Introduction

Data sharing refers to the act of letting another party use data. It has be-
come prevalent with the spread of Internet technologies such as email, websites,
and P2P systems. Computer users routinely share ideas, documents, multimedia
files, etc. while organizational entities share large-scale data sets, e.g., scientific
datasets, counter-terrorism information, etc. Four critical capabilities that are
essential to any data sharing system are: a means for providers and consumers
to discover each other; a means for consumers to access data; a means for con-
sumers to understand data; and a means to manage sharing policies. In this
paper, we will focus on issues regarding cross-boundary sharing policies.

In organizations, sharing provides value by improving the ability of informa-
tion recipients to achieve mission objectives. However, sharing requires infor-
mation to cross various kinds of boundaries and this carries risks, e.g., risks
of disclosure of the information to adversaries, and risks of compromise of the
sources and methods used to collect the information. In addition to these mis-
sion benefits and risks of sharing, information providers also have incentives
and disincentives to share. Possible incentives include prestige, satisfying legal
requirements or organizational directives, rewards, and altruism, while disincen-
tives include fear that consumers might misuse or fail to protect the data or not
give due credit to the data’s creator or provider.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 22-36] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The decision to share involves a trade-off between the risks of sharing and
the risks of not sharing information. These risks can change dramatically when
providers and consumers have confidence that certain obligations will be met by
their sharing partners. This is greatly facilitated by policy management, which
provides a mechanism to express and realize desired behavior of a data sharing
arrangement (e.g., access controls, constraints on usage and subsequent shar-
ing, guarantees about data quality and availability, compensation, penalties for
violating agreements).

At the sharing transaction level, sharing policies have typically focused on
meeting protection goals, e.g., usage control policies that are enforced using
techniques such as digital rights management (DRM) engines and trusted com-
puting platforms. At the organizational level, data sharing policies are expressed
in documents called Memoranda of Understanding (MOUs) or Memoranda of
Agreement (MOAs) that document the obligations and expectations of parties
to the agreement. Current practice is to use textual memoranda, an approach
with several disadvantages. First, there is little help for the writers, so important
sharing issues are often omitted. Second, the documents are typically filed away
in a drawer and seldom used thereafter. Third, it is hard to provide automated
support for reasoning about the contents of textual memoranda.

Service Level Agreements (SLAs) have emerged as the paradigm used by
organizations to express policies regarding service-level parameters. For instance,
for network provider services, SLAs describe obligations over parameters such
as availability, latency, throughput, packet loss, etc. Similarly, for data sharing
services that focus on the sharing of information, SLAs can describe a variety
of obligations over a similar set of parameters. However, there are several key
aspects of data sharing services that are not addressed by traditional SLAs that
focus on functional business services. First, data sharing obligations may require
a provider to actively engage in actions that result in wider sharing of its data.
These obligations may include parameters such as data freshness and quality,
regular update dissemination, etc. Second, data sharing obligations may require
a data recipient to engage in certain actions, e.g., further share the data, share
derivatives of the data, share audit records of actions that it invoked on the
data, notify the provider when the data is shared with a third party, etc. Third,
obligations may restrict what the recipient may do with the data, e.g., whether
the recipient can print a document. Finally, data objects subsume other data
objects and this property can be exploited—e.g., an agreement about European
Union persons’ data is relevant to a demand for German persons’ data.

Obligation policies are a key component of SLAs. An obligation is a con-
straint that a principal commits to satisfy in the future. Obligations are distinct
from provisions (i.e., actions that a principal takes in order to gain access to a
resource) and expectations (i.e., actions that one principal expects another to
satisfy). Unlike access control rules which must always be satisfied, obligations
may be violated. Hence, obligations are typically associated with penalty clauses
that describe the consequences of violating the obligations. Obligation platforms
provide support for obligation policies, maintain representations of obligations,
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enforce the satisfaction of (some) obligations, monitor and detect violations of
obligations, and manage penalties associated with obligation violations.

In prior work, we have proposed the notion of a data sharing agreement
(DSA) [19] as a variant of SLAs, and we have proposed an initial model for
DSAs [20]. In this paper, we elaborate on our model for data sharing agreements
(DSAs) that encode data sharing obligations. We focus on obligations about data
stores and data flows, although the model can be extended to express obligations
about the collection and processing of data, the use of data by parties, etc. We
represent data stores as collections of typed values, dataflows as data streams
between principals, and obligations as temporal constraints on data store and
data stream events. Our model was developed by studying several real-world
Memoranda of Agreements (MOAs) that are used by large U.S. government
organizations to capture data sharing obligations. We present a specification
language based on the model, as well as an example specification of a DSA that
is motivated by a real-world MOA. We sketch a variety of analyses that are
enabled by our approach and discuss technical challenges related to compliance.
We conclude with a comparison with related work and future directions enabled
by this work.

2 Data Sharing Agreements (DSAs)

DSAs share many aspects of SLAs, for instance, descriptions of the parties to
the agreements, availability constraints, and temporal constraints like agreement
lifetimes [I4]. They also inherit from the general notion of agreements, that a
party may incur obligations in return for benefits. For example, a consumer
may promise to pay cash, to refrain from certain activities (e.g., non-compete
agreements), or even to supply the consumer’s own information to competitors.
However, the primary purpose of DSAs is to capture data sharing clauses in-
cluding descriptions of the data being shared, and obligations that constrain
both the providers and consumers of the data and the data flows among them.
The data may be described using standard techniques such as relational schema,
XML schemas or DTDs, or object classes.

Obligations on data providers can concern both the need to send certain data
(which the provider must then produce or acquire) and the quality of what
is sent. They include recency constraints (data will reflect real world events,
or data updates will be forwarded, with specified promptness or periodicity);
visibility constraints (access will be provided to specified data views); and quality
constraints (shared data will be of specified freshness, accuracy, precision, etc.).

Obligations on data consumers include protection constraints (e.g., data will
not be copied, data will be deleted after 3 days, etc.); dissemination or sharing
constraints (e.g., original source will be credited, subsequent research products
based on the data will be shared back with the data providers; data will be shared
with certain other consumers; providers will be notified of who has accessed the
data); and generic security constraints (e.g., providers will be notified of security
breaches in consumer networks). Note that parties may be data consumers in one
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DSA, and providers (e.g., of derived products) in another. Parties may even be
both data consumers and providers in the same DSA (e.g., providers of logistical
data and consumers of end-user audit data).

All obligations may be conditional on events (e.g., receipt of a data object,
detection of attack or compromise, etc.) and state predicates (e.g., declaration of
local emergency, system failures, relationship among data values). Further, data
sharing agreements may include obligations whose fulfillment depends on other
DSAs or SLAs. For instance, suppose that B is obliged to ensure that C receives
fresh and accurate data at regular intervals. In order to meet this obligation,
B might rely on DSAs with data suppliers and SLAs with network providers.
Finally, parties to a DSA may agree to inherit obligations from other DSAs.

A DSA’s obligations impose global constraints on access control policies of
various parties, even in future states. The exact nature depends on how the
parties meet the obligations. For instance, suppose that a data recipient B is
obligated to share data updates back with the provider A. Then either A must
be given access rights to the data, or B must allow release and create a process
that pushes the update notifications to A.

3 DSA Model

A DSA pertains to specific data schemas and data instance sets. Data may
be represented in any data model that provides constructs to represent data,
and operations over those constructs (e.g., query, update). Three prevalent data
models are the relational data model, the XML data model, and the object
data model. Our language is based on the data model of the Cw research pro-
gramming language [6] which integrates the above three models into a single
succinct framework. It provides a uniform model for representing relational data
(e.g., database tables), semi-structured data (e.g., XML documents), object data
(e.g., Java objects), and data streams (e.g., sequences). It also provides a uni-
form means for expressing queries over data. We shall use the syntax of Cw in
our examples and will provide informal descriptions of the semantics [6I112].

A DSA is an agreement between a set of principals regarding the sharing of
data among themselves. In this context, data sharing refers to the explicit flow of
data from one principal to another, and not to the subtler notions of information
flow or data inference. Hence, we model a DSA as a set of sharing obligations
expressed over a dataflow graph whose nodes are principals with local stores,
and whose edges are (typed) channels along which data flows.

Principals can be specified in well-understood ways and include both simple
principals (e.g., named individuals or organizations) and compound principals
(e.g., groups, roles, etc.). Each principal is associated with a local data store. A
data store is a function that maps (location) names to data values. The data val-
ues may be data relations, data streams, documents, objects, etc. as mentioned
above.

Data resources describe the data to which a data sharing agreement pertains.
A data resource is a tuple (rn, p, DV'), where rn is a globally unique data resource
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name, p is the principal offering the data resource, and DV (i.e., a data view) is
a set of tuples (g, T'), where ¢ is a query language expression over p’s local data
store and T is the type of the query’s result. A data resource might describe
both the data content that is being shared, and metadata such as the sharing
context and attributes of principals.

A dataflow [15] F is a tuple (s,d, T) where s and d are principals and T is
a type. F represents a data stream of values of type T flowing from source s
to destination d. The source s can place value o of type T into the dataflow
stream (which we write as F.send(o0), while the destination principal d can read
values from the stream (F.receive(o)). The state of a dataflow F' is a tuple
state(F') = (f,r) where f € T* is the sequence of values that have been placed
in the stream, and r» € T* is the sequence of values that F’s destination principal
has read from the stream. Data values can include message identifiers to capture
which values in the stream have been received.

An obligation O is a pair (¢, p) where ¢ is a formula in Distributed Temporal
Logic (DTL) [9I12] and p is the penalty that is incurred if ¢ is not satisfied.
Obligation formulae specify properties of traces of dataflow events (sending and
receiving data) and data store events (updating data stores). DTL is a general-
ization of Linear Temporal Logic (LTL) and includes both past-time and future-
time temporal operators including Y (previous), P (sometime in the past), H
(always in the past), S (since), X (next), G (always), and U (weak until). A
DTL formula can refer to a specific principal’s local data space and hence can
be true only for that specific principal. Thus, the DTL formula @,[t)] asserts
that proposition 1 holds in the local context of principal a. A penalty can be
any action imposed on a principal, e.g., the payment of money by one principal
to another. In this paper, for simplicity, we assume that each event corresponds
to a fixed time step (e.g., 1 hour or 1 day per time step). An alternate approach
would be to have explicit clocks (e.g., a local clock per principal) and predicates
over the clocks.

Finally, a data sharing agreement DS A is a tuple (P, S, DS, DR, DF, O) where
P is a set of principals (i.e., the parties referenced in the agreement), S C P is
the set of signatories of the agreement, DS is a function that maps each principal
in P to a data store (that represents the local data store of the principal), DR
is a set of data resources that are views of the data stores in DS, DF is a set
of dataflows between principals in P, and O is a set of obligations of principals
in P. Note that only principals in S are signatories of the DSA and hence have
agreed to the terms of the obligations that oblige them.

4 DSA Specification Language

We now sketch a specification language for DSAs based on the above model.
A data sharing agreement specification includes the parties to the DSA, time
bounds for validity, a timestep duration (to specify the fixed time duration of
each event), a set of statements that specify the data resources referenced in
the DSA, and a set of obligations expressed over the data resources, the local
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data stores of the parties, and dataflows among the parties. Parties and time
bounds are expressed in the usual ways (e.g., using X.509 distinguished names,
timestamps, etc.). In this section, we will present a language to specify data
stores, dataflows, and obligations.

As mentioned earlier, we use the data model of the Cw research programming
language [6]. We shall rely on informal descriptions of Cw language constructs
in this paper. Cw is a typed language with the usual primitive types (boolean,
integer, string, and void) and four structured types: streams, which consist of
zero or more members; anonymous structs, which are like structs in C but with
the possibility of multiple fields with the same name; choice types, which are
discriminated unions (i.e., a value of a choice type consists of one of the listed
field types and a value of that type); and classes, whose members are objects
that encapsulate data values and methods.

A snippet of our DSA language is presented in Figure[Il Informally, the state-
ment “Channel(P,Q,T) ¢” declares c to be a (dataflow) channel from P to Q
that carries values of type T. The expressions c.src and c.dest denote the source
and destination of channel ¢ respectively, while getloc(Q,x) denotes the value
bound to location x in Q’s data store. The predicates c.send(o0) and c.rcv(o) are
true if object o was just sent and received (respectively) on channel ¢, while the
predicate setloc(Q,x,e) holds if Q’s data store was just updated to bind location
x to value e.

Expressions are typed terms that evaluate to a value of the appropriate type.
The Cw expression language contains usual terms for boolean, integer and string
literals, built-in operators, object and structure creation, and method invocation.
The power of the language comes from the overloaded “dot” term. If e evaluates
to a stream v, then e.{h} returns the stream created by applying the expression
h to each member of v. h may contain the special variable it which gets bound
to each successive element of v. The language does not permit nested streams,
and hence if h returns a stream as result, then the resulting stream of streams is
“flattened” to a simple stream (see below). If e evaluates to a structure v, then
e.f returns the values of the fields named f in structure v. Since a structure
may contain multiple fields with the same name, e.f returns a stream of values.
Finally, if e evaluates to a structure v, then e[i] returns the value of the i’th field
in structure v.

For instance, let:

= { city = “Rome” ; ctry = “USA” ; ctry = “Italy” ; }
{ city = “Paris”; ctry = “USA” ; ctry = “France” ; }
= { info = x; info = y; }

X
y
Z

Then, x.city is the string “Rome”, x[2] is the string “USA”, while x.ctry is
the stream with two values “USA” and “Italy”. z.info is the stream of the two
structure values (x and y), while z.info.{it.ctry} is the flattened stream with four
values (“USA”, “Italy”, “USA”, and “France”).

Statement terms include variable declarations and assignments, conditionals,
loops, method invocations and returns, and blocks. For streams, the language
provides a dot statement e.h that applies the expression h to each element of the
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stream yielded by evaluating e (again, the variable it is bound to each successive
value of the stream); a loop construct (“foreach”) for iterating over all elements
of a stream; and a “yield” term that returns a member of a stream. For instance,
continuing with the above example, x.ctry.{print it;} applies the print method
to each member of the x.ctry stream, hence printing out the two country names
“USA” and “Italy”.

The obligation language (see Figure[I)) is based on distributed temporal logic.
Formulas are evaluated at a specific temporal and distributed state. An obli-
gation term includes a DTL formula, a predicate that specifies the cancellation
policy for the obligation, and the penalty for violating the obligation formula.
We use syntactically sugared DTL operators, e.g., (¢ innext t) specifies that
¢ must hold sometime in the next ¢ timesteps, while (¢ at B) specifies that ¢
must hold in the local state of principal B.

Finally, a DSA is specified by a name, a set of principals, a sequence of state-
ment and obligation terms, start and end timestamps representing the validity
period of the DSA, and a timestep that specifies the time interval between suc-
cessive states in the temporal model.

5 Examples

We now present several examples of sharing obligations that can be expressed
in our framework. For brevity, we have taken significant liberty with the syntax
here, e.g., by omitting certain clauses such as cancellation and penalty clauses in
obligations, and by using time intervals and timestamps rather than time-step
counts. In these examples, let A, B, and C be principals; ¢l be a channel (of
type T) from A to B; ¢2 be a channel from B to C; and ¢3 be a channel from B
to A.

Responsive forwarding: B will send C' on channel ¢2 each object it receives
from A on channel ¢l within 24 hours of receiving it:

(forall T o) if cl.rcv(o) then
(c2.send (o) innext 24 hrs
at B until 1/1/2007

Nondisclosure agreements: If B receives object o from A on channel cl,
then B will not thereafter send o to any other principal for a year.

(forall T o) if cl.rcv(o) then
(forall Channel ¢) if (c.dest # A) then
(not c.send(o) until 1 year)
at B until 1/1/2007

Usage notification: If B receives object o from A on channel c1, then for the
next 365 days, B will notify A each time B sends o to another principal. We
construct the notification object via an externally defined function called
“notify”.
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ob

obf

ux=... Channel(P,Q) c ...

c.src | c.dest

getloc(Qx) | ...
== c.send(e) | crev(e)
setloc(Q,x,e) | ...

obf cancelif p

penalty penalty

p
obf and obf

obf or obf

not p

(forall 7 x) obf
(exists 7 x) obf
obf at Q

if p then obf
(obf)

obf innext i
obf until i

obf until p

obf atnext i
obf inprev i
obf fromprev i
obf fromprev p
obf atprev i

DSA ::= DSA id with

principals Q
statements S

obligations ob
from timestamp

to timestamp

timestep duration

Time-bound obligation

Simple predicate

Conjunction

Disjunction

Negation

Universal quantification

Existential quantification

obf holds in the local data space of principal Q
Conditional obligation formula

Precedence brackets

obf holds sometime during the next i states
obf holds for the next i states

obf holds until p holds

obf holds at the i’th next state

obf held sometime during the previous i states
obf held during all the previous i states

obf held since the last time that p held

obf held at the i’th previous state

Data sharing agreement

Fig. 1. DSA Language Snippet

(forall T o) if cl.rcv(o) then

(forall Channel c)

if (c.send(o) and c.dest # A) then
c3.send(notify(B,c.dest,0)) innext 1 day

until 365 days

at B until 1/1/2007
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Recurrence: A will send B the latest update to object o every 24 hours.

if cl.send(o) then
cl.send(update(o)) innext 1 day
at A until 1/1/2007

Privacy: Privacy obligations may arise when a person or an organization
shares personal data with another organization. They may also arise when
an organization receives data about a human, imposed by government (via
laws) rather than the providerE The simple privacy obligation specified be-
low asserts that A must delete all personal information about B from location
x within one year of A’s storing it.

(forall T e) if setloc(A,x,e)
and (e.subject = B) then
setloc(A,x,null) innext 1 year
at A until 1/1/2007

The above examples can be combined to form complex obligations. For in-
stance, if B receives data O from A, then B will not share O with foreign citizens,
and will notify A about US citizens who are shown the data. Furthermore, even
for US citizens, B will not reveal that A was the source. Our model is quite
powerful and can capture a wide variety of such data sharing policies. To illus-
trate this, we now describe a sanitized and substantially simplified fragment of
a data sharing agreement that is based on a real U.S. government Memorandum
of Agreement (MOA). We have changed organization names and altered their
missions to facilitate release of this information. The agreement is between the
military’s fictional Antarctica Command (USANTCOM), which maintains a lo-
gistics database we shall call AntLog, and the fictitious Logistics Information
Agency (LIA), which consolidates logistics information from many sources into
the Logistics InfoMart (LIM) and provides analysis on logistics requirements and
feasibility of both hypothetical and actual operations. We have augmented the
agreement with additional terms not found in the real MOA in order to illustrate
important features of data sharing agreements.

MOA: The DSA in this example addresses data services that permit autho-
rized LIM users to access the AntLog database service via a LIM data broker-
ing service. The brokering service exposes specific data views to LIM users
and only permits them to execute specific queries over those data views.
The AntLog database service is hosted on AntLog database servers, while
the brokering service is hosted on LIM data brokering servers.

USANTCOM must notify LTA whenever the AntLog database schema is
changed or a new data feed into AntLog is created; this notification must

1 Some obligations (e.g., those imposed by law) are implicit—they are not part of
any explicit DSA even though the parties are obliged to satisfy them. Such implicit
obligations may be specified in our model although they are not the focus of this

paper.
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occur 30 days in advance of the change. AntLog engineers must provide
technical assistance to LIA to create and optimize the SQL queries that
LIM users are permitted to execute against the AntLog database. USANT-
COM must provide the LTA manager of the LIM data brokering service with
credentials to access a group account on AntLog.

LIA must ensure that all LIM users of the LIM data brokering service are au-
thenticated, and that only cleared and authorized users can use the provided
group credentials to access AntLog via the data brokering service. Further,
LIA must audit all such successful transactions. LIA is also responsible for
maintaining valid (interim or final) accreditation status for all LIM systems
and networks and must ensure that there are no actual or probable security
breaches on those systems and networks. Finally, LIA must notify USANT-
COM and AntLog administrators of any violation of these assertions, and
the penalty will be that USANTCOM may disconnect AntLog from all af-
fected systems/servers.

Figure 2 contains a specification of the data brokering DSA. In this instan-
tiation, dbs is a data view of AntLog and represents a relational table whose
rows consist of a resource descriptor (“rsrc”), current location (“curloc”),
and destination location (“destloc”). queryl returns the current locations of
all resources, while query2 returns all resources which are not yet at their
destination. The obligations encode the constraints described above.

6 Analysis and Compliance

A formal data sharing model enables us to reason about a range of properties:

1. Is it possible for me to satisfy all my obligations? E.g., we’re obliged to share
all data with a business partner but we receive product documentation under
a stringent nondisclosure agreement; is there a sequence of events that will
satisfy my obligations? If we assume that all data types are finite, and if we
restrict ourselves to the LTL fragment of our language, then satisfiability is
tractable and is answerable by standard model checkers (e.g., NuSMV).

2. Do I need a new DSA, or are my information needs already covered by exist-
ing DSAs? This can be formulated as subsumption, i.e., does an obligation
entail another? Again, if we assume that all data types are finite, and if we
restrict ourselves to the LTL fragment of our language, then entailment is
tractable and is answerable by standard model checkers.

3. What actions must I take in order to meet all my obligations? Which cus-
tomers must I send data to, or notify about potential changes to my data
schema or to the frequency of data updates? Can we automatically gen-
erate dataflows from a DSA that satisfy the DSA’s dataflow obligations?
This is largely an unexplored problem since, unlike access control policies,
obligations are not always enforceable. In fact, obligation formulae place
constraints on future behavior and they may well be violated by parties, e.g.,
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DSA InfoMart with
principals USANTCOM, LIA, AntLog, Broker,
LIM, LIMusers
signatories USANTCOM, LIA

statements
Channel(Broker,AntLog) cba;
Channel(USANTCOM,LIA) cul;
Channel(LIA,USANTCOM) clu;

struct { String rsrc; String curloc; String destloc }  dbs;

dbs = getloc(AntLog,tracker).{ {rsrc = it.rsrc; curloc = it.cloc;
destloc = it.dloc; } };

String queryl = dbs.{it.curloc};

String query2 = dbs.{ if it.curloc # it.destloc then it.rsrc };

obligations
if dbs.update(u) then
cul.send(notify( “schema update”)) inprev 30 days

if clu.rcv(“credentials”, “AntLog”) then
cul.send(credentials( “AntLog” ,uname,passwd))
innext 24 hrs

if cba.send(q) then
(q == queryl or q == query2) and
(exists Principal Q) (exists Channel(Q,Broker) cgb)
(cgb.rev(q) and cgb.authenticated()) inprev 24 hrs
and setloc(Broker,audit,getloc(Broker,audit).add(Q,q))

if LIM.system.securitybreach() then
clu.send(notify( “breach”, “LIM”)) innext 2 hrs
penalty USANTCOM may disconnect AntLog

from 6 May 2003
to indefinite

Fig. 2. USANTCOM-LIA Data Brokering DSA

due to changes in external circumstances. Obligations carry penalties that
describe actions to be taken when the obligation formulae are violated. Irwin
et al. [I3] formulate compliance in terms of accountability, namely whether
a given policy can ensure that the system can hold principals accountable

for obligation constraint violations.
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7 Related Work

Several researchers have proposed policy languages for expressing obligations for
data protection. Park and Sandhu [I8] propose a usage control model that con-
strains how a data consumer can use data. Bettini et al. [45] propose an access
control model based on provisions and obligations, where a reference monitor
creates obligations while making an authorization decision. In contrast to this
body of work, our focus is on data sharing obligations, not on data protection
obligations. Thus, for instance, we support obligations that require data con-
sumers to share data further with other consumers; such obligations may not be
associated with any authorization decision.

Ponder [§] and PDL [7] use event-condition-action (ECA) rules to express
obligations. In those models, obligations are actions that are triggered immedi-
ately when certain events occur and certain predicates are satisfied. In contrast,
our model is based on a temporal logic that can place temporal constraints on
when obligations must be satisfied. For instance, our model can express obliga-
tions that are activated when certain events occur (or predicates are satisfied)
in the future.

Bettini et al. [3] propose an obligation model in which events are represented
as predicates; an event predicate is true in a state iff the corresponding event
occurs in that state. We take a similar approach but we also incorporate a
general data model and a dataflow model, and our work is motivated by several
real-world MOAs.

Gama and Ferreira [11] describe a policy language (xSPL, Extended Security
Policy Language) and enforcement platform (Heimdall) for specifying and en-
forcing complex policies, including history-based and obligation-based policies.
Our focus, in this paper, has been on the data specific aspects of such policies.

Several systems use deontic logic [I7] to express obligations. Other systems are
based on temporal logics that enable the specification of temporally-constrained
obligations. We have adopted Hilty et al.’s distributed temporal logic frame-
work [12].

A distinction between our work and prior work is that we distinguish between
expectations and obligations. Formulas that express constraints on future actions
are expectations; they become obligations only when the obliged parties accept
them as obligations, for instance, by signing them. In contrast, most previous
work does not require obliged parties to accept (or agree to) the obligations.

Firozabadi et al. [L0] address the sharing of scarce resources and they address
conflicts between entitlements, obligations, and resource scarcity. Data, on the
other hand, may be freely replicated. Thus, it is an opportunity rather than a
conflict if many parties want the same data item. Subsumption and derivation
of data schemas and queries are well-understood problems (e.g., [16]) and can
be exploited in sharing data with multiple parties.

Irwin et al. [I3] present an analysis and modeling approach for obligations.
They present the notion of accountability as a key goal for obligation mecha-
nisms. In their model, obligations are defined as actions that subjects are obliged
to take on a set of objects, within a time window. They provide detailed analyses
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for determining whether a system will remain accountable, given obligation and
authorization policies. Obligations in our model are at a much higher abstraction
level, and it would be interesting to map our abstract obligation specifications
to low-level action specifications.

8 Conclusion

In this paper, we have presented a model for data sharing agreements. The model
is based on a dataflow graph whose nodes are principals with local stores, and
whose edges are (typed) channels along which data flows. Data sharing con-
straints are expressed as DTL predicates over data stores and data flows. These
constraints can include both past events and future events, and may hold only
at certain principals’ local states. We have argued why this approach is cen-
tral to the problem of secure information sharing, one of the most fundamental
problems in information security.

Our work has been motivated by several real-world data sharing agreements
(currently expressed as textual Memoranda of Agreement). We illustrated the
expressive power of our language by expressing a sanitized fragment of a real
MOA. Since our language can be given a precise formal semantics, DSAs specified
in our language are amenable to a variety of automated analyses.

This work is an important first step towards our ultimate goal of building a
comprehensive technical infrastructure for secure information sharing policies.
We are beginning to develop a prototype platform that manages and enforces
DSAs. This platform will include wizards to assist in the creation of comprehen-
sive and consistent DSAs; repositories to assist in the lifecycle management of
DSAs; distributed agents to monitor and enforce the terms of the DSAs, when
possible; and modules to provide automated analysis capabilities.

Note that obligations are binding on the obliged parties and the parties may
be subject to penalties for failing to meet their obligations. Hence, obligation sys-
tems are subject to a variety of attacks by adversaries. Attacks include creating
obligations that are not undertaken by the obliged principals, freeing princi-
pals from their obligations, causing principals to violate their obligations, and
preventing obligation monitors from detecting violations of obligations. Hence,
a secure DSA system must protect against such attacks while managing DSAs
and monitoring for potential violations of obligations.
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Abstract. Passwords are currently the dominant authentication mechanism in
computing systems. However, users are unwilling or unable to retain passwords
with a large amount of entropy. This reality is exacerbated by the increasing abil-
ity of systems to mount offline attacks. In this paper, we evaluate the degree to
which the previous statements are true and attempt to ascertain the point at which
passwords are no longer sufficient to securely mediate authentication. In order to
demonstrate this, we develop an analytical model for computation to understand
the time required to recover random passwords. Further, an empirical study sug-
gests the situation is much worse. In fact, we found that past systems vulnerable
to offline attacks will be obsolete in 5-15 years, and our study suggests that a
large number of these systems are already obsolete. We conclude that we must
discard or fundamentally change these systems, and to that effect, we suggest a
number of ways to prevent offline attacks.

1 Introduction

Password-based authentication mechanisms are the primary means by which users gain
legitimate access to computing systems. Because of their central role in the protection
of these systems, the vulnerabilities inherent to these methods have long been known
throughout the security community. The best known of these vulnerabilities is password
choice. A variety of studies [21125132] cite the lack of entropy, or unpredictability, in-
cluded in each password as the root of the problem. Because of the chronic under-use
of the available key space, as many as 30% of user passwords are recoverable within a
period of hours [24]].

The common wisdom is that if users can be educated to select “perfect” passwords,
offline brute-force attacks to recover such information will remain beyond the compu-
tational ability of modern machines [19]. In reality, the current entropy in a perfectly-
random 8§ character password, the most common password length, is actually less than
that of a 56-bit DES keyE]. Thus, the security provided by these passwords is question-
able. In order to increase the security provided by passwords, password length increases
and password policies are commonly employed. A variety of password policies now re-
quest 15 character passwords. In this case, the entropy is comparable to 3DES or AES.

! DES was effectively broken by a brute-force attack in 1999 [2].

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 37-33 2006.
(© Springer-Verlag Berlin Heidelberg 2006
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Password policies for guiding users to select more effective passwords have become
more prevalent. As systems continue to rely on passwords to provide authentication
security, it is important to investigate the validity of these improvements.

In addition to the future increases in computing power, the viability of password
systems is limited by the entropy that humans are actually able to use in practice.
Given than human beings are only capable of remembering approximately seven ran-
dom items [10], an increase in password length does not necessarily mean a commen-
surate increase in real entropy. As passwords lengths increase, users may develop tech-
niques to use predictable chunks of randomly arranged passwords. Also, users will be
tremendously challenged to memorize multiple passwords of such length.

In this paper, we investigate two fundamental claims: (1) near-term increases in
available computing power will soon enable offline brute-force cracking of perfectly-
random 8§ character passwords on a variety of commodity platforms, and (2) the max-
imum entropy that we can expect from a password is limited to no more than the
commonly used 8 characters we have already, thus rendering password systems that
permit offline attacks obsolete. First, we use current forecasting of hardware perfor-
mance to estimate the end of the computational infeasibility for offline password at-
tacks given the entropy of an 8 character password. We find that computing power
that should be easily available to a typical user will be sufficient to break a perfectly
random 8 character password in May 2016. For more motivated attackers, the time
to recover passwords will be insignificant. Secondly, we examine the entropy of real
passwords and the impact of password policies upon that entropy. NIST has done
an analysis of the entropy present in real-world passwords, and based on this mea-
sure and the capabilities of modern password cracking tools, an attacker with only
one machine who could search the potential password space in order of increasing
randomness would be able to recover even an 8-character password including num-
bers and symbols in less than 15 hours. We find that in real passwords of the CSE
department at Penn State, the entropy is only slightly better than this figure. Further,
we find that password policies significantly limit password entropy and do not appre-
ciably improve the protection of passwords. No solution is known to exist that can
save password systems susceptible to offline attacks from obsolescence in the near
future.

The remainder of this paper is organized as follows: in Section 2l we discuss pre-
dictions of future computer performance and their bearing on password vulnerabilities;
Section 3] examines the ways in which entropy is actually removed from systems and
revisits the above predictions; Section [ considers solutions to this problem; related
works are presented in Section[5} Section[d offers concluding remarks.

2 Future of Password Recovery Power

This section considers how hardware improvements and processor availability impact
the security provided by password authentication systems. We begin by introducing a
model of computing used to assess the vulnerability of password systems to offline at-
tacks. Using this model, we consider the present and future security of popular password
systems.
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2.1 Forecasting Model for Password Recovery

To assess the viability of current and future password systems, we introduce a model for
investigating the impact of increasing processor speeds and parallelism on brute-force
attacks. These factors, modeled as functions s(¢) and p(t), are based on expert predic-
tions of future computing trends. We also evaluate the effect of the growing availability
of large systems of computers on brute-force attack speed.

Model Definition

Our model is composed of the following components: password space, processor per-
formance, parallelism, and system size.

Password Space(c): The password space is the set of all possible passwords that a
system can represent. In terms of password recovery, the password space indicates the
average amount of work required to recover a password. Given the limitations of human
memory, we shall assume a typical user password is composed of 8 characters, where
each character can be any of the 95 characters readily represented with a keyboard. In
the best case scenario (from the point of view of system security), user passwords will
be uniformly distributed across the password space. Thus, an adversary on average must
search half of the password space to recover a password. Based on these parameters,
we represent the average number of tries required to recover a password as a constant:

c=95%/2~ 3.3 x 10", (1)

where each attempt to break a password is termed as #ry.

Processor Performance(s(¢)): The processor performance function models the amount
of work that can be accomplished by a single processing elemenfi. To map this factor to
password recovery, we define processor performance as the number of seconds required
to perform a single try, denoted as a time varying function s(¢). In Section 2.1] we
consider several models that predict how processor performance will change with time.
Parallelism(p(¢)): The parallelism function models the increasing prevalence of
processor replication in contemporary computing systems by measuring the number
of processor cores present within a single computer. Password recovery is a highly par-
allelizable activity; the password space can be subdivided into disjoint components and
independently processed by different processor cores. The level of parallelism present
in a given machine greatly increases the rate at which the password space is examined.
For instance, a machine with 4 processing cores can simultaneously perform 4 tries. We
denote the level of parallelism present in a given computer as a time varying function
p(t). In Section 2.1l we consider different models that have been used to forecast the
number of independent processing cores present within a single computer.

System Size(z): System size models the increasing prevalence of computational de-
vices. For instance, the number of computers in homes is steadily increasing [[16]. Fur-
ther, the number of computers present in computing clusters is quickly growing. Finally,
the overwhelming size of botnets is increasing. To capture this trend we represent the
number of independent computers present in a system as a variable z.

2 To avoid ambiguity, this factor specifically measures the amount of work a single processor
core can perform.
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Password Cracking Forecasting Model(7'(¢)): Given our definitions of ¢, s(t), p(¢),
and z we can now introduce our model of forecasting how the computing trends of
increasing processor performance and increasing parallelism will affect the viability
of brute-force password cracking attacks. Our model represents the amount of time
required to recover a random 8 character password:

(3.3 101%) - s(t)

T = p(t) - 2

©))

Predicting Processor Performance s(t)

This section examines predictions on the growth of future processor performance as
made by experts in the field. It then defines the function for this growth, s(t), over time
which is used in our model.

Determining future processor performance has been a widely studied problem for
more than 50 years. Moore stated in 1965 that chip density will double every 12 to
18 months. Unfortunately, chip density is reaching its limits due to heat and power
consumption [14]. Because of these challenges, the industry is looking towards other
methods to increase overall computing power instead of focusing on clock speed. Nan-
otechnologies, compiler optimization and other innovations are being considered as
approaches for increasing chip performance [14120]. However, the industry still looks
to Moore’s law as a predictor of future computing power [20].

Shown in Figure[I(a)} Moore’s Law is represented by the function, s (¢). However,
studies have shown that the rate of performance growth proposed in Moore’s law is
unrealistically fast [18]]. One of these studies states that, over the past 7.5 years, the
actual rate of computer performance growth has been closer to 41% per year. This more
conservative predictor serves as a second function for performance growth, sg(t).

Because the limits of physics are affecting the application of traditional methods for
performance improvement, sys(¢) and sg(t) may be unrealistic for future predictions.
Because chip density reaching its limit, there has been much discussion that Moore’s
law is no longer valid [17]. Experts are beginning to doubt that processor power is going
to continue to grow at rates that we have seen in the past. Taking this into consideration,
we define two more functions, sgi(t) and so(¢), to more conservatively project the
growth of processor performance. The first function, sg¢(¢), is a conservative estimate
of 20% processor power growth per year derived from the expert predictions of future
computing power. The second function, so(t), assumes no growth over the next 15
years. All four of our processor performance growth functions are plotted in Figure[I(a)}

Predicting Parallelism Factor p(t)

Parallel computing is popularly seen as a counterbalance to slowing growth of processor
performance. Multi-core technologies, multiple processors and hyper-threading have
been proposed to increase performance. Intel and AMD have released estimates for the
amount of parallelism that they expect will exist in a single computer in the near future.
Intel believes that a processor will have anywhere from tens to hundreds of cores within
ten years [14]. AMD projects that processors will contain more than 2 cores by 2007
and more than 8 by 2008 [[1].
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Fig. 1. Future Computing Performance Estimates

Given these estimates, we predict where parallelism will be in the near future. We
extrapolate two functions for AMD’s estimates and two functions for Intel’s estimates.
The first function of parallelism growth, p 4y (), is based on AMD’s upper estimate
of the number of processors available in a single computer while p4y,(¢) is their lower
estimate. Similarly, Intel’s upper estimate defines the function p;y; (¢) and their lower
estimate defines py, (¢). From the graph of these four functions shown in Figure[I(b)|we
see that AMD’s estimates, pay (¢) and par,(t), are the upper approximations for paral-
lelism growth while Intel’s estimates, p;y (¢) and pry,(¢), establish the lower bound.

System Size 2

Another way to gain parallelism in the password recovery computations is to use mul-
tiple computers. The more computers that are used, the less time it takes to recover a
password. A system of computers can consist of personal computers, clustered nodes,
or large networks like botnets. Any personal computer user can own any number of
computers. In the case of a computing cluster, the size of these systems can be much
larger. Sizes of 20 to 500 nodes are not atypical for today’s standard computer clusters.
Large networks of computers provide the largest factor of parallelism when executing
one task. A botnet, a large number of compromised machines that can be remotely
controlled by an attacker, is an example of such a network. Botnets can range in size
from thousands to hundreds of thousands of computers. This growing availability of
computers directly affects the amount of parallelism available to any user.

2.2 Future Password Recovery

This section depicts the extent to which computing performance improvements threaten
the security of password authentication systems as determined by our model. We be-
gin by briefly describing the password systems that we attempt to break and the time
to recover passwords for each system on today’s commodity hardware. The processor
performance, s(t), parallelism factor, p(t), and system size, z, of the future computing
systems used in the experiment are defined. The ability to recover passwords of these
future systems is then evaluated in Figure[2|and discussed.
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In our experiments, we analyze three password systems: Unix crypt, MDS5 crypt
and Kerberos. Unix crypt [9] is based on the DES algorithm and, with the increasing
processing power available, has become vulnerable to brute force attacks. The MD5
algorithm [30] is also used in Unix-based systems and has been implemented as an
upgrade from the DES algorithm. Compared to DES’s 56-bit key size, MD5 uses a
128-bit value making brute force attacks comparatively more difficult. Kerberos [23]]
is a widely-used single-sign-on network authentication system. Tickets in the Kerberos
system are encrypted with a key derived from a user’s password. These tickets can be
attacked in order to recover that password. As explained in the introduction, we chose
to analyze these systems due to their current wide spread use. For more information
about these password systems see Appendix A. We ran password recovery software
on commodity hardware to determine the speed of tries for each password system. The
results from these experiments are illustrated in Table[Il These values serve as indicators
of current day password recovery ability. Using them as inputs to our models, we can
derive the password recovery ability of future computing systems.

Table 1. Password Recovery Speeds

System |Tries/Sec
Unix Crypt | 1557890
MDS5 Crypt| 17968

Kerberos | 55462

For the following analysis, we posit one possible future computer type. Given the
fact that chip technologies are reaching the limits of power and heat, the slow growth
processor performance function, ss;(t), is used. In order to determine a median par-
allelism factor, we take the average of the two middle values; AMD’s lower estimate
and Intel’s higher estimate. This results in a function, pav ¢ (t), that characterizes the
average of pay(t) and pry(t). We analyze the impact of this computing power as it
exists within these systems of the future with the following model:

(3.3 x 1015) - ssa(t)
pavag(t) -z
The number of computers within a system, the parameter z in Equation 3] can range
anywhere from one to hundreds of thousands. We examine a six different systems in
our study: a personal computer system consisting of 2 computers, clusters of 10 and

100 nodes, and botnets of 1000, 10000, and 100000 compromised hosts.

Beginning with the initial values presented in Table [IL we were able to determine,
for each password system, what each of the modeled computer systems was capable of
recovering over the span of 15 years. The results from these experiments are presented
in Figure2l

The most apparent result is that a botnet with 10,000 or more compromised com-
puters is currently able to recover any password from any password system in under 6
months. In less than five years, any botnet with at least 1,000 compromised computers
can recover any password in under a month.

T.(t) = 3)
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Fig. 2. Future Password Recovery Analysis

Given a smaller system, like a cluster, we see that password recovery, naturally, takes
longer. An average sized cluster is able to recover any Unix crypt password in under 6
months today. However, within only 8 years, a cluster of minimal size will be able to
recover any password from our three presented password systems.

Examining the extreme case of personal computing systems, the results are startling.
Within three years, any Unix crypt password will be recoverable in under 6 months.
Unix crypt is obviously broken. The more devastating result is that any password from
any of the other evaluated systems is recoverable in under 6 months by a single personal
computing system in 10 years. This means that our trusted authentication systems will
be vulnerable to raw computing power from the comfort of your own home before 2017.

3 Passwords in Practice

In this section we show that the current state of password security is actually much
worse than the theoretical model presented in Section 2.1 suggests. The preceding
model examines the effect of improving hardware on password recovery, but does so
considering the full password space of 958 possibilities. In reality, the password space
is often much smaller, thus an adversary is not required to try every one of the 95% pos-
sible passwords. For example, password policies serve to reduce the amount of work
an attacker is required to do to recover random passwords by reducing the possible
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password space. We examine specific password policies and demonstrate the effect that
they have on the speed of brute force attacks.

Password systems are further weakened due to the poor choice of passwords. In
practice, users choose non-random passwords that contain much less than their maxi-
mum allowable entropy. We demonstrate the degree to which this occurs by examining
passwords within an actual institution and also by discussing NIST’s study of passwords
and their actual entropy. The effect of this reduced entropy on the speed of password
recovery is examined.

3.1 Password Policy Restrictions

Based on the recommendations of the security community [8I31], many password sys-
tems have begun to implement password policies restricting the types of passwords
that may be chosen. For instance, some sites do not allow users to choose characters
outside the alphanumeric set. Others require passwords to be between a minimum and
maximum length. Still others make restrictions on the types of characters that must be
present in a password. While these rules help to prevent users from choosing dictionary-
based passwords, we show that they decrease the total password space and that this is
not effective in preventing brute-force attacks. We examine a number of policies and
evaluate their effect on the speed of password recovery attacks in comparison with the
results presented in Section 2,11

We first analyze how policy restrictions reduce the number of possible passwords.
Let R; be the set of passwords that do not satisfy a certain policy . For instance, if pol-
icy i required users to choose a lower-case letter |R;| = (95 — 26)® thus, the password
space is |=R;| = 95% — (95 — 26)8. We also define R; N R; to be the intersection of
passwords that do not satisfy both policies ¢ and j (i.e. both policies are not satisfied).
Now, we apply a variant of the inclusion-exclusion principleﬁ to the total password
space to get the following formula, which computes how many passwords satisfy all of
the policies specified:

| () Rl =05%)/24+ (D' Y] R+ (=1 Y. |Riy MRy +

1<i<k 1<i<k 1<iy <ig<k
.—|—(—1)k_1(‘RlﬁR2ﬂ...ﬂRk_1 ﬂRkD 4)

The first password policy we examine is from a recommendation made by the SANS
Institute password policy page [8]. SANS (SysAdmin, Audit, Network, Security) is a
large collaborative group of security professionals that provide information security
training and certification [7|]. Their recommended policy is intended to be used by busi-
nesses when they establish password policies for their enterprise networks. SANS rec-
ommends that users pick at least one upper and lower case character, 1 digit and 1
special character. Applying the formula in Equation[d] this fairly typical policy reduces
the number of valid passwords by more than a factor of 2.

3 The inclusion-exclusion principle is used to determine the cardinality of multiple finite sets
without double counting. It over compensates by repeatedly including set intersections, then
recompensates by excluding the excess intersections.
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The Computer Science and Engineering department at The Pennsylvania State Uni-
versity recently enacted a password policy applying to the password choices of all stu-
dents and faculty in the department. Following the common wisdom, they used the Sun
password policy mechanisms to define a policy requiring all users to have 2 upper case
characters, 2 lower case characters, 1 digit, and one special character. Using the previ-
ous formula, this reduces the pool of potential passwords by nearly a third.

The last set of potential passwords examined here are those generated with the pw-
gen utility [6]]. pwgen is a Unix utility which generates “memorable” passwords of
user-defined size (default is 8 characters). However, until recently, pwgen would only
mix alphanumeric characters randomly to form passwords, and would not use symbols.
According to the pwgen changelog [5]], this was done so that passwords would be “much
more usable.” Obviously, this greatly restricts the number of potential passwords that
can be chosen to the size 628, down from 952. Unfortunately, pwgen is widely used to
generate “random” passwords when secure initial or replacement passwords are needed.

We now examine how limiting the password space affects the speed of brute-force
attacks. We perform this examination with the same models used in Section[2l Because
the previous section already demonstrated that older Unix crypt hashes are too weak
to provide practical security, we evaluate the speed of brute-force attacks under the
Kerberos system. In this way, we demonstrate the degree to which attacks can be sped
up in a system that would otherwise remain somewhat secure for the next few years.
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Fig. 3. Password Recovery with Policy Restrictions
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The new estimates for future brute-force attacks are shown in Figure[3l As a point of
reference, under the full password space, a single user will be able to crack a Kerberos
password in under a year in October, 2013. We see that, under the restricted password
space that SANS defines, this will happen around October, 2012. The Computer Science
and Engineering policy restricts that password space such that a personal computer will
be able to recover a Kerberos password in one year by around November 2011. And,
most devastatingly, pwgen-generated passwords can be recovered approximately 30
times faster than passwords without restrictions. This makes pwgen passwords approx-
imately as weak as older Unix crypt hashes without password restrictions. This policy,
the most restrictive of the three, creates a situation in which a single personal computer
can crack a Kerberos password in 1 year around June, 2009. This demonstrates how
policy decisions can negate benefits accrued through proper algorithm choice

We conclude that password policies, while useful for eliminating the weakest pass-
words, can severely restrict the pool of passwords attackers must search. Requiring
users to pick only a subset of potential passwords can drastically reduce the password
space provided by perfectly random passwords in that system. The time to crack a per-
fect password is reduced by up to a factor of 30, as shown in Figure[3(c)} It is important
to note that when password policies are enforced, this sizable restriction is applied to
each and every password, no matter how random the user’s password is.

3.2 User Passwords

Despite password policies which try to force users to create more random passwords,
users still choose passwords which contain very little entropy. Users often pick words
with obvious letter replacements, like “0” for O, dictionary words with numbers or char-
acters appended, and misspellings of common words. Also, by nature, users are much
more likely to pick certain characters than others based on elements of a language [27].
In short, they still pick passwords that are not truly random and thus are vulnerable to
intelligent password guessing attacks. In response to these tendencies, most password
recovery tools today contain fairly sophisticated methods of guessing words with com-
mon symbol-for-letter replacements, words with numbers appended, and variations on
words out of the dictionary. Some password crackers also have an intelligent brute-
force mode which tries all possible passwords, but in order of increasing likelihood.
For instance, the string “bgtyaelT” would be tried long before “t,1}&[*v”. Then end
result of this is that the brute-force times depicted in Figures Pl and 3] are still much too
conservative when applied to actual passwords.

In order to evaluate the severity of weakly chosen passwords, a password file for
the entire Computer Science and Engineering Department at Penn State University was
obtained as described in Appendix A. This recovered the password hashes for 3500
users. The password recovery jobs were then submitted to a cluster of 20 nodes with
dual AMD Opteron 250 processors. 16 of the 20 nodes were used for brute-forcing
passwords based on character frequencies, and 4 nodes for trying passwords derived
from dictionary words. The password recovery tool John the Ripper was used since it is
widely available and has good support for both dictionary and brute-force based attacks.
This program ran for 5 days, with the number of passwords recovered as a function of
time graphed in Figure 4l
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One of the most startling observations from this graph is that approximately 25%
of all passwords were cracked within the first 2 hours. It is particularly interesting to
note that only 10.1% of the passwords recovered were recovered as a result of guesses
based on dictionary words. The remaining 1118 passwords were all recovered by the
nodes performing an intelligent brute-force attack. The brute-forcing method found in
John the Ripper [3], which we used for these experiments, is clearly able to recover a
large number of non-dictionary based passwords. This is a somewhat surprising result,
as common lore in the security community is that the biggest problem with passwords
is that users choose commonly used or dictionary-based passwords. Instead, this data
may reflect both a growing consciousness about the weakness of dictionary passwords
and a persistent inability of users to pick passwords uniformly from the potential space
of all possible passwords.

3.3 Study of User Passwords

Although the results in the preceding section paint a dire picture of password strength
in practice, there is evidence that the actual resistance of passwords to attack is much
worse. According to the National Institute of Standards and Technology (NIST), pass-
words in practice are much weaker than the theoretical maximum previously
discussed [32]. Based on experimental findings, NIST has given some guidelines as
to the practical entropy provided by passwords that users choose. In this section, we
evaluate the time to crack an 8 character password using password entropy guidelines
from NIST.

NIST measures the amount of randomness within a given password using bits of en-
tropy. Each bit of entropy under a given password policy multiplies the possible pass-
word space by 2 (e.g., 5 bits of entropy means there are 2° possible passwords). In a



48 L. St. Clair et al.

system where a user may chose any 8 character password, NIST specifies that the first
character of a password gives 4 bits of entropy, and successive characters give 2 bits
apiece. We will call this the permissive policy. In many systems, however, users are
forced to choose both upper-case and non-alphanumeric characters. This nets a pass-
word with an additional 6 bits of entropy, according to NIST. We will refer to this as the
special-character policy. If passwords are checked against an exhaustive dictionary of
at least 50,000 words (a factor of 10 less than the dictionary searched in the preceding
results), 6 bits of entropy are added. Two new policies can be constructed, the dictionary
policy and the special-character and dictionary policy, when the dictionary is applied
to the permissive and special-character policies, respectively.

Given the previously discussed entropy values and equation for password space as
determined by these values, we estimate the amount of time required to recover any
password with a single machine and with a 20-node cluster. Table[2lpresents the amount
of time required to recover these passwords in theory as determined by NIST. Note that
all of these measurements assume full 8 character passwords, as the time to compromise
with 7 or fewer characters became negligible.

Table 2. Time to recover passwords as specified by NIST

Password Type Bits of Entropy |Time to  re-|20-node Cluster
cover for single
machine
permissive 18 < 1 minute < 1 second
special-character 24 14 minutes 20 seconds
dictionary 24 14 minutes 20 seconds
special-character and dictionary |30 15 hours 22 minutes

Using the NIST entropy guidelines, our estimates predict faster recovery than our
experimental results show, though not by much. As Table 2]shows, the average special-
character and dictionary password, the strongest password type that the government
identifies, takes 15 hours to recover. However, only a third of the CSE user passwords
were recoverable in this time. The discrepancy in these values is likely caused by better
passwords chosen within the computer science department as opposed to the general
population.

Software may also play a role in explaining the discrepancy between the actual brute-
force recovery speed and the theoretical brute-force recovery speed. For example, al-
though John the Ripper is a sophisticated program, it does not do a perfect job of guess-
ing passwords in order of increasing randomness. Thus, even though a user password
may not be very random, it may not be quickly recovered due to the imperfect nature
of the password recovery software. Our experience has confirmed this, as we have seen
many passwords (like “myPword!”) take a long time to crack, while possessing little
randomness. Software algorithms for guessing passwords have room for improvement,
and the recent development of new password recovery methods [3] indicates that these
improvements will likely continue to be made. This would decrease the time to recover
a password on every system in every configuration for every password.
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4 Mitigating Password Vulnerability

This section considers ways of mitigating the vulnerabilities of current password sys-
tems, now and in the future. We consider two broad approaches to limiting the vulner-
abilities associated with passwords: the first is to simply prevent offline attacks from
occurring, and the second is to reduce the effectiveness of the offline attack.

4.1 Preventing Offline Attacks

In order to mount an offline password attack, recovery material must be obtained, for
example, a password file or a TGT. This material normally consists of encrypted or di-
gested versions of passwords. Password material can be obtained actively or passively.
Active recovery requires the adversary to perform some observable behavior such as
initiating a fake login or reading a password file in order to obtain the necessary ma-
terial. Passive recovery is a covert action such as eavesdropping a network exchange
to acquire the material. Preventing the adversary from obtaining this password material
would effectively prevent offline attacks. The mechanism used to prevent the attack is
related to the means by which the password material is obtained.

In an attempt to prevent active password material recovery, recent UNIX systems
have begun to provide mechanisms to reduce the visibility of password material to all
users of the system. Recent versions of Unix introduced the concept of the /etc/
shadow file, which stores the password hash in a file readable only by root, instead
of by all users. This makes active recovery schemes more difficult, thus making offline
attacks more difficult.

Preventing passive recovery of password material involves eliminating the availabil-
ity of the material on unprotected networks. One option is to not send password material
over the network. Password material includes anything that is encrypted with a pass-
word or a derivation of a password. Thus, in order to abstain from sending password
material, data must be encrypted with something besides the password. The secure re-
mote password protocol (SRP) [33] and similar protocols [[11] have created a way for
two parties to agree on a symmetric session key with which to encrypt data instead of
using passwords. However, authentication is still performed with passwords, as both
parties must have knowledge of the password in order to agree on the symmetric key.
Thus, these protocols have eliminated the need to send password material over an in-
secure network in order to support authentication. They are designed such that they
effectively prevent brute-force online and offline attacks.

Protecting the network over which passwords are sent is another way to protect pass-
word material. This technique is useful in systems that cannot support changes to their
protocols. For instance, SRP could be difficult to apply to authentication to financial
web services, due to time synchronization restraints, export restrictions, and network la-
tencies. Encrypting the link over which credentials are transmitted is a common method
used to prevent cracking material from falling into the wrong hands. This could be done
using a virtual private network (VPN) or secure sockets layer (SSL). In this way, a sys-
tem may continue to use password systems which are vulnerable to brute-force attacks
but trust the network to protect against them.
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4.2 Hardening Password Systems

In many cases, protecting password material can be a complicated or impossible task
thus, the security of the system lies in the difficulty of offline brute-force attacks.
A number of methods for making password guessing more difficult have been pro-
posed. One proposed solution is simply to make the encryption more complex and
computationally expensive, thus reducing the speed of brute-force attacks. However,
this presents a few problems. First, this may put a great strain on the server. In the case
of Kerberos, if the KDC must hash TGTs 1000 times instead of just once, the com-
putational load on the server would increase considerably. This exposes authentication
servers to DoS attacks, since an attacker can repeatedly attempt to authenticate in most
systems. Complex encryption would also make it difficult to incorporate legacy sys-
tems into new authentication schemes. For example, an older 100MHz Pentium system
cannot do 100 billion MDS5 hashes very easily. Moreover, low power devices are also
much less capable of complex encryption. Other solutions, such as hardware-dependent
encryption algorithms [28], result in a hardware-cryptography arms race. As hardware
increases in speed, cryptography is deliberately slowed to maintain its security.

Another often proposed solution is to increase the minimum number of characters re-
quired for passwords. Unfortunately, this solution is restricted by a fundamental human
limitation of remembering no more than 7 random items easily. While some users may
be able to memorize random strings of 12 or more characters, many will not be able to,
and will be forced to write down passwords or pick passwords will very little random-
ness. A good password recovery tool will be able to try such non-random combinations
quickly, negating most of the benefit to having a longer password.

Implementation restrictions also make this solution practically difficult. Any system
that must inter-operate with older crypt() implementations is limited to 8 characters.
Many sites today require passwords of no longer than 8 characters because of this.
Additionally, since users must remember such a large number of passwords, they often
re-use them from site to site. As such, they often pick passwords that will be universally
accepted, thus restricting their password choices to 6-8 character passwords conforming
to standard password policies.

Pass phrases are an interesting alternative to passwords. In this system, a user would
choose a pass phrase of around 7 words. Since there are around 500,000 words in the
English language [4]], the potential combination of these words can provide a larger
password space. However, in practice, informal studies have shown that it may be the
case that pass phrases often provide less randomness than passwords [29]. This is con-
jectured to be the result of users picking common phrases and words, resulting in less
total randomness.

Two-factor authentication is another solution that has gained recent prominence with
the strong recommendation of the Federal Financial Institutions Examination Council
that two-factor authentication should be used by 2006 for all Internet financial trans-
actions [15]. As long as the method of two-factor authentication used includes some
type of random number or symmetric key, this information could be combined with the
user’s password to create a key that falls randomly within the keyspace of the encryption
method used. This then eliminates the fundamental restriction of passwords: that they
only occupy a very limited subset of the keyspace supported by the encryption used.



Password Exhaustion: Predicting the End of Password Usefulness 51

5 Related Work

Morris and Thompson first addressed the issue of password security in 1979 [26] by
describing the challenges faced by the UNIX password system. They observed prob-
lems that existed within the system stemming from the availability of the password file
and then identified guessing passwords as a general approach that was successful in
penetrating the system. However, the time to encrypt each guess and compare the result
with the file entries was highlighted as the main challenge in password guessing. They
analyzed passwords from 1 to 6 characters long from key spaces of 26 to 128 characters
and found that exhaustively searching the key space was beneficial in finding a fraction
of a system’s passwords given enough time. To simplify the searching task, they also
noticed that the users of the system chose short and simple passwords, which greatly
reduced the key space.

In order to make cracking user passwords more challenging, Morris and Thompson
proposed a list of tips to make stronger passwords. The suggestions were attempts to
slow the process of password cracking and included basic ideas like choosing longer
passwords, choosing passwords constructed from a larger character set, or having the
system create passwords. The authors also proposed password salting, combining the
password with extra well-known data, as a technique to make pre-computation impos-
sible and increase the time necessary to crack a password. These defenses became the
basis for future password cracking prevention techniques.

Ten years later, a paper was published discussing the claims of Morris and Thompson
as well as the progress of password security and cracking [[19]. Like its predecessor, the
paper examined the performance of key space searches. They looked at the possible
times for cracking passwords with the same key space as Morris and Thompson, but
examined lengths ranging from 4 to 8 characters. With the addition of password salting,
the searches had indeed become more complex. The authors claimed that a large key
space of 95 characters “is large enough to resist brute force attacks in software ... It
is impossible to use exhaustive search over the large search space...” However, they
determined that password cracking was very possible if the search space was limited.
This could be done by creating a common password word list to guess passwords from
instead of attempting to guess every possible password.

In order to maximize the difficulty of password cracking, [19] discussed execution
speed of the hashing mechanism and password entropy. The authors concluded that,
because computing speed and power were changing, attacking the problem by increas-
ing the speed of the encryption algorithm was not plausible. They also analyzed other
solutions including changing the encryption algorithm and better protecting the crack-
ing material. It was concluded that making passwords less predictable was the principal
defense against password cracking.

Dictionary attacks are the fastest, easiest way to crack passwords because passwords
are commonly chosen from a small set of words. In order to prevent these fast, simple
attacks, systems implemented policies that required passwords contain a certain amount
of entropy. The policies include rules on minimal length and required password char-
acters. To enforce these policies, password checking software was developed, which
determined if a given password had enough entropy to be considered secure. How-
ever, dictionary attacks then evolved by exploiting common non-dictionary choices for



52 L. St. Clair et al.

passwords. The techniques used by these attacks included searching for random capital-
ization, permutations of dictionary words and usernames, letter and number manipula-
tions, and foreign language words. These attacks continue to evolve by examining and
exploiting common policies. Unfortunately, research has shown that despite password
policy advice, users still tend towards dictionary words for passwords [22]].

Sophisticated analysis of the English language has aided in password guessing. For
example, character frequency, once very successfully used as a spellchecker in UNIX,
is now being used in password cracking [3]. Analysis of common passwords has also
contributed to faster password cracking. Possible passwords are tried in a certain order
based on how common the password is. From these advanced methods, we see that
password guessing techniques continue to evolve as long as passwords are still in use.
As aresult, a variety of solutions have been proposed to combat password guessing.

Twenty five years after Morris and Thompson’s paper, modern passwords are still
vulnerable to offline cracking attacks. Basic hashes and digests are still used to encrypt
these passwords, thus today’s cracking material is similar to that available in the 1980s.
However, the ability hash passwords, and thus recover passwords, has drastically im-
proved due to developments in software that have quickened the performance of these
encryption techniques, sometimes by as much as a factor of 5 [13]]. These improve-
ments have impacted the speed at which passwords can be cracked, thus increasing the
difficulty of preventing offline password cracking.

6 Conclusion

The limited protection passwords provide to authentication systems that allow offline
attacks is clearly no longer sufficient to resist serious attacks. Such systems are funda-
mentally restricted in the amount of protection they can provide, while the resources of
the attackers grows exponentially. Due to the ease with which even random passwords
will be recoverable in the next 5 years, the security of any system based on passwords
will be equivalent to the availability of the cracking material, not how random the pass-
words are. As such, protocols must be designed to not allow any type of offline attack,
and the material that can be used to mount such an attack must be protected with the
understanding that its confidentiality is equivalent to the security of the authentication
mechanism as a whole.
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Appendix

Unix Crypt

The previous work in this field has examined password cracking primarily as it applies
to cracking attempts against the Unix/Linux /etc/passwd, so we start by examining this
password storage type to give a sense of how modern techniques and equipment com-
pare to what was previously available. This type of authentication system is used to
authenticate users to a Unix/Linux system. In the traditional Unix crypt system, hashes
of users’ passwords are stored in a password file often named either /etc/password or
/etc/shadow, with the 2 letter salt prepended to the hash. A user enters their password,
which is then combined with the salt in the password file, and then encrypted using a
variation of the DES algorithm. The resulting ciphertext is compared with the hash in
the password file, and if the values match, the user is successfully authenticated. Newer
systems, such as the one first found in modern crypt function, hash the password with
MDS5 repeatedly (up to 1000+ times), instead of just once[28].

For this type of authentication system, an attacker must somehow obtain a copy of
this password hash file. Unfortunately, this can be made available to an attacker in a
variety of ways. The simplest of these is if an attacker has root access on a machine,
in which case he can simply copy the /etc/shadow file. If the password hashes have not
been moved to /etc/shadow, they will reside in the world-readable /etc/passwd file, in
which case an attacker with normal user access to the system can simply copy the file.
However, amongst other attacks, there is one attack in particular which allows a large
number of attackers access to the password file. The Network Information Services,
or NIS, is often used to centralize authentication decisions over a large number of ma-
chines. NIS provides a utility, ypcat, which allows users to view portions of information
about system users. We found ypcat to be often misconfigured in a way that allows any
user on any system connected to NIS to simply ypcat the password hash portion of each
user in the system. In this way, an attacker can gain access to the credentials of each
user on any system tied to NIS.

The actual process of guessing a user’s password is very simple. To recover pass-
words from this password file, an attacker takes candidate passwords, combines them
with the appropriate salt, which is well known, and applies the appropriate hashing tech-
nique to this value. The attack then checks to see if the result from hashing his guess
matches the hash value in the password file.

Kerberos

We also evaluate password cracking as it relates to modern versions of Kerberos. Ker-
beros, a popular single-sign-on protocol, is widely touted today as a solution to “the
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password problem.” It is used to authenticate to a variety of services, including IPsec,
Email, Web Services, Directory Services, and many more. Because Kerberos is often
used as a single-sign-on service, a compromise of Kerberos credentials is often equiv-
alent to a compromise of the users’ credentials to every service in the network. Un-
fortunately, Kerberos, in every version, is vulnerable to a variety of password-guessing
attacks[1234].

One of the biggest issues with Kerberos as it relates to password cracking is that as
opposed to most Unix/Linux systems, where an attacker must have a valid user account
(or have compromised one), all the cracking material necessary to mount an offline at-
tack against Kerberos credentials can be obtained either by anyone who asks or anyone
who can sniff Kerberos traffic, depending on the restrictions in place. During a client’s
initial authentication In the Kerberos protocol, a client sends an authentication request
to a server in charge of authentication for the Kerberos realm called the KDC. If the
client makes a correct request, the KDC will return a token called a ticket granting
ticket (TGT). This token can be used to obtain credentials to any Kerberized service the
client can access. Unfortunately, when this TGT is given to the client, it is transmitted
over the network, encrypted with a key derived from the user’s password. While the
user’s password itself is never sent in any form, this TGT is still vulnerable to password
guessing attacks, as described below.

An attacker has a variety of options for obtaining cracking material (the TGT) re-
quired for this attack. In Kerberos v4, a KDC will return a TGT to anyone who asks
for it. Thus, in this case, an attacker’s job is completely trivial, and he can easily obtain
a TGT to crack for each user in the system by simply asking. However, Kerberos v5
introduced the idea of preauthentication. With preauthentication, a user must use the
key derived from his password (as described above) to encrypt a timestamp, which is
included in the client’s request for TGT. The server will only return a TGT if the times-
tamp received by the server decrypts correctly with the client’s key. In this way, the
server attempts to insure that a TGT is only sent to the user to whom it belongs.

However, an attacker attempting to crack a Kerberos 5 deployment still has a num-
ber of options for recovering a TGT. First, many Kerberos deployments do not have
preauthentication required for all users. In this situation, an attacker may simply ask
for TGTs as he did for Kerberos v4. Many deployments, in order to ensure backwards
compatibility, still support Kerberos v4, so an attacker may simply ask for v4 tickets
for each user. Finally, in any of these systems, the TGT itself is sent over the network
in the clear, so an attacker that can sniff the network can trivially recover the TGT.

In order to compromise Kerberos credentials, an attacker first captures the TGT using
one of the aforementioned methods. Then, an attacker generates a password guess. This
guess is transformed into a key using the Kerberos “stringToKey” function, which uses
both the password guess and information found in the TGT itself, such as the user’s
name and the name of the Kerberos realm. Then, this key is used to decrypt the captured
TGT. Since each TGT, if decrypted correctly, contains the string “krbtgt”, it is easy for
an attacker to know if the decryption, and therefore the candidate password, was correct.
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Abstract. Networked environment has grown hostile over the years. In
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1 Introduction

Networked environment has grown hostile over the years. Networks are aug-
mented with multiple layers of perimeter defenses, such as firewalls, Intrusion
Detection Systems (IDS), antivirus, antispam, etc., to protect the networks and
the resources attached to the networks from adversaries. Unfortunately attacks
mounted by adversaries have also evolved with the evolution of perimeter de-
fenses. The attacks will continue to evolve in future. Today most attacks are
carried out through a firewall’s open ports and in multiple stages to avoid de-
tection by the defense systems. It seems attacks have adapted and are capable
of circumventing the defenses in place. Therefore, currently there is a need to
constantly monitor network traffic for two reasons. The first is to monitor and
collect network traffic for offline analysis to identify potential troublemakers.
The second is to collect and retain network traffic to facilitate forensics when
the perimeter defenses fail.

Most of state-of-the-art security solutions address a specific problem but what
we need is a solution that can address the more general problem of collecting
network data for analysis and for supporting postmortems during incident re-
sponse. Some of the perimeter defenses, such as firewalls and intrusion detection
systems, assume a priori knowledge of the modus operandi. The others, espe-
cially commercial Network Forensic Analysis Tools (NFATS), take a brute-force
approach of recording everything on the network. Note that these solutions ei-
ther archive all evidence for short periods of time or keep very selective evidence
for long periods of time, either of which makes them less useful for forensics or
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for long term correlations of events. There is a need to develop techniques to
collect and retain sufficient data for analysis and forensics in a storage efficient
manner. In general any such technique must answer two questions:

— What type of data should be collected?
— What is the optimal strategy to collect this data?

We expand on these questions in the following section.

2 Major Challenges

In this section we explore two major challenges in collecting network traffic for
security analysis and forensics.

2.1 What to Collect?

Millions of network events occur every second. Collecting data without prior
knowledge on what will be needed for a future postmortem or analysis is a
challenging problem for two reasons. First, we cannot selectively collect data
like an IDS or a firewall because that would limit the scope of postmortems
and analysis. Second, we cannot collect everything because that would impose
enormous storage requirements on the system making it infeasible. Therefore, to
understand the type of data we can collect on networks we must first understand
the types of data that are available.

Suppose we consider a network to be a large finite-state machine which changes
its state with the introduction of every packet. In order to support postmortems
we should be able to recall the exact state of the networks at any given time in
the past. Of course, this is the ideal case but to build a system that is close to
the ideal case we need to collect and retain data that fall under the following
four categories.

Link States. Networks are formed by inter-connecting a multitude of hosts. The
hosts establish links or connections via a variety of protocols at different levels of
protocol abstractions. These links can last for varying lengths of time, anywhere
from a few seconds to many months. The links can also change over time. Old
links may disappear and new ones may be established. Therefore, it is useful to
keep track of what is linked to what on the Internet and certain properties of
these links. A system designed to support forensics should keep track of end-to-
end links and hop-by-hop links. End-to-end links are established at transport and
upper level protocols that reveal which hosts are connected to which other hosts.
This information can be inferred from network protocols such as from a TCP
connection or from a UDP “connection.” Hop-by-hop links are established at the
infrastructure level and can help us determine which networks are connected to
which other networks and their physical proximity. These links can be inferred
from routing protocols such as BGP and OSPF.
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Link Content. Links are established between hosts to carry a variety of content.
Links may carry anything from audio streams to routing updates. Contents
traversing these links are the most useful sources of evidence in a postmortem.
Therefore a system designed to support postmortems should keep track of the
contents traversing the links in a network. Ideally a forensic system should cap-
ture and archive every single packet that traverses a link. However, when keeping
raw packets is not feasible the system may instead decide to keep what it per-
ceives at the time as sufficient evidence for a postmortem. For example, instead
of keeping raw packets the system may infer the type of an application using a
link such as Kazaa or Bittorent or the type of content being transferred over the
link such as audio or encrypted streams. In order to collect this data the system
may capture raw content, like many NFATSs do, create digests, like SPIE, or infer
content type from a sample of packets, like Nabs [4].

Link Aggregates. As a network state machine changes states many state transi-
tions can generate a lot of aggregate information that can be useful for forensics.
Therefore, we also need to keep track of such aggregates. These aggregates can
be generated by network devices in the form of SNMP statistics or can be gath-
ered by monitoring network links. The system can keep track of useful statistics
about links such as, protocol types, amount of data transferred, number of pack-
ets transferred, length of the link (in time), etc.

Mappings. The Internet comprises of millions of heterogeneous nodes commu-
nicating with each other. In order to make them inter-operate and to make
the heterogeneity transparent to end users, protocols and applications use many
aliases or protocol mappings. An example of such a mapping is the Domain Name
System (DNS) which maps a user friendly domain name like isis.poly.edu to
a 32-bit IP address like 0x80EE400F. These mappings often change with time
therefore a forensic system must keep track of these mappings to be able to find
the correct host at a later time. These mappings usually fall under the following
three categories:

— Protocol Mappings: These mappings are used by various network protocols
to talk to each other or to translate between the mappings from lower layers
to upper layers or vice versa. Examples of protocol mappings include MAC
addresses and DNS names that map corresponding addresses or names to IP
addresses. Other examples include IP multicast mappings where one multi-
cast IP address may map to a group of IP addresses, and Network Address
Translation (NAT) where one IP address on one side of a network interface
is mapped to one or many IP addresses on the other side.

— Application Mappings: These mappings are unique to a particular application
and are used by the application to improve scalability, reliability, or efficiency.
Examples of application level mappings include VirtualHost of HTTP and
various routing protocol mappings in peer-to-peer networks such as Keyld
in FreeNet.

— Administrative Mappings: These mappings are created and maintained for
administrative purposes of networks or hosts and are generally not enforced
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by a protocol. An example of administrative mapping is Autonomous System
Numbers (ASN) to IP address mappings as assigned by TANA (Internet
Assigned Numbers Authority).

2.2 How to Collect?

Given the increasing speed of networks it is not trivial to collect data without
overwhelming a network’s routine operations. Once we decide on what data to
collect there must also be a strategy on how to properly collect this data. A
collection strategy is partly determined by what type of data is being collected.
For example, a centralized collection of network data at a traffic concentration
point of a network maximizes the visibility of interactions of the network with
rest of the Internet. This is the most popular strategy currently used on many
networks for deploying network monitors. This centralized collection strategy,
however, has two major flaws.

40Gbps Link
Transit AS @
(A Tier-1 ISP) Traffic from Tier-2 ISPs and AS
peers flow through this link. BGP
10Gbps Link < updates, MPLS, and peering
metadata between the peers are
only visible at this link.
Multihomed AS @
) _
(A Tier-2 ISP) Traffic from customers and Tier-3
ISPs flow through this link. Traffic
L | O between customers of ISP, IGP/
1Gbps Link i BGP routing updates, and
multicast metadata are only visible
Router- at this link.

Enterprise Security N N
Network Monitors Traffic between hosts within the
. " network and the Internet is visible
Firewall at this link. Traffic among hosts in
Switch the network, MAC addresses of
witch hosts, etc. are not visible.
Ethernet N [
Subnets 7 \ — MAC addresses of wireless nodes
and traffic between wireless nodes
i S O are only visible at the wireless
Wireless p ~| access point.
Network | )
N\ >
Wireless T
Acce!
Point

Fig. 1. A cross section of the Internet showing the hierarchy of Autonomous Systems
(AS), network speeds between various AS, and a typical deployment of security moni-
tors in an enterprise network

Visibility. A centralized collection point does not see all the packets traversing
a network. Since each subnet of a network is usually a broadcast domain and a
switch (or a hub) does not leak packets sent within a domain outside, a collection
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point outside of a subnet does not see packets shared within the subnet. We call
the ability of a collection point to observe events within a domain event visibility.
A centralized collection strategy lacks event visibility. Furthermore, a centralized
collection may not see all necessary data. For example, even though a packet sent
from a host within a subnet to a host on the Internet is visible to a centralized
collection strategy, the MAC address of the host that sent the packet is not visible
because a MAC address is visible only at the first hop of a packet. We call the
ability of a collection point to observe data data visibility. A centralized collection
strategy lacks data visibility. Postmortems require that a forensic system have
both data and event visibility. For example, suppose a disgruntled employee
decided to take revenge on the employer by installing a Trojan horse on critical
systems. A postmortem of this incident would require elaborate information on
network connections established within the organization so that an investigator
could reconstruct the modus operandi for evidential as well as recovery purposes.
A collection point at the edge of the organization’s network would not be useful
for this postmortem.

Correctness. A centralized collection point sees only one instance of an event
and does not see the “big picture.” Thanks to lack of integrity checks on Internet
protocol suite it is impossible to infer the “big picture” from a single observation.
Suppose we would like to identify the origin of a packet on the Internet. In an
ideal case we can simply look at its source IP address to identify its origin. Since
source IP addresses can easily be spoofed, only a hop-by-hop verification of the
packet’s passage can yield reliable identification of the origin.

Therefore, a proper collection strategy should be distributed through out the
Internet with full event and data visibility. The system should collect data from
multiple points so that it can corroborate the correctness of one observation
with observations from many other points. The system should also provide the
necessary information for an investigator to construct the “big picture.” Having
a distributed system also brings in additional challenges. The system must co-
ordinate its data collection operation in order to avoid duplicate collection. A
good design of the system must also include fault tolerance and redundancy to
minimize the impacts of failures.

3 Deployment and Usage

ForNet is a system designed around the principles described above [5]. At the
time of this writing ForNet has been operational at Polytechnic University for
well over two years. It has been used for network monitoring, trouble-shooting,
and retrospective analysis of incidents, such as a denial of service attack, identi-
fying frequent scanners of the University resources, bandwidth hogs, and service
outages. This chapter, however, presents two use cases of ForNet with the most
impact on the security of the network. The first use-case demonstrates the use-
fulness of ForNet in identifying hosts in a network that may have been infected
with a 0-day malware. The second use-case demonstrates the usefulness of For-
Net in a proactive (or reactive) identification of, possibly malicious, proxies or
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proxy-nets in and outside of a network and possible “victims” in the network.
There are about 2,700 active IP addresses spread across 14 subnets in the net-
work. The network is linked to the Internet via a 100Mbps Ethernet link and
about 1TB of network traffic transits the link daily.

3.1 Following the Trails of an Outbreak

We now describe an actual case where we used the Hierarchical Bloom Filters
(HBF) [3] to track the propagation of a mass-mailing virus MyDoom in the
network. These attributions can be used to identify and quarantine infected
machined within the network and to evaluate the threat or risk posed by hosts
outside of the network and block them at the firewall. With this method we can
find instances of viruses that infected the hosts before signature information was
ever available to intrusion detection systems or virus scanners. The synopsis was
deployed at SynApp which monitors the Internet link and was setup to monitor
all email related traffic (POP, IMAP, SMTP) in and out of the network. Although
we were not aware of MyDoom at the time, we were also collecting raw network
traffic for experiments from the same vantage point. The raw packet trace was
used to determine the “actual attribution rate” of MyDoom.

MyDoom. MyDoom is a mass-mailing computer worm affecting Windows oper-
ating system. It is also known as Novarg, Mimail.R and Shimgapi. The worm
first appeared on the Internet on January 26", 2004 and quickly became one of
the fastest spreading worms in record. Although the worm primarily relied on
e-mail for spreading it also copied itself into shared directories of peer-to-peer
service Kazaa. The worm arrives as an email attachment of 22,528 bytes. The
attachment has a random file name but the file extension is one of .cmd, .pif,
.scr, .exe, or .bat. Attachments may also arrive as ZIP archives. When exe-
cuted the worm scans files in the infected host for email addresses which are then
used to spread the worm further. In addition, the worm also opens a backdoor
on one of the TCP ports in the range of 3127-3198. The worm was programmed
to perform a denial of service attack on www.sco.com on February 1**, 2004 and
to stop spreading after February 12", 2004.

Payload Processing. Using the effective false positive rates in [3] we chose 0.1090
as the F'P, of Bloom filter on which the HBF is built. Our implementation of
HBF uses MD5 as the hash function for the Bloom filter. Each MD5 operation
yields 4 32-bit integers and two of these are used to achieve the required F'P,.
Using the email traffic statistics of the network we concluded that on average
70,000 blocks will be inserted into an HBF every minute. For the chosen false
positive rate of the Bloom filter we need to commit 5 bits per block (m = 5) and
the optimal number of elements the filter can contain is 70,000 (n = 70,000)
which in turn translates to a filter of size 43.75KB (i.e., n x m = 43.75KB). HBF
is flushed to disk when the filter is full (70, 000 blocks are inserted) or 60 seconds
have elapsed, whichever comes first. The PAS also maintained a list of hostI Ds
of the form (Sourcel P, DestinationI P) per HBF so that the system does not
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rely on other sources for candidate hostI Ds. During the experiments, we noted
on average each HBF had about 260 hostIDs. In summary, the PAS was run
on a 3GHz Pentium4 machine with 1GB of RAM. The average incoming rate of
email traffic was 1MB/minute and the average HBF output, including hostI Ds,
was 46KB/minute. Average time to insert a packet into HBF was 28.6us.

Query Processing. Given the HBF's of the email traffic we now set to look for the
presence of the MyDoom virus. To query the HBF we need three parameters,
namely: an excerpt, time interval, and candidate hostIDs. Each copy of the
virus comes with a 22KB attachment part of which can be used as the excerpt.
Note, however, at the network layer the attachment is MIME-encoded so we
MIME-encoded one of the attachments and used the first 96-bytes to 256-bytes
as the signatures of MyDoom. In email parlance, these signatures are two to
seven line-long excerpts. Time interval and hostI D were left open in which case
the query processor tries to attribute the excerpt using all available data over
all hostI Ds. For this particular use case, the query processor used data observed
over a five day period (more precisely, 138 hours and 13 minutes) over 136, 631
unique hostI Ds. For the sole goal of quantifying the accuracy, we used the raw
packet trace and the actual attribution rate was obtained by grepping the raw
packet trace with ngrep for the virus signature.

Figure 2] shows the number of MyDoom instances given full attribution every
hour over the five day period whereas Figure 3] zooms in on a 24-hour period. As
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we can see from the figures, the actual number of attributions forms the lower
bound and the attributions using the smallest excerpt (96-byte signature) forms
the upper bound. Figure[3 clearly illustrates how increasing the length of excerpts
reduces number of false attributions. When we use a 256-byte excerpt the number
of attributions converges to that of actual attributions. More precisely, using the
256-byte signature correctly found all the 25328 actual attributions observed
during the five day period—hosts that received at least one copy of the virus—
along with 33 incorrect attributions— hosts that did not receive the virus but
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was identified as if they did because of false positives. The following table lists
the number of incorrect attributions found for the whole five days for various
lengths of the excerpts.

Table 1. For a total number of 25328 actual attributions of MyDoom over the five day
period, the table lists number of incorrect attributions for varying lengths of excerpts
used for querying the PAS

Length | 96 (128(160({192|224(256
Incorrect (1375|932 (695|500 293 | 33

In conclusion, the system as deployed was quite effective in finding all the
instances of the virus in the email traffic during a five day period, with acceptable
false positive rate and no false negatives. With the help of the attributions we
were also able to obtain the following facts about the outbreak:

— Over the five day period 679 unique source addresses originated at least a
copy of the virus.

— 52 machines were from the network monitored by ForNet and rest of the
machines were outside the network.

— Of 52 local hosts 24 of them sent more than 50 copies of the virus not
including 4 known mail-servers.

— We found one host in the network which sent out more than 5000 copies of
the virus!

— The local hosts sent copies of the virus to 2011 unique IP addresses outside
the network of which 74 got more than 50 copies of the virus.

These statistics would have helped a network administrator modify the secu-
rity policies to abate the severity of the infection. For example, network admin-
istrator could have blocked the traffic from infected machines. Although we were
lucky in collecting the packet traffic during that time period, we only learned
about the virus afterwards, and still had all the data needed for our analysis.
This is the main advantage of ForNet as opposed to intrusion detection, where
we would only have been able to gather the portion of the data after the virus
was identified and its signature isolated.

3.2 Identifying Proxies in the Network

Traditionally proxies are used to shuttle end-user requests to web servers and/or
mail servers. They have been used to improve latency observed by clients or
simply used to protect the client/network from outside world. Today proxies are
being used for a much wider purposes, some legitimate others malicious. Here
we list some uses of proxies:

— Malicious Proxies. The attack trend today is to compromise hosts en
masse, install backdoors on them, and turn them into zombies that serve
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a variety of purposes. One such purpose is to use them as proxies or a set
of zombies as a proxy network (proxy-net). Malicious proxies are generally
used along with malware that configures a victim host to tunnel all or a
selected web traffic through the proxy. These proxies are modified to scan
the traffic for valuable personal information, such as username/passwords,
credit card numbers, email addresses, or even mailing-addresses. When such
information is found it is extracted from the traffic and stored at the proxy.
An attacker can later retrieve the collected information from the proxies.

— Spyware & Proxies. Sometimes even legitimate businesses use the combi-
nation of proxies and ”spywares” to gain information on the user behavior.
These proxies are mostly interested in a user’s browsing behavior which can
then be used in various surveys or simply to display suitable advertisements.

— Security & Proxies. Legitimate use of a proxy is to either enhance perfor-
mance or to enhance security or both. Large network operators tunnel user
web requests through a proxy in order to reduce the exposure of the clients
behind a firewall and to control the browsing of the users. Often applica-
tion proxies are used in the same manner to boost performance or to have a
central chocking point to potentially dangerous network traffic.

A network operator would want to know proxies in the networks for two rea-
sons. The first, if the network operator has a web-proxy (or any application
proxy) then the operator needs to be sure that the users are in fact using the
proxy. The most popular technique to circumvent application proxies is to tun-
nel the traffic through another proxy outside the network perimeters through an
open port. Identifying hosts that use outside proxies is a valuable information
because it is a violation of the organization’s policy. On the other hand, even
when there are no application proxies in a networks, like that of an ISP, iden-
tifying proxies can help the operators identify customers who may have fallen
victim to a malicious proxy!

Identifying Proxies. Observe that a proxy simply receives a web request, for
example, from a host and passes it on to a web server and passes the web server’s
response back to the host. Given access to network traffic we can identify the
proxy by comparing the contents of the connection from a host to the proxy with
that of the proxy to a web server. Unfortunately, we have no a priori knowledge
to distinguish a host from a proxy. This means we need to compare every single
connection in a network to each other to determine whether there is a proxy!
This clearly is not feasible for networks with a lot of connections. Furthermore,
this method assumes that we can observe the connection from a host to a proxy
and a proxy to a web server. This, however, is not the case for proxies operating
outside of a network.

The following strategy, along with ForNet, is used to identify web-proxies in
the network. This strategy, obviously, assumes that proxies do not encrypt their
traffic.

1. Selection of Query Strings. The first step in the process is to select a set
of popular web sites frequented by users, such as google.com, yahoo.com,
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cnn.com, and so on. Then for each web site, select a long string from a web
page that is frequently visited by users, such as google.com’s front page or
yahoo.com’s login page. Selection of the string must be given some careful
consideration as these web sites attach session specific strings in image names
and other HTML text. A good rule of thumb in selecting a query string is
to choose portion of an embedded javascript, style-sheet, menu items, or
copyright notices. Also note that we need choose the string from the HTML
source of a web page and not from a browser rendering because to query
ForNet we need the network’s view of the string.

2. Querying HBF. For each query string chosen above we ask ForNet to at-
tribute the string using its payload attribution synopsis. In this particular
case we used HBF data from two and a half months of traffic observed by
the SynApp monitoring the network’s Internet link. This data amounted to
about 1.1TB in HBF form and would have been about 30TB raw network
traffic.

3. Domain Name Confirmation. Now that we have a set of source and destina-
tion IP addresses for each query string we need to make sure the query string
came from the right source and not from a proxy. For example, a query string
from CNN’s front page should come from an IP address that was cnn.com.
Most of the popular web sites use round-robin DNS for load balancing the
web servers. Which means, from the perspective of a host/network the IP
address representing a popular web site’s name would change frequently.
Therefore, for each attribution from the PAS we need to verify that that
origin in fact is the right web site. For example, if the PAS attributed a
string from Google’s front page to IP address 216.239.65.147 then we need
to make sure that google.com resolved to the IP address during that time
period for that particular host. The DNS records synopsis was used for this
reverse DNS lookup.

4. Prune False Positives. As you may recall from Chapter 5 HBFs have false
positives. Although with larger strings the chances of false positives are lower
we can still use data from flow records [4] to corroborate HBF’s attributions.
Therefore, in Step-1 in addition to a query string we also obtain the size of
the web page that contained the string. Then for each attribution from the
HBF we can confirm whether flow records in fact observed approximately
the same size. This was used to prune false positives from HBF.

This procedure was repeated over many popular web sites. The following
Procedure [Tl describes the above process in pseudo code. indent=2em

We used Graphviz [I] to visualize some of the results we obtained using the
proxy identification process described above and present the results in the fol-
lowing pages. In these graphs yellow nodes denote the original web server, orange
nodes denote harmless proxies (though not sanctioned by the network operator,
in this case) in the network monitored by ForNet, and red nodes denote (pos-
sibly) malicious proxies in and outside of the network. Each directed edge on a
graph denotes the path of the respective query string in the network.
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Algorithm 1. IdentifyProxies(QueryStrings S)
1: for (each QueryString s in S) do
20 A «— QueryPAS(s)

3:  for (each Attribution a in A) do

4: if (a.SourceI P == LocallP) then

5: if (S.PageSize == QueryNeoflow(a, GetFlowSize)) then

6: Print "Host a.Sourcel P Could be an Internal Proxy!”

7 end if

8: else if (S.DomainName ! =
QueryReverseDNS(a.Sourcel P, a.DestinationI P, a.Time)) then

9: if (S.PageSize == QueryNeoflow(a, GetFlowSize)) then

10: Print "Host a.Sourcel P Could be External Proxy!”

11: end if

12: end if

13:  end for

14: end for

From the graphs we can immediately conclude that there are at least two
proxies in the network, namely 35.24 and 35.35, the nodes marked in orange.
We can also note that these proxies only seem to be serving hosts outside of
the network. This is a good illustration of an attacker using a subverted host as
a proxy to prey on unsuspecting users beyond the network perimeters. Further
investigations in this case revealed that the two hosts are part of an experimental
network called Planetlab [2] and were involved in a research project to crawl the
web.

Now turn your attention to the red node labeled “9.201” in the graph of
Google and Amazon proxies, Figures [l [B] respectively. This node is part of the
network monitored by ForNet and seems to be functioning as a proxy serving up
pages from Amazon and Google. Also note that in both cases this proxy serves
only one and the same IP address. This is in fact a proxy within the network
being used to (possibly) circumvent a web-proxy in another network. This was
later confirmed by the network operator.

The third and the final case is the discovery of a proxy-net! In the graph for
CNN proxies, Figure [@ observe the node labeled “129.29” (top right corner) is
always served by the surrounding red nodes and not by any of the CNN web
servers. This is a clear indication of the red nodes being part of a network of
proxies. In fact the red nodes are part of a legitimate network of proxies being
used by that node.

4 Conclusion

In this paper we reasoned constant monitoring of networks is crucial to the se-
curity. In addition to perimeter defenses we also need to monitor networks to
collect network traffic for offline security analysis and forensics. Furthermore,
we presented two major challenges facing the collection of network data and
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Fig. 4. Graphviz visualization of the attributions returned by the HBF for querying
a string from the Google web page. Multiple IP addresses resolving to google.com are
represented by the node ”GOOG”.

provided a set of guidelines for data collection and long-term retention. We con-
cluded the paper with two use-cases illustrating the use of collected, synopsized
data to follow a virus outbreak post-facto and to proactively identify proxies in
a moderately large network.
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Fig. 5. Graphviz visualization of the attributions returned by the HBF for querying a
string from the Amazon web page. Multiple Amazon IP addresses are not merged.
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Fig. 6. Graphviz representation of the attributions returned by the HBF for querying
a string from CNN. Multiple IP addresses resolving to cnn.com are represented by the
node “CNN.”
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Abstract. The conventional concurrency control protocols cannot be
directly used in the multilevel secure database management systems
(MLS/DBMS), because they may be exploited to establish covert chan-
nels. The stringent non-interference requirements imposed by multilevel
security dictate modification of the conventional concurrency control. A
number of multilevel secure concurrency control protocols have been pro-
posed in the literature, which address the problem of covert channels. To
prevent covert channels, most of these concurrency control protocols give
high priority to the operations of low security level transaction when it
conflicts with the operations of a high security level transaction. This may
lead to the abortion or re-execution of high security level transactions
over and over again and making the concurrency control protocols unfair
towards high security level transactions. Motivated by fairness concerns,
we present a fairness strategy for multilevel secure concurrency control
protocol to achieve fair performance across different security levels while
guaranteeing Orange security. Our simulation results show that fairness
strategy can achieve a significant performance improvement, in terms of
fairness.

Keywords: Multilevel secure database systems, concurrency control,
covert channel, fairness.

1 Introduction

In many applications, security is an important requirement since the database
system maintains sensitive data with different security levels to be shared by
multilevel users with different security levels is called multilevel secure database
system (MLS/DBS). Therefore, it is important that all accesses to the database
be performed without violating security of the database. The database system
that can store and manage data with different security levels in a single sys-
tem is called multilevel secure database management system (MLS/DBMS) and
trusted DBMS. Many of these applications are inherently distributed in na-
ture. An MLS distributed database management system (MLS/DDBMS) can be
shared by users at different security (clearance) levels and contains distributed
database consisting of data at different security (classification) levels. Most of
the multilevel secure database systems are based on the Bell-LaPadula model
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[1], which is described in terms of subjects and objects. Objects are data items
and subjects are active processes, i.e., transactions in databases, which request
access to objects. Data and transactions are classified into several security lev-
els, (e.g., Top Secret, Secret, Classified, and Unclassified). In the Bell-LaPadula
model, two main restrictions are imposed on all data accesses. A transaction can
read an object only if the transaction’s security level is equal to or higher than
the object’s security level. A transaction can write an object only if its security
level is equal the object’s security level. Informally, these access restrictions are
called ”"read-below” and ”restricted write” restrictions, respectively. It prevents
direct flow of information from high security level to low security levels, but
not sufficient to ensure that security is not violated indirectly through covert
channels. As a result, all database management system components designed
and implemented for use in a traditional database system must be modified to
ensure that there is no indirect flow of information through covert channels.
Concurrency control is an integral component of the database systems. It is
used to manage the concurrent execution of operations by different transactions
on the same data item such that consistency is maintained. Conventional concur-
rency control protocols such as two phase locking and timestamp ordering pro-
tocols are not suitable for multilevel secure database systems, because they can
establish the unexpected communication path called covert channel [3]between
transactions of different security levels that have shared access to data item in
the database. The bandwidth of covert channel must be determined and lim-
ited depending upon the degree of assurance [2] required by the system. The
higher the covert channel bandwidth, the less secure is the system. The system
environment is called Full secure, where the covert channel bandwidth is zero
while the Orange Secure where the covert channels bandwidth is bounded to a
maximum of 1 bit/second. The objective of multilevel secure concurrency con-
trol is to ensure serializability without introducing covert channels. A number of
multilevel secure concurrency control protocols for centralized database manage-
ment system have been proposed in the literature, which address the problem of
covert channels. Most of these protocols [4],[5],[6],[7],[8] achieve correctness and
security at the cost of declined performance of high security level transactions.
In this paper we propose fairness strategy, using feedback based admission
control, to achieve fairness across different security levels while guaranteeing
Orange security. The strategies for ensuring fairness can be categorized into static
and dynamic strategies. Static strategies for ensuring fairness such as resource
reservation can provide fairness while still maintaining full security. However,
they may significantly degrade the performance arising out of resource wastage
due to their inability to readjust themselves to varying workload conditions.
On the other hand, dynamic strategies have the ability to adapt to workload
variations depending upon certain performance statistics that are collected by
the system. However, providing full security fairness with dynamic mechanisms
appears to be hard since changing the parameters that control the performance
of low security level transactions on the basis of the observed performance of high
security level transaction introduces a covert channel. Therefore, this strategy
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could be exploited for covert signaling. In this paper, we present and evaluate
dynamic fairness strategy while guaranteeing Orange security (i.e. covert channel
bandwidth of less than one bit per second). We study our fairness strategy in
conjunction with Secure Distributed Two Phase Locking (SD2PL) concurrency
control protocol. In this paper, we use two security levels (i.e., High and Low).

In a simulation study, we evaluate the performance of SD2PL concurrency
control protocol with or without fairness strategy for a large range of workloads.
Results show that our strategy can achieve a significant performance improve-
ment, in terms of fairness. In addition, our strategy shows slightly performance
improvement, in terms of overall response time.

The rest of this paper is organized as follows. In Section 2, analyze the un-
fairness problem against high security level transactions. Section 3 presents the
fairness strategy. Section 4 gives the details of the simulation model. The results
of simulation experiments have been discussed in Section 5. Section 6 concludes
the paper.

2 Unfairness Problem Against High Security Level
Transaction

Secure Distributed Two Phase Locking (SD2PL) concurrency control protocol
exhibits unfairness against high security level transactions. Since, when a low se-
curity level transaction requests for a write lock on a low security data item that
is currently held by a high security level transaction for its read operation on
same data item, the high security level transaction is aborted to release the lock.
This modification to the conventional two-phase locking protocol ensures that
there are no covert channels between transactions, but it degrades the perfor-
mance of high security level transactions and may lead to the starvation of high
security level transactions. To analyze the unfairness problem under SD2PL, we
modeled database and transactions as follows:

1. The MLS database is distributed, in a non-replicated manner, over N sites
connected by a trusted network. Thus no communication between two sites is
subject to eavesdropping, masquerading, reply or integrity violations.

2. The MLS database is modeled as a collection of D data pages that are uni-
formly distributed across all the N sites.

3. All transactions and data pages are classified at two security levels.

4. All incoming transactions are equally likely to belong to any security levels
(i.e. transaction arrival rate for both security level is same).

5. Transactions (cohorts) can read (write) data pages according the Restricted
Write Bell-LaPadula model. The security model allows a transaction to issue
read-equal, read-down and write-equal operations. Based upon these permitted
operations three types of conflicts may occur: (a) Read-down conflict among
different security levels, (b) Read-write conflict at same security level and (c)
Write-write conflict at same security level.
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6. Upon different security level data conflict (Read-down conflict among different
levels), a low security level transaction receives higher priority to prevent covert
channels. In case of same security level data conflicts, (Read-write conflict and
Write-write conflict at the same level) conflicts are resolved as traditional two
phase locking protocol, since there is no security problem within same security
level. Note that low security level transaction can only be blocked if the lock is
held by another low security level transaction.

7. Both high and low security level transaction have fixed size (i.e. the number
of sites at which each distributed transaction executes and the size of cohort is
fixed).

8. We consider the database is running on a system with an infinite number of
physical resources (CPUs and Disks). There is no queuing for these resources.
Thus transaction will never block unless it is waiting for a lock to be released
by another transaction.

Let us consider the behavior of Direct Secure system (i.e. which satisfied only
Bell-LaPadula conditions, but not covert channel free). In this system, both high
and low security level transactions have equal average response time. Since no
priority is given to any security level transaction and both the transactions will
be equally blocked due to data conflict. The response time of a transaction is the
time between when a transaction originates at site until it finally completes suc-
cessfully, regardless of the number of times it has been aborted and restarted.
Now consider the Full Secure System (i.e. which satisfied Bell-LaPadula con-
ditions as well as covert channel free). When a low security level transaction
requests for a lock held by a high security level transaction, the high security
level transaction is aborted and the lock is granted to the low security level
transaction. Thus, from the point of view of a high security level transaction,
each lock request made by low security level transactions has the potential to
abort its execution if it currently holds the requested lock. In this system, the
response time of a high security level transaction depends upon how often it is
preempted by low security level transactions. If a high security level transaction
is not preempted during its execution, its response time will be equal to the sum
of its processing time, the total time it spends waiting for locks held by low se-
curity level transactions and message processing time. Thus the response time of
high security level transaction depends on probability of lock conflict with low
security level transaction and the rate at which low security level transaction
request locks. Note that the response time of low security level transaction only
depends on number of other low security level transactions in the system. To
improve the performance of SD2PL with respect to high security level transac-
tions, it is necessary to keep the probability of lock conflict with low security
level transaction and the rate at which low security level transaction request
locks as low as possible. In this paper, we control the rate of lock requests to
be made by low security level transaction by controlling the admission of low
security level transactions in the system.
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3 Fairness Strategy for Secure Concurrency Control
Protocol

Feedback based admission control is well known for its effectiveness to support a
specified performance when the system model may include uncertainties[9]. The
specified performance can be achieved by dynamically adapting the system be-
havior considering the current performance error measured in the feedback con-
trol loop. Feedback-based approaches [10],[11],[I2]have substantially improved
the database throughput/response time by applying high-level notions of feed-
back control. Feedback based admission control has been developed in [I3],[14]
to control deadline miss ratio while granting partial security in multilevel secure
real time database systems. In this method [13], whenever a low security level
transaction requests to acquire a write lock on a data item already locked in
share mode (read) by a high security level transaction, then the high security
level transaction is not automatically aborted. Instead, the concurrency control
protocol looks at other system parameters and may decide to delay the low secu-
rity level transaction or abort the high security level transaction. This decision
to delay or abort is to be taken at every data conflict instance.

To the best of our knowledge, unfairness problem of transactions executing
at different security levels has not been considered before for MLS/DDBS. In
this section, we adapt an admission control policy for centralized MLS/DBs
[15] and extend it to feedback based admission control policy for the fairness of
transactions executing at different security levels for MLS/DDBs.

3.1 Admission Control Strategy

Our fairness strategy, implements a system wide admission control mechanism
by controlling entry of low security level transactions into database system. This
strategy control unfairness measured in terms of fairness factor for transactions
executing at different security levels. The basic idea in the strategy is that based
on the imbalance in transaction response time at different security levels, the
admission of low security level transactions into system is periodically controlled
after every T seconds. The fairness factor (FF) is defined as the ratio of the
average transactions response time at high security level to average transactions
response time at low security levels, captures the degree of unfairness during the
last observation period.

Each site has a local admission control manager (ACM) and global informa-
tion collector. Global information collector monitors and collects the fairness fac-
tor periodically from all participating sites of distributed transaction and itself.
Global information collector cooperates with local admission control manager
in order to obtain global fairness factor (GFF) and to adapt control parame-
ters. The global fairness factor decides whether the admission of low security
level transaction at that site is allowed or rejected. This needs communication
between sites. The global fairness factor is calculated by the following formula:
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Global Fairness Factor (GFF) = G[FF of local site] + (1- 8 ) [Avg. of FF of
remaining sites involved in distributed transaction].

Where [ is a smoothing factor, which determines how much weight is given
to the FF of remaining sites, involved in distributed transaction.

3.2 Covert Channel Bandwidth Measurement

In dynamic admission control strategies, covert channels can establish due to
the admission control mechanism. For example, a corrupt high security level
transaction can, by modulating the results of the admission control manager
computation (increase, decrease or constant the admission of low security level
transactions), indirectly flow the information to collaborating low security level
transactions. Corresponding to each computation, logoM = 3.32 log;, 3 =1.6
bits of information can be transmitted [I6] and since the computation is made
once every T seconds, the total channel bandwidth is 1/T bits per second.

3.3 Feedback Based Admission Control Model

Feedback based admission control (FBAC) follows the ’observe-predict-react’
principle using feedback loop. The system observes the fairness factor by col-
lecting the statistics, of average transaction response times of each security level
over an interval of time. The observed value of fairness factor reflects both; how
often high security level transaction is aborted and restarted due to data conflict
with low security level transaction and its impact on the average response time
of transactions at high security level. The fairness factor predicts potential of
unfairness. When the value of observed fairness factor exceeds and below the
desired value of fairness factor, this is interpreted as a prediction of unfairness,
so that correspondingly reaction must be initiated. As shows in Fig. [ , the
fairness factor controller computes the required fairness factor adjustment AF
according to the error = DFF-MFF, which is the difference between the desired
Fairness Factor and measured Fairness Factor. Whenever the value of measured
fairness factor exceeds above the desired value (i.e. AF' < 0), the number of ac-
tive transactions at low security level is reduced and when the value of measured
fairness factor drops below the desired value (i.e. AF > 0), the number of active
transactions at low security level is increased again in the system. To reduce the
number of active transactions at low security level involves admission control.

Transactions
Desired Fairness Factor

(DFF) ¢ Measured Fairness
+ Factor (MFF)
Error Fairness Factor AF »
Controller MLS/DB

Fig. 1. Fairness Factor Controller
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The working principle of admission control model is illustrated in Fig.[2l Newly
arriving transactions (either originates on that site or cohorts from remote site)
are scheduled in one of the two queues according to their security levels. The
admission control manager decides whether a newly arriving low security level
transaction can be admitted for processing or should wait in the transaction
queues at the system entry. Thus, admission control manager serves as a gate-
keeper for the system. ACM computes the FF periodically after T seconds.
If ACM monitors a significant imbalance (i.e. FF > 14+ « or FF < 1- «), the
admission of low security level transactions is decreased or increased accordingly.
The value o has been set to a nominal 5 percent.

Transaction Generator

Low security level Transaction (T)) High security level Transaction (Ty,)
Ty
T, (From Other Sites) (From Other
: Y v v (AR} Sites)
Transaction
Queues

Transaction Admissi

Aborted
Control Manager :> Transactions

v

Fairness
Factor Transaction
Execution

A 4

i Committed and
Aborted

Transactions
Book-Keeper 47

Fig. 2. Working Principle of Admission Control

Therefore, admission control becomes operative only when FF > 1.05 or FF<
0.95. The admission control manager checks the value of fairness factor once
in every T seconds. The T is set in accordance with the degree of security
required. For an orange secure two security level system, the T parameter is
set to 1.6seconds.

4  Simulation Model

To evaluate the performance of fairness strategy described in Section 3, we de-
veloped a detailed simulation model of MLS distributed database system. Our
simulation model is similar in many aspects to the distributed database model
presented in [I7], which has also been used in several other studies of distributed
database system behavior. It consists of an MLS database distributed over N
sites connected by a network. There is no replication of data items. Each site
in the model has seven components: a transaction generator which generates
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transaction workload of the system; database which models the data and its
organization; a admission control manager which allow or deny the admission
of newly arriving low security level transaction; a transaction manager which
models the execution behavior of the transaction; a concurrency control man-
ager which implements the concurrency control algorithm; a resource manager
which manages the physical resources (CPU and I/0); and a book keeper which
collects statistics on the completed transactions of the site. In addition to these
per site components, the model also has a network manager, which models the
behavior of the communications network. Fig. ] shows detailed view of these
components and their key interaction.

Transaction Generator
Create Transaction
v
ACM
Request allowed Book Keeper
Request denied Collect Transaction
A
Transaction Manager CC Manager
Load Master /Cohort Access Request
Lock granted C Requ o] Commit
Unlocked
Read/Write Page
Commit C Reply
Trusted Abort Blocked Queue
Network
Manager - -
Service Resource Service Resource
Done v Request Done Request
Resource Manager
oo
a anus
CPU’s Pool Disks
7
Message Message
Received Trusted send
Network
Manager
Message V\ Message
Received/ e Send

Fig. 3. Simulation Model of the DDB

Transaction Generator: The transaction generator is responsible for generating
the workload for each data site. Transactions are generated as a Poisson stream
with mean equal to ArriRate. All sites receive the same workload, i.e. have an
identical transaction arrival rate. Each transaction in the system is distinguished
by a globally unique transaction id. The id of a transaction is made up of two
parts: a transaction number, which is unique at the originating site of the trans-
action and the id of the originating site, which is unique in the system. The unit
of database granularity is the page. Each transaction consists of a sequence of
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pages to be read and set of pages that are to be written. Each transaction has
an associated security clearance level. A transaction is likely to belong to any of
ClearLevel security clearance levels. We assume that the clearance level remains
constant throughout the life of transaction inside the system.

Database Model: The database is modeled as a collection of DBSize pages. These
pages have been assigned ClassLevels and are uniformly distributed in a non-
replicated fashion across all the NumSites sites, so that each data item is man-
aged by only one site. Accesses to data pages are distributed uniformly over
the entire database, i.e. each data page is accessed with equal probability. The
database is equally partitioned into ClassLevels security classification levels (e.g.
if database has 1000 pages and number of classification is 2, pages 1 through
500 belongs to level 1, pages 501 through to 1000 belongs to level 2). Table 1
summarizes the parameters of simulation model.

Table 1. Simulation Model Parameters and Values

Parameter Meaning Value
NumsSites Number of sites in the database 8
DBSize Number of pages in the database 4000
ClassLevels Number of Classification Levels 2
ArriRate Mean transaction arrival rate / site 1-10
ClearLevel Number of Clearance Levels 2

TransType | Transaction Type (Sequential or Parallel) |Sequential
DistDegree |Degree of Distribution (number of cohorts) 3

CohortSize Cohort size (in pages) 6
WriteProb Page write probability 0.5
NumCPUs Number of processors per site Infinite
NumDisks Number of disks per site Infinite
PageCPU CPU page processing time 5ms
PageDisk Disk page access time 20ms
MsgCPU Message send / receive time 5ms

Admission Control Manager: The admission control manager decides whether a
newly arriving low security level transaction can be admitted for processing or
should better wait in the transaction queue at the system entry.

Transaction Manager: Each distributed transaction in the workload has single
process, called the master or coordinator that executes at the originating site
of the transaction and multiple other processes, called cohort that execute at
the various sites where the required data pages reside. The transaction manager
at a site is responsible for creation of master process and cohort processes for
each transaction submitted to that site. The cohorts are created dynamically as
need. There can be at most one cohort of a transaction at each site. If there
exists any local data page in the access list of the transaction, one cohort will
be executed locally. When a cohort completes its data access and processing
requirements, it waits for the master process to initiate commit protocol. The
master process provides the coordination of cohort processes; the master process



80 N. Kaur et al.

commits a transaction only if all cohorts of the transaction are ready to commit,
otherwise it aborts and restarts the transaction after a delay and makes the same
data accesses as before. Following the successful commitment of the distributed
transaction, the cohorts write into the local database, if any. The number of sites
at which each transaction executes is specified by the DistDegree parameter. At
each of the execution sites, the number of pages accessed by the transaction’s
cohort varies uniformly between 0.5 and 1.5 times CohortSize. These pages are
chosen randomly from among the database pages located at that site. Transac-
tions in a distributed system can execute in either sequential or parallel fashion.
The distinction is that cohorts in a sequential transaction execute one after an-
other, whereas cohorts in a parallel transaction are started together and execute
independently until commit processing is initiated. We consider only sequential
execution of transactions in our study. TransType specifies whether the trans-
action execution is sequential or parallel. The WriteProb parameter determines
the probability that a transaction operation is a write.

Resource Manager: The resource manager manages the physical resources at
each site. The physical resources at each site consist of NumCPUs processors
and NumDisks disks. There is a single common queue for the processors whereas
each of the disks has its own queue. The message processing is given higher prior-
ity than data processing at the CPUs. The PageCPU and PageDisk parameters
capture the CPU and disk processing times per data page, respectively.
Concurrency Control Manager: Each cohort of a transaction performs one or
more database operations on specified data pages. Concurrent data access re-
quests of the cohort processes, at a site are controlled by concurrency control
manager at that site. It orders the data accesses based on the concurrency con-
trol protocol executed. Concurrency Control Manager is responsible for handling
concurrency control requests made by the transaction manager, including read
and write access requests, requests to get permission to commit or abort a co-
hort, and several types of master and cohort management requests to initialize
and terminate master and cohort processes. Concurrency Control Manager uses
SD2PL concurrency control protocol. Concurrency control is implemented at the
page granularity.

Deadlocks: Since we are using Locking based concurrency control protocol, dead-
locks are a possibility, of course. In our simulation implementation, both global
and local deadlock detection is immediate, that is, a deadlock is detected as soon
as a lock conflict occurs and a cycle is formed. Local deadlocks are detected by
maintaing a local Wait-For Graph (WFG) at each site. WFGs contain the 'wait-
for’ relationships among the transactions. For detection of global deadlocks a
global WFG is used which is constructed by merging local WFGs. The choice
of a victim in resolving a deadlock is made based on cohort timestamps; the
youngest cohort in the cycle to be aborted to resolve the deadlock. The mas-
ter process of the victim cohort is notified to abort and later restart the whole
transaction. In Secure locking based concurrency control protocols, deadlock al-
ways occur due data contention at same security level, since at different security
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levels, high security level cohort never blocks the low security level cohort. We
do not explicitly model the overheads for detecting deadlocks.

Trusted Network Manager: We assumed a reliable and trusted system, in which
no site failures or communication network failures occur and no communication
between two sites is subject to eavesdropping, masquerading, reply or integrity
violations. The communication network is simply modeled as a switch that routes
messages without any delay since we assume a local area network that has high
bandwidth. However, the CPU overheads of message transfer, message transfer
are taken into account at both sending and receiving sites. This means that
there are two classes of CPU requests - local data processing requests and mes-
sage processing requests, and message processing is given higher priority than
data processing. The CPU overheads for message transfers are captured by the
MsgCPU parameter.

BookKeeper: The bookkeeper module receives both completed and aborted trans-
actions from transaction manager. It collects statistics on these transactions of the
site.

5 Experiments and Results

In this section, we present the performance results of our simulation experiments.
The simulation program is written in C language. For each experiment, we run
the simulation with same parameters for four different random number seeds.
Each simulation run is continuing up to 2,000 transactions of each security level
are committed. The results depicted are the average over the four runs.All the
data reported in this paper have 95 percentage confidence intervals.

In our study, the primary performance metric used is the average response
times of transactions at each security level for varying arrival rates. This not
only is a measure of comparison between different secure concurrency control
protocols, but is also one estimate of fairness since a fair concurrency control
algorithm must ensure near identical response times across security levels. In ad-
dition, we also measure the transaction throughput at different security levels,
that is, number of transactions committed at each security level per unit time.
Measuring transaction throughput an indication of the optimal arrival rate the
system can sustain without severe degradation in the performance, that is, the
arrival rate beyond which system starts thrashing resulting in a decrease in the
throughput. Since our goal is to address the problem of unfairness of secure
concurrency control protocol with respect to high security level transaction per-
formance, we also evaluate fairness factor, is defined as the ratio of the average
transactions response time at high security level to average transactions response
time at low security levels which captures how evenly the abort transactions are
spread across the transactions of the various security levels. With this formula-
tion, a protocol is ideally fair, if the fairness factor value is 1.0 for all security
levels. Fairness values greater than one and lesser than one indicate positive bias
and negative bias, respectively.
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The aim of the experiments is to obtain a measure of fairness for transactions
at different security levels in a MLS distributed database system. To evaluate
the fairness, in the following experiments, we compare two systems: (1) Full: A
full secure MLS/DDBS equipped with S2PL concurrency control manager (2)
Orange: An orange secure MLS/SDDBS that is equipped with S2PL concurrency
control manager, and the admission control manager.

The parameter settings used for our experiments are shown in Table 1. The
value of 3 used in all experiments is 0.6. The performance of fairness strategy
depends upon the control parameter 5. We first analyze the effect of 8 on trans-
action response time at fixed arrival rate (i.e., Arrival rate = 4), where system
achieves peak throughput. We observe that by keeping all parameters same as
in table 1, the minimum average transaction response time is achieved when (3
is 0.6.

5.1 Average Response Time

In the experiments, we evaluate the average response time of transactions at
each security level for varying arrival rates. We also consider that there is no
contention for physical resources among transactions (i.e., CPUs and disks were
made "infinite”). Thus, any increase in transaction response time beyond the
execution time and message processing time of transaction is due to data con-
tention. The results of the experiment are shown in figure Fig. [, Fig. Bl Fig. [6l

In Fig. @l we present the average transactions response times at each secu-
rity level of Full and Orange systems as a function of overall transaction arrival
rate per site. In Full system, we observe that the response of high security level
transactions is significantly higher than that of low security level transactions
throughout the arrival rates. This is because higher priority is given to low secu-
rity level transactions, whenever data conflict occurs between the transactions
at different security levels. The high security level transaction is aborted and
restarted after some delay whenever a data conflicts occur between a high and
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Fig. 4. Arrival Rate versus Avg. Response time at each Security Level
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Fig. 5. Arrival Rate versus Overall Response time

low security level transactions. This graph clearly shows how the high security
level transactions suffer much more than the low security level transactions to
satisfy the goal of avoiding covert channels. In this figure we see that Orange
system achieves close to ideal fairness. Fig. Bl shows the average overall transac-
tions response times of FULL and Orange systems as a function of transaction
arrival rate per site. Over the entire range of arrival rates [1, 7], the performance
of Orange is slightly better than that of Full system. This is because, in Or-
ange system the abort ratio of high security level transactions is significantly
reduced throughout the arrival rates. This graph shows the slightly performance
improvement, in terms of overall response time.

Fig. [0l compares the fairness factor of both Full and Orange systems. The fair-
ness factor is the ratio of average response time of high security level transactions
to the average response time of low security level transactions. We observe that
the fairness factor of Full system ranges from 1.1 to 2.4 and it increases with
the increase in arrival rate, while the fairness factor of Orange system ranges

25 ——Full
—&—Orange
—/—|deal

Fairness Factor

0.5

Arrival Rate/Site

Fig. 6. Arrival Rate versus Fairness Factor
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from 0.95 to 1.05. From figure, we see that Orange system achieves close to
ideal fairness. In summary, our results show that Orange system is successful in
improving the significant performance of high security level transactions.

5.2 Throughput

The next experiment is conducted to measure of overall throughput as func-
tion of overall transaction arrival rate per site. We see from Fig. [lthat the peak
overall throughput is achieved at an arrival rate of approximately 4 transactions
per second for both Full and Orange systems. Moving on to the relative per-
formance of Full and Orange, we observe that the throughput of both systems
initially increases with the increase in arrival rates then decreases when arrival
rate becomes more than 4. However the overall throughput of Full is always less
than Orange system.

—&—Full (Overall)

—il— Orange (Overall)

Throughput N

o

0

0 1 2 3 4 5 6 7 8 9 10
Arrival Rate/Site

Fig. 7. Arrival Rate versus Overall Throughput

6 Conclusion

This paper examines the problem of unfairness against high security level trans-
actions exhibited by SD2PL concurrency control protocol. We proposed fairness
strategy for multilevel secure concurrency control for MLS/DDBMS that en-
sures fairness property for transactions at different security level. We have also
presented a simulation model and evaluation of relative performance of secure
concurrency control with or without fairness strategy. Results show that our
strategy can achieve a significant performance improvement, in terms of fair-
ness. In addition, it shows slightly performance improvement, in terms of overall
response time. In this paper, we have restricted ourselves to only two security
levels. As a part of future work, we would like to relax this assumption and
consider multiple security levels.
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Abstract. Electronic business applications are often structured by work-
flow declarations that span potentially numerous generic activities in
different organizations. Such declarations are used to assign activities
to specific entities, and to dynamically grant and revoke access to the
resources according to the execution state of the workflow instance. If
competing organizations cooperate in common workflow instances for
achieving a joint purpose, they might want to let entities participate
anonymously. Anonymous participation demands a restricted flow of
identifying information, whereas state dependent access control requires
the flow of specific control information. In this paper we introduce the
‘Anonymous SDSD’ approach (State-Dependent Security Decisions) bal-
ancing the conflicting requirements by combining techniques like onion
routing, logging, bulletin boards, pseudonyms and proxies.

1 Introduction

Electronic business applications are often structured by workflow declarations
that span potentially numerous generic activities in different organizations. While
a workflow instance is executed, generic activities are bound to specific entities
that belong to the organizations involved. Although the respective organizations
have agreed to cooperate in common workflow instances for achieving a joint pur-
pose (e.g. as a virtual organization [I§]), the organizations as a whole as well as
individual entities might be interested in concealing those details of their contri-
bution that are not necessary for the agreed purpose. In particular, there might
be an interest to let entities participate anonymously in workflow instances — say
by employing user pseudonyms — as far as possible under functional requirements
and compatible with other security interests.

With regard to functional requirements, we need a mechanism of binding en-
tities to generic activities. Regardless of whether the mechanism is centralistic
or — for the sake of anonymity — somehow distributed, it has to respect cer-
tain qualifications. Accordingly, the mechanism must ensure that the properties
needed to perform an activity, as specified in the workflow declaration, are ac-
tually held by the assigned entity. Thus, in this context a candidate entity for a
binding should provide evidence of its properties, even if the entity is acting un-
der some user pseudonym. More technically, each user pseudonym should inherit
a subset of the properties held by the represented entity. In general, however,
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© Springer-Verlag Berlin Heidelberg 2006
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given an open workflow declaration, some a priori knowledge about properties of
entities, and a suitable observation of a pseudonymized activity within a work-
flow instance, this functional requirement might enable inferences about the
relationships of entities and the pseudonym under consideration. Speaking in
general terms, such inferences are possible whenever under the sketched condi-
tions the cardinality of the anonymity set of the potential entities is too small.
Thus, any attempt to provide for anonymous participation in workflow instances
is limited by the need of respecting qualifications, and accordingly requires an
appropriate setting to make the discussed anonymity sets sufficiently large.

With regard to other security interests, we need a control mechanism that
permits a specific activity to be performed by a specific entity only according to
a declared security policy. Preferably, following the principle of least privileges,
permissions should be dynamically granted and revoked according to the progress
in executing a workflow instance. More technically, decisions on permissions or
prohibitions should be based on an appropriate notion of a state (of a workflow
instance execution). As an example, the security policy might demand that the
activity ‘read data of customer x’ is only permitted if the activity ‘order good’
has been previously executed by the customer x.

In this work, more extensively reported in [5], we analyze the problem of
anonymous participation in inter-organizational workflow instances in depth. As
far as needed for a concise presentation, the analysis is based on our specific
proposal for State-Dependent Security Decisions (SDSD) [2J34]. Moreover, we
outline a solution to the problem by extending our proposal accordingly. The
primary novel contributions are the following.

— Our solution aims at hiding not only the relationship between entities and
pseudonyms, but additionally the binding between pseudonyms and activi-
ties. Consequently, we get a second chance to enlarge the anonymity set of
potential entities which might be involved in an activity.

— Due to the lack of trust between the involved organizations, we neither use a
central control (CC) nor shift critical functionality to a trusted third party.
Instead, we maintain only the relevant parts of the assignment of activities
to pseudonyms by the locally involved entities. Additionally, if the security
policy prescribes that two or more specified activities are called or executed
by the same entity, the relevant information is transferred into the context
of the second activity after the necessity is proven.

The outlined solution is optimistic in the following sense. Whenever all par-
ticipating entities behave honestly, anonymity is provided, only subject to the
limitation mentioned above. However, for the case that some entity is complain-
ing about a suspected violation of the security policy, a trusted third party is
needed for the inspection of the logs. All participants have to agree in advance
that this third party will be able to identify entities during its investigation, pos-
sibly even if the affected entities have been honest. To simplify the description
we assume that all communication channels are reliable, all sites are online and
operating. These conditions have to be guaranteed by additional mechanisms.
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2 Considered Problem

In our introduction, we already sketched a small scenario in which entities partic-
ipate in activities while satisfying qualification requirements. Before we introduce
our solution, we first describe the considered problem within a simple model.

2.1 SDSD Model

The entities form a set EN (ENtity). Each en € EN holds a subset of certain
properties taken from the set PR (PRoperty) expressed by the function hold :
EN — P(PR) (hold). Generic activities are described using formal participants
P (Participant), which are essentially variables for entities. The function req :
P — P(PR) (require) describes the qualification requirements an entity has to
meet for acting as a certain formal participant.

A generic activity is called step and is composed of two formal participants of
set P and a formal action of set AC' (ACtion). A generic activity sequence is then
a family SS = (sg)k=1,...n (Step Sequence) with s € P x P x AC. Sometimes
we refer to the first formal participant p; of a step p1 p2 ac as the activator and
to the second formal participant ps as the executor of the pertinent action ac.

A protocol specifies a set of allowed generic activity sequences. The core of a
protocol is a regular expression on steps. Thus, we restrict to sets that can be
recognized by finite automatons. Such an automaton is used to keep track of the
relevant part of the execution history: a state represents the already executed
part of the activity sequence and each outgoing transition a possible next activity.

ac,
SA; 94.\‘)&’7—

S =
5 p5,1 p52 305

Fig. 1. In state z2 the execution of step s4 or step ss is permitted

For example, as shown in Figure[I] state zo represents the completed execution
of activity sequence (s; = p1,1p1,20ac1, S2 = pa2,1P2,2acs) or of sequence (s3 =
P3.1P3.2acs). In zy the execution of s4 or s5 is permitted, but — following the
principle of least privilege — the execution of s, so or s3 is prohibited.

A concrete activity sequence is allowed, if it results from applying the present
binding and an action mapping (which maps formal actions to concrete method
calls) on an allowed generic activity sequence. Roughly speaking, a binding as-
signs formal participants to entities in a consistent manner, which respects qual-
ification requirements. The formal definition follows in Section

The details of the distributed approach of SDSD, which dynamically grants
and revokes permissions to enforce such security policies, as well as the theoret-
ical foundations are described in [2I3/4]. This approach captures basic features
of workflow management systems, except for handling parallel executions.
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Fig. 2. Example setting

2.2 Privacy Problem

Suppose a pseudonymizer provides pseudonyms U and keeps track of the asso-
ciation between entities and pseudonyms, reallD : U — EN (real identity).

We then argue that a central control (CC) (e.g. wi-engine) would endanger
the privacy of entities, even if pseudonyms are used. First, we observe that the
CC needs at least some information about the properties held by the associated
entities to respect qualifications. Thus the CC must have access to a function
ind : U — P(PR) (induce) with ind(u) C hold(reall D(u)). Then a bind-
ing is a function b : P — U with req(p) C ind(b(p)) (bind). Second, let us
further assume that the CC has partial knowledge of EN and hold. This is a
realistic assumption in the sense that business partners often know parts of each
other’s staff. Furthermore properties such as diplomas, social functions, profes-
sional qualifications and so on are often publicly known. The setting depicted in
Figure Pl exemplifies the dangers.

Ezxample 1. Entity en; holds properties pry, pro and pry. Entity ens holds prop-
erties pri, prs and prs (e.g. imagine a public authority: pry stands for ‘is staff
member’, pro for ‘is construction engineer’, prs for ‘is lawyer’, pry and prs for
something else). The CC knows EN = {eni, ens}, {pri,pr2} C hold(eny) and
{pr1,prs} C hold(ens) (not shown in the figure). The pseudonymizer provides
the pseudonyms U = {uy,uz} and the function ind, both also known by the CC.
This means, in this case u; and ug are poor pseudonyms, since the CC knows
ind and parts of hold, and thus for the CC ReallD is fully revealed.
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Ezample 2. Now suppose previous participation at certain activities demanded
the pseudonyms u; and us, e.g., eny previously acted as p; (e.g. involved in an
activity ‘granting a building licence’) and ens as pa (e.g. involved in an activity
‘furnishing a legal opinion’). Thus p; was bound to u; and ps to ug. Since the CC
is responsible for binding participants and therefore knows the binding b, the CC
has full knowledge of the connection between entities and formal participants.
This means, in this simple centralized approach the anonymity of entities w.r.t.
to the activities is not supported.

The example setting exhibits an artificial worst case scenario. But anonymity
is a relative term which is closely related to the size of the anonymity set and
also to the probability distribution concerning the connections between items of
interest (pseudonyms, formal participants or activities) and entities. Often even
partial knowledge endangers the ideal of a large anonymity set and an equal
probability distribution. Consequently, in general it is worthwhile not only to
hide information about the pseudonyms but also to hide information concerning
the binding.

3 Anonymous SDSD

3.1 Requirements

Often, information such as the current execution state of an activity sequence
has to be made publicly available. Thus a facility for ‘information publishing’ is
needed. Sometimes, knowing the reader and/or the creator of a message threat-
ens the anonymity of an entity. In these situations ‘reader hiding’ and/or ‘ creator
hiding’ are needed. In the distributed message based SDSD approach entities
rely on and refer to received messages. Thus ‘accountability’, ‘authenticity’ and
‘integrity’ of messages are required. ‘Confidentiality’ is also needed, because
sometimes the content of a message reveals parts of the binding. Thus only the
intended receiver should be able to read the message. Even though the creator of
a message might be hidden, often entities have to send an answer to a messsage
via a ‘back channel’.

Our approach uses well-known techniques like ‘pseudonyms’, ‘onion routing’,
‘logging’, ‘bulletin boards’ and ‘proxies’ to address these requirements at different
levels. We mark these places with the previously introduced headwords.

3.2 Architecture

An entity actually consists of two parts: a functional object (FO, or application
object) and a security object (SO). The FO is the object which has to be moni-
tored by the system. The SO is a part of our distributed access control monitor.
It encapsulates the FO in the sense, that every call to the FO is intercepted, in-
spected and — if necessary — blocked by the SO. The security objects synchronize
each other and share necessary information like system states and binding in-
formation by especially typed messages. Entities normally act on behalf of their
own purpose (more precisely, for the application). Sometimes the entities act as
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Fig. 3. Architecture example with five entities en1,...,ens

a part of the SDSD mechanisms, e.g. as a node in a miz network (described in
Section B3) or as broker (proxy) for another entity (described in Section B.3]).
Figure Bl shows an architecture example with five entities enq, ..., ens.

A pseudonym service manages the pseudonyms, i.e., it maintains U and reall D.
On behalf of each entity en the pseudonym service verifies selected properties
of en and assigns them to the appropriate pseudonym, i.e., for en = reallD(u)
the service defines ind(u) as a subset of hold(en). The function ind is digitally
signed by the pseudonym service (‘authenticity’). This signature can be verified
by everyone. The pseudonym service has to be a trusted third party in the
sense, that one can trust the correctness of its assignments and that it reveals
the relevant parts of reallD only in case of proven cheating (‘accountability’).
The pseudonyms provide ‘creator hiding’ for anybody except the pseudonym
service. The already mentioned brokers address this remaining problem.

A publicly accessible bulletin board (bb) is used to publish information (e.g.
the execution state of an activity sequence) system-wide or even beyond (‘infor-
mation publishing’). This could be realized, e.g., as a broadcast message (‘reader
hiding’). As a guideline the information published on the bb must not violate
the privacy requirements of the entities.

A publicly accessible name service (e.g. realized as a part of the bb) provides
a pseudonym information table, which is digitally signed by the pseudonym
service (‘authenticity’). The table assigns to each pseudonym u a reference to
the entity en with reall D(u) = en, the ind(u) value and a public key pk,.
The secret key sk, for pk, is held by en (asymmetric encryption and signature
scheme for ‘accountability’, ‘authenticity’ and ‘integrity’; in an actual imple-
mentation different key pairs for encryption and signature have to be used). The
reference does not point directly to en, but it is covered by the onion routing
technique.
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Fig. 4. Example mix network

3.3 References and Routing

A reference comprises the IOR of the next mix node, the encrypted information
for the next miz node, and a public message modification key that has to be used
to modify the message for the next sub route. For example, suppose the entities
form the mix network sketched in Figure[dl Then the reference ref to en, acting
as u; could be:

(IORGM , enc( ...
(IORenS, enc ((IOR(MT, enc(ui,pkenr),pkmf),pkens),pkxffl) . ,pkenv) ,pkml)

I0OR,,, is the communication reference to en,. Since SDSD uses the middle-
ware CORBA, this is a CORBA interoperable object reference. The encryption
function enc expects the content to be the first and the encryption key to be
the second argument. The message modification keys are used to modify the
message appearence on each subroute. These modifications can only be removed
by the final receiver. Thus, if at least one mix node is trustworthy, then the sent
messages cannot be linked. Note that each entity en knows its secret key skey,
the secret keys sky,, sky;, ... of all pseudonyms used by en and all secret keys
for the public message modification keys of references to its pseudonyms.



Optimistic Anonymous Participation 93

A message msgy, that should be sent to u; is first sent as message msgy, =
enc(enc(enc(msgry, Pku; ), Pkz, )s Dken, ) to the first planned mix node en,,, which
is able to decrypt the ‘outer onion skin’ of re f and msgy, . Then en,, finds the next
subroute and sends the updated message as msgx, = enc(enc(enc(enc(msgy,,
Dk, )y Pk, )y DKy )s Dheny,oninrionoa. With an updated reference accordingly. After
some time, en, receives message msgy, encrypted as msgy,_, = enc(enc(. .. (enc
(enc(enc(msgr,, Pku,); Pkz, ), PRy ), - - ), Pka; ), Pken,) and the remaining part
of ref (i.e. enc((IORen, ,enc(uq, pken, ), Pk, ), Pken,)). With ske,, entity en,
removes the ‘outer encryption’ of msgy, , and of the part of ref. In the remain-
ing part ens finds the JOR of the next mix node and pk,,. Thus, ens sends
msge, = enc(enc(' . (enc(enc(enc(msgkmpkui)7pkw1)7pkw2)7 e ')7pk$‘f—1 )vpkwf)
and enc(u;, pken, ) to en,.. Eventually en, receives the message and after decrypt-
ing the reference with sk, entity en, notices that no further message sending
is necessary, because the only remaining reference u; belongs to itself. Now it is
able to recover the actual message msgy, with sk, and sky,, ..., sks,.

Apart from the known attacks on mix networks, no one but en, should be
able to identify the final destination of the sent message (‘reader hiding’), be-
cause en, is the only entity which knows that no further message sending is
necessary. Furthermore if two or more pseudonyms are associated with the same
entity, a different route can be declared for each pseudonym to avoid linking
of pseudonyms. To prevent attacks which exploit the length information of the
reference, the reference can be padded up to a fixed length.

3.4 Messages

We adapt the basic SDSD approach, which grants and — after usage — immedi-
ately revokes permissions to execute activities. An entity gets such a dynamic
permission in form of a conceptual security token. To exploit the permission, the
entity has to pass the token and therefore loses the permission.

First, the token is offered to the activators of all possible next steps by sending
offer messages (offer msgs for short). An activator which wants to execute its
step answers with a get msg. Then, one of these answering activators gets the
token in form of a put msg. Finally, this activator calls the step action on the
executor by handing over the token to the executor by means of an invoke msg.
Subsequently, the next offer msgs are sent and so on. The Anonymous SDSD
approach uses these and some additional message types:

1. offer(automat_id, sender, receiver, step_id, step_counter):
to offer the execution permission to an activator of a possible next step

2. get(automat_id, sender, receiver, step-id, step_counter):
to express the wish to get the execution permission for a step (answer to an
offer)

3. put(automat_id, sender, receiver, step_id, step_counter, signa-
ture_of _invoke msg):
to give the execution permission for a step to its activator (answer to a get)
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4. invoke(automat_id, sender, receiver, step-id, step_counter,
signature_of put msg):
to give the execution permission for a step to its executor (reaction to a
put)

5. who(automat_id, sender, receiver, formal_participant_of_inter-
est):
to ask for uncovering the binding of a formal participant

6. inform(automat_id, sender, receiver, formal participant_of_in-
terest, bound_to):
to uncover the binding of a formal participant (answer to a who)

7. publish(automat_id, sender, receiver, content):
to publish the content

8. revoke(automat_id, sender, receiver, content):
to revoke a content, this means to mark it outdated

9. deliver (automat_id, sender, receiver, msg to_deliver, msg to_de-
liver_receiver):
to deliver a message via a broker to its intended receiver

10. bound (automat_id, sender, receiver, formal participant_of_inter-

est):
to inform that a formal participant is bound, but without revealing to
whom

To accumulate evidence, any sent message is logged both by its sender and
by its receiver. Furthermore, before sending a message the sender digitally signs
the message (‘authenticity’, ‘integrity’). Sometimes, a message is embedded in
another message, then the embedded message is often deliberately not signed. In
all cases, before sending a message the ‘outer’ message is encrypted with the key
of the intended receiver (‘confidentiality’). When an entity receives a message,
the entity decrypts the message, verifies the signature, checks that it is not a
replayed message, and finally checks that the step_counter value — if contained
— is not less than the step_counter values of all previously received messages.

3.5 Usage of Messages

In a technical report [5] we describe what messages are sent in which order to
enable the SOs to locally take their access decisions. In this paper, we exemplify
a part of these protocols by means of the steps and messages shown in Figure 5l

3.5.1 Initialize a Protocol Instance

Some entity which acts as an initializer instantiates a protocol. As a result the
initializer gets an unbound automaton with b = (). The formal participants will
be bound on demand in the local contexts. The initializer signs the automaton
and finally publishes it on the bb (so far, not shown in Figure [Bl). Then some
entity which acts as a starter starts this automaton by offering the permission
to execute one of the steps which lead off the start state.
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part of automaton:
anonymous SDSD messages:

S 5/ P1\P, ack) Sy = P3 Py aCx > 9

)
L

)y b Z. Y3 U

) means: 2
means: b is not relevant brOker1 —’ bb
(P1.u1) in this example
sB = signed by
W = ted with
e encrypted wi > U3 11 > U4
1: [hide creator of offer msg] deliver(aid,u,,broker ,publish(aid,null,bb,
offer(aid,null,null,s,,1))) SB(U). W (P roker,)
2: [publish offer msg] publish(aid,broker,,bb,
offer (aid,null,null, 2 1 )sB(brokcrl )) sB(brokcrl ),cW(pkbb)
3: [offer execution permission] u, reads (offer(aid,null,null,s,, 1) sBi(broker, broker,)
4: [hide creator of get msg] deliver(aid,u,,broker,,

get(aid,u;,null,s,, 1) SB(u3)) SB(13). W Do,

5: [apply for execution permission] get(aid,u3,null,sz,1)SB(UB)’eW(pkuz)’sB(bmker1)

6: [give execution permission] put(aid,u,,us,s,,1,signOflnvMsg) SB(uy).W(pky)

7: [hide creator of bound msg] deliver(aid,u,,broker,,publish(aid,null,bb,
bound(aid,null,null,p,))) By W Pkprer,

8: [hide creator of revoke msg] deliver(aid,u,,broker,,publish(aid,null,bb,revoke(aid,null,
bb, offer(aid,null,null,s,, 1)))) (09 W Phppoer,

9: [publish bound msg] publish(aid,broker,,bb,
bound(aid’nu”’nu“’p3)sB(bmkerl))sB(brokerl),eW(pkbb)

10: /publish revoke msg] publish(aid,broker;,bb,revoke(aid,null,bb,

Offer(aid’null’null’ S2 1)sB(brokerl ))sB(brokerl ))sB(bmkerl ),eW(pkpy)
11: [start execution] invoke(aid,u3,u4,sz,l,signOfPutMsg)sB(u3) WOk )
§ uy

+ put(aid,u,,us,s,,1 ,signOﬂnvMsg)SB(UZ)’sB(uﬂ’eW(pkw)

Fig. 5. Example of the usage of messages: u2 acts as the last executor; s is the next
executed step; us acts as the next activator; u4 acts as the next executor

3.5.2 Offering the Execution Right
The starter, and later on the pertinent last executor, respectively, creates an
offer msg and prepares to publish it on the bb. In order to hide himself as
creator, the offer msg is embedded into a deliver msg (step 1) and sent via
a so-called broker, using a further embedding into a publish msg (step 1). The
broker unpacks the deliver msg, and forwards the publish msg to the bb,
which actually publishes the offer (step 2).

When an entity reads an offer msg (step 3) and wants to act as the acti-
vator of the respective step, it answers with a new signed get msg. Again, this
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get msg is embedded in a new signed deliver msg (step 4) and returned to the
last executor via the involved broker (steps 4 and 5).

3.5.3 Giving the Execution Right to a Step Activator

The last executor collects all get msgs which it receives and chooses one message
for a positive put msg answer. Before, it does a plausibility check concerning the
correctness of the get msg w.r.t. the underlying SDSD protocol. If the formal
participant is still unbound, then the last executor verifies that the qualification
requirements are complied, creates a new put msg, signs it and sends it directly
to the creator of the get msg (step 6). The put msg permits its receiver to
activate the next step. Consequently the previously published of fer msgs have
to be marked outdated on the bb. Furthermore a bound msg has to be published
on the bb to reveal which formal participant is bound but not to whom. Similar
as before, the publications are mediated by a broker (steps 7 to 10).

If the activator of the next step — more precisely the designated formal partici-
pant —is already bound to a pseudonym, then the last executor has to verify that
the sender of the get msg is equal to this pseudonym (this case is not shown
in Figure [)). If the binding is unknown, the last executor analyses the bound
msgs on the bb. The bound msg that refers to the pertinent formal participant
reveals the broker that was involved in the relevant local context, because the
broker is publicly associated with this message on the bb. Then the last executor
obtains the necessary binding information by asking this broker with a who msg.
To prove the necessity of the request the get msg is forwarded, too.

3.5.4 Giving the Execution Right to a Step Executor

The received put msg permits its receiver to act as the activator of the step. After
checking the plausibility of the put msg w.r.t. the underlying SDSD protocol,
the activator has to invoke the executor of this step. If this executor is already
bound — more precisely the designated formal participant — then the activator
has to ask for the relevant binding similarly to the above described procedure
with one difference.

If the activator knows the executor’s pseudonym, it creates a signed invoke
msg and sends it to the executor, together with a put msg to improve the
plausibility (step 11). Then the executor executes the action of the step. If the
executor is not yet bound, the activator chooses one of the candidates (according
to the ind function) listed at the name service. Then, as described before, the
step is executed with the help of an invoke msg. Because a formal participant
has just been bound, the executor has to publish this information on the bb.

4 Security Properties

We only state basic security claims, whose justifications are omitted for space re-
strictions but documented in a technical report [5]. Furthermore, Table[llsumma-
rizes how the requirements, as presented in Section 3] are met by the employed
mechanisms, as surveyed in Sections and [33] The claims and justifications
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assume that all communication channels are reliable, all sites are online and
operating. These conditions have to be guaranteed by additional mechanisms.

Claim. If security is violated, then a referee (i.e. a trusted third party) is able to
name the pseudonym under which the last fraudulent behaviour occurred that
took place before executing a forbidden activity.

Claim. No central component obtains binding information, except the binding
information which the component can infer before any binding has taken place.

Claim. Information concerning the bindings in a local execution context is only
transferred to entities (and their involved brokers) which (a) participate in this
context or (b) answer binding questions of entities participating in this context.
Furthermore, (c) the binder that answers a binding question of an entity from
this context reveals to the questioner (and its involved broker) under which
formal participant the binder has made the binding.

Claim. In the worst case a local execution context consists of four formal partic-
ipants and therefore of at most four entities.

5 Related Work

Hansen/Pfitzmann [I0] provide an extensive terminology proposal regarding
anonymity, pseudonymity and related terms. Their definitions mostly correspond
to our view. Steinbrecher /Koepsell [17] suggest an entropy based measure for the
degree of anonymity, which we can transfer to our setting. Further proposals for
anonymity measures can be found e.g. in Diaz et al [9] or Serjantov/Danezis [16].

WIDE [7] uses workflow authorization constraints for a flexible assignment of
tasks to roles and agents. The workflow security model W-RBAC [20)] is a RBAC-
based permission service and a workflow component, using a logic based language
and providing a mechanism for controlled overriding of constraints. Tucupi [21]
is a prototype, which makes use of the W-RBAC model. The administrative ac-
tivity of overriding constraints is treated in the same way as a normal activity.
This idea of a self administrative mechanism is viable in the SDSD proposal as
well [4]. Moreover, there are several publications dealing with security for work-
flows, e.g. by Huang/Atluri (SecureFlow) [11], Oh/Park (T-RBAC) [14], Knorr
[13], Sun/Pan [I9] and Bertino et al. [I]. All these approaches are centralistic,
thus suffering from the problems described in Section 21

METEOR [22] is a web-based wfms which has a distributed enactment service,
but without addressing anonymity issues. SALSA [12] is a distributed wfms for
inter-organizational workflows, addressing the specific security problems for such
workflows. To support state dependent access control, SALSA uses so-called
monitor servers which log the execution history. These servers can be queried
by the enforcement mechanism and prevent anonymous participation. By some
suitable restrictions, it may be possible to support anonymous participation.

Schulz/Orlowska [15] treat privacy requirements of cross-organizational wfs,
distinguishing between private wfs, wf views and coalition wfs. The proposed
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architecture has the potential to effectively meet certain privacy requirements.
Since the monitors are controlled by their owning organizations the pretence of
false wf execution states can neither be prevented nor detected.

The increasing need of quick response to market opportunities led to the idea
of virtual organizations (e.g. Strader et al. [18], [6]), where different companies
temporarily collaborate in a loosely-coupled way. Our Anonymous SDSD ap-
proach addresses some requirements of virtual organizations: participation in
workflow instances across company boundaries, hiding the organizational de-
tails which are not necessary for the cooperation, a decentralized access control
enforcement system which works under limited trust between the companies.

The development of state dependent access control for web services seems to
be in an early phase. Coetzee/Eloff [§] demand access control decisions based on
results of previous actions without offering a solution. Yang et al. [23] suggest
a trust-based security model and an enforcement mechanism which uses event
trigger rules that enable certain dynamic constraints. But — unlike our approach
— restrictions like, e.g., ‘an entity has access to a web service x, if and only if
this entity has previously accessed another web service y’, cannot be enforced.

6 Conclusion

The cooperation across different security domains raises various challenges regard-
ing the confinement of information flows. As an important example, we identi-
fied and analysed the problem of anonymous participation in inter-organizational
workflow instances. We presented and justified a general concept for a solution:
Replacing a traditional central control by an innovative distributed combination
of known techniques like onion routing, logging, bulletin boards, pseudonyms
and proxies, we achieved the hiding not only of the identities but also of the
pseudonyms of the actual participants, as far as possible in a specific situation.
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Abstract. Nowadays, the interaction between systems is absolutely essential to
achieve business continuity. There is a need to exchange and share services and
resources. Unfortunately, this does not come without security problems. The or-
ganizations (companies, enterprizes, etc.) have to manage accesses to their ser-
vices and resources by external opponents. O20 is a formal approach we suggest
in this paper to deal with access control in an interoperability context. It is based
on two main concepts: Virtual Private Organization (VPO) and Role Single-Sign
On (RSSO). A VPO enables any organization undertaking an inter-operation with
other organizations to keep control over the ressources accessed during the inter-
operability phases. The RSSO principle allows a given subject to keep the same
role when accessing to another organization but with privileges defined in the
VPO. Thus, using O20, each organization can define and enforce its own se-
cure interoperability policy. O20 is integrated in the OrBAC model (Organiza-
tion based access control).

Keywords: Virtual Organization (VO), Virtual Private Organization (VPO), Role
Single Sign On (RSSO), OrBAC, Access Control, Authority spheres, Interoper-
ability.

1 Introduction

Current information systems are more and more distributed and require more interac-
tions with external components or services. Classical client/server architecture is no
longer adapted to manage these systems when several organizations have to exchange
information or provide service interoperability. For this purpose, the concept of Vir-
tual Organization (VO) has been suggested [13U18]]. A VO is created by several or-
ganizations and is formed with some users, services or resources from the different
organizations.

To interact securely in a VO, each organization has to define its security policy and
every interaction must be compliant with the policies of organizations involved in the
interaction. Classical security models such as the RBAC model [19] are not suited
to model these requirements. They only apply to centralized management of security
in which some servers implement their security policy to control the access of some
clients. However, in a VO, each principal wants to have some guarantee that information
provided to other principals are processed securely. Thus, every principal implements
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its own policy and the interaction will only take place if it does not violate their policy.
Access control models have to be adapted to manage such symmetric behavior.

In this paper, we suggest a new approach called O20 (for Organization to Organiza-
tion) to manage interoperability between components having their own policies defined
by different organizations. To explain the basic principals of O20, let us consider that a
given organization Alice.org wants to interoperate with another organization Bob.org. In
this case, each organization has to define a Virtual Private organization (VPO) respec-
tively called Alice2Bob (A2B for short) and Bob2Alice (B2A for short). The VPO A2B
is associated with a security policy that manages how subjects from organization Al-
ice.org may have an access to organization Bob.org. We say that the VPO A2B manages
the interoperability security policy from Alice.org to Bob.org. The VPO B2A is similarly
defined to control accesses of subjects from Bob.org to Alice.org. Hence, a VPO is a dy-
namic organization created to achieve a given purpose of interoperability and disappears
once this purpose in no more needed. VPO is the basic concept used to enforce our 020
approach.

020 is formally defined as an extension of the OrBAC model [118]]. The concept of
organization is central in this model. In OrBAC, each organization can define its own
security policy which does not directly apply to concrete subjects, actions and objects.
Instead, the policy is defined using the organizational concepts of role, activity and view
which are respectively abstractions of subject, action and object (this is further detailed
in section 3] below). The concrete policy that applies to subjects, actions and objects is
then derived from the organizational policy specification.

We suggest extending the OrBAC model so that an organization can also define inter-
operability security policies with other organizations using O20. One advantage of the
approach is that a given subject who is assigned to a given role in an organization A can
keep his or her role when accessing to another organization B but possibly with different
privileges as defined in the interoperability policy of A2B. By analogy with Single-Sign
On used for identity management, we call this principle RSSO for Role Single-Sign
On. For instance, let us assume that a given subject is assigned to role physician in a
given hospital A. Then, when this subject attempts to have an access to another hospital
B, this subject is assigned to role physician, not in hospital B, but in the VPO A2B. By
doing so, this subject can keep his or her role but possibly with different privileges than
other subjects that are directly assigned to role physician in B. Notice that privileges of
role physician in the virtual private organization A2B are also generally different from
those of role physician in organization A.

The remainder of this paper is organized as follows. Section [2l further motivates our
approach and compares it with other proposals. Section [3| gives an overview of the Or-
BAC model. Section ] defines the confinement principle. We argue that this principle
must be enforced so that secure interactions between organizations may take place.
Section |3 presents our O20 approach and shows how it is used to manage security in
a virtual organization. We formally define inter-organization compatibility in section
which makes it easy interactions between organizations that need to interoperate. Sec-
tion[7] shows how our O20 model applies to manage security of a Virtual Organization.
Finally, section[§] concludes the paper.
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2 Motivation

Federation of identity currently facilitates the subject’s authentication through the Inter-
net. For example, using Liberty Alliance [4], some subject has not to repeatedly identify
himself or herself with a new password each time he or she wants to have an access to a
service managed by a different organization. Hence, this subject only manages a single
password (single-sign on [[15]) and then, through certificate exchanges, he or she can
access to other organizations that belong to the Alliance without the halting delays of
redundant entry.

However, at first glance, except the real advantage that the authentication is done once
for all, this process is not fully satisfactory as it is based on a high level consideration
of Alliance membership. Hence, if A and B are two members of the alliance then (1) all
authenticated subjects of B will have the same set of rights when accessing to A and (2)
the access control is not fine grained as it is based on some characteristics shared by all
B’s subjects vis-a-vis of A. For instance, let us consider a subject John who is assigned to
role customer into a first organization A and that another organization B gives a special
discount to the customers of organization A. Once John is logged in organization A, if
both A and B are members of Liberty Alliance, then B will trust in the certificate delivered
by the Alliance that says that John comes from organization A. However, this certificate
does not guarantee that John is assigned to role customer in organization A.

This need for finer grained dynamic access control has been identified by Liberty
Alliance and is included in the SAML 2.0 specification. The solution is based on ex-
change of credentials [[12]. A credential contains attribute information used to establish
trust between two parties A and B. Traditionally, the credential is sent as a whole. In
this way, though not necessary, all information contained in the credential is disclosed.
To avoid this disclosure, the other drastic measure is to reveal nothing about the infor-
mation contained in the credential. In these traditional approaches, interaction between
some parties A and B belonging to some Alliance can fail though for both A and B the
amount of information that has to be disclosed is acceptable.

Some works have been done to manage a more subtle access control policy to the
information contained in the credentials and to define classes of negotiation strategies
to control disclosure of credentials during the interaction. TrustBuilder [[10J22]] provides
a set of language-independent protocols that ensures the interoperability of the negoti-
ation strategies. During a negotiation, a local security agent uses a negotiation strategy
to determine which local resources to disclose next and to accept new disclosure from
other participants. Trust-X [3]] also supports different strategies for trust negotiations to
determine the order in which credentials should be disclosed.

Besides the definition of negotiation strategies, we also need high level languages
to enable parties who intend to inter-operate to specify authorization requirements that
must be met to access to all or part of the information contained in the credential. An
example of such a language is presented in the work by J. Li, N. Li and W. Winsborough
[[L1]. Though this language that defines security policies based on credential are inspired
by the well known access control model RBAC, it is not free of ambiguity. There is no
clear separation between the security policy specification and credential that are used
to implement this policy. A similar comment applies to other approaches such as the
Dynamic Coalition-Based Access Control (DCBAC) model [21]].
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Moreover, as we said in the introduction, the use of RBAC as access control model is
not judicious. As a matter of fact, the role approach leads to a more fine grained access
control to attribute information transmitted in the credential than the Liberty Alliance
or Micro Passport [14]] access control do. But the interoperability enabled by such a role
approach is static; all the roles needed for this interaction must be anticipated and have
to be defined in advance.

We actually need approaches that allow organizations to specify more dynamic ac-
cess control policies. This is typically the case when several organizations interoperate
through a Virtual Organization. Grid computing is especially concerned with the shar-
ing and coordinated use of resources in such distributed VOs [9]. In a VO, one must
guarantee interoperability of diverse local mechanisms, support dynamic creation of
services and enable dynamic creation of trust domains. For instance, the CAS server
[[L6] allows VOs to express policies and communicates these policies to various local
organizations involved in the VO. Thus, CAS implicitly assumes a centralized admin-
istration of the VO security policy and does not answer the following questions [[17]:
(1) Who is in charge of defining the security policy associated with the VO, (2) Who is
responsible for administrating this security policy?

Since there are several organizations involved in the VO having possibly conflict-
ing interests, it is not easy to answer these two questions if we assume a centralized
administration of the VO security policy. This is why we argue for a decentralized ad-
ministration of the VO and we suggest our O20 approach whose objectives are the
following:

— In 020, each organization involved in a VO is responsible for controlling inter-
operability with other organizations through the definition and administration of a
Virtual Private Organization (VPO). VPO provides a fully decentralized adminis-
tration of a VO.

— In a VPO, it is not necessary to define new roles. When accessing to another orga-
nization, a given subject can keep the same role as in its own organization, but the
VPO will define the security policy associated with this role in this other organiza-
tion. Thus, in some sense, VPO generalizes the concept of single sign on already
defined for subject identity to role identity. This is why we call this principle RSSO
(Role Single-Sign On).

— In a VPO, it is possible to specify dynamic and fine grained access control. In
particular, the organization concept as it is defined in the OrBAC model brings the
dynamical dimension through our O20 approach.

— Our 020 model clearly separates the security policy specification from its imple-
mentation. In this paper, we only present the policy specification part of our model.
We do not address its implementation through trust negotiation by exchange of
credentials.

3 Outline of the OrBAC Model

Since 020 is actually defined as an extension of the OrBAC model, we first briefly
present the basic principles of OrBAC.



020: VPO to Manage Security Policy Interoperability 105

The concept of organization is central in OrBAC. Intuitively, an organization is any
entity that is responsible for managing a security policy. Each organization can use Or-
BAC to specify its own security policy at the organizational level, that is abstractly from
the implementation of this policy. Thus, instead of modelling the policy by using the
concrete and implementation-related concepts of subject, action and object, the OrBAC
model suggests reasoning with the roles that subjects, actions or objects are assigned in
the organization. The role of a subject is simply called a role as in the RBAC model. On
the other hand, the role of an action is called an activity whereas the role of an object is
called a view.

Each organization can then define security rules which specify that some roles are
permitted or prohibited to carry out some activities on some views. These security rules
do not apply statically but their activation may depend on contextual conditions. For
this purpose, the concept of context is explicitly introduced in OrBAC. Thus, using
a formalism based on first order logic, security rules are modelled using a 6-places
predicate:

— security_rule(type, org, role, activity, view, context) where type belongs to {permission,
prohibition}.

For instance, the following security rule:

— security_rule(permission, a_hosp, nurse, consult, medical_record, urgency) means
that, in organization a_hosp, a nurse is permitted to consult a medical record in the
context of urgency.

The organizational policy is then used to automatically derive concrete configura-
tions of PEP’s (Policy Enforcement Point, see the AAA architecture). For this pur-
pose, we need to assign to subjects, actions and objects, the roles they are assigned in
the organization. In the OrBAC model, this is modelled using the following 3-places
predicates:

— empower(org, subject, role): means that in organization org, subject is empowered
in role.

— consider(org, action, activity): means that in organization org, action is considered
an implementation of activity.

— use(org, object, view): means that in organization org, object is used in view.

For instance, the fact empower(a_hosp,john,physician) means that organization a_hosp
empowers john in role physician.

Notice that, instead of enumerating facts corresponding to instances of predicate
empower, it is also possible to specify role definitions which correspond to logical con-
ditions that, when satisfied, are used to derive that some subjects are automatically em-
powered in the role associated with the role definition. Role definition may be viewed
as an extension of the Attribute-Based User-Role assignment suggested in [2]]. For in-
stance, a bookshop bs may consider that a subject is empowered in role gold_customer
if this subject is empowered in role customer and if he or she has been a customer for
more than ten years. This is modelled by the following role definition:
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— empower(bs, X, gold_customer) :-
empower(bs, X, customer), membership(bs,X,Y), Y >=10.

Activity and view definitions are similarly used to automatically manage assignment
of action to activity and object to view. Role definition (resp. activity and view defini-
tion) are used in our O20 approach for managing federations of roles (resp. activity and
view) as specified in interoperability security policy (see section [3).

Regarding context, we have also to define logical conditions to characterize when
contexts are active. In the OrBAC model, this is represented by logical rules that derive
the following predicate:

— hold(org, subject, action, object, context): means that in organization org, subject
performs action on object in context context.

Using the model, one can then derive concrete privileges that apply to subject, action
and object from organizational security rules. This corresponds to the following general
principle of derivation:

— concrete_privilege(Type,S,Act,Obj) :-
security_rule(Org, Type,R,A,V,Cxt),
empower(Org,S,R) use(Org,0bj,V), consider(Org,Act,A),
hold(Org,S,Act,Obj,Cxt).

that is a subject S has a concrete privilege of type Type to perform an action Act on
object O if (1) organization Org assigns to role R a security rule of type Type to perform
activity A on view V in context Cxt and (2) if Org empowers subject S in role R and
(3) Org uses object O in view V and (4) Org considers that action Act implements the
activity A and (5) in Org, the context Cxt is active when subject S is performing action
Act on object Obj.

This general principle of derivation of concrete privileges from organizational autho-
rizations is used to automatically generate concrete configurations (see [5] for further
details in the case of network security policies). We actually restrict our model to be
compatible with a stratified Datalog program [20], so that derivation in our model is
computable in polynomial time.

4 Confinement Principle

Since OrBAC can explicitly manage several security policies related to different orga-
nizations, it provides an adequate framework to define security policies for organiza-
tions that have to interoperate. For instance, let us consider two hospitals a_hosp and
b_hosp. We assume that each hospital manages its own medical records into a view
medical_record and that there is no medical record shared by the two hospitals. We also
assume that each organization manages a role physician and that a physician is permitted
to consult medical records handled by his or her hospital in every situation (correspond-
ing to a context called nominal). In OrBAC, this is modelled by the following security
rule:
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— security_rule(permission, a_hosp, physician, consult, medical_record, nominal). and
similarly for b_hosp.

Up to now, notice that a physician from a given hospital cannot have an access to
medical records managed by the other hospital. More precisely, OrBAC actually imple-
ments a confinement principal so that the scope of every security rule is restricted to the
organization in which the rule applies. Thus the rule above specifies that a physician
is permitted to consult medical records of a_hosp but prevents him to have an access
to medical records of b_hosp (except if some medical records are physically shared by
both a_hosp and b_hosp but this is not our assumption here).

Confinement is a good security principle. When dealing with interoperability re-
quirements, we have to be compatible with this principle. For instance, let us assume
that, in a context of urgency, a_hosp wants to grant to physician from b_hosp the permis-
sion to consult its medical records. A first possibility, which preserves the confinement
principle, would be that a_hosp creates a new role b_physician and specifies the follow-
ing security rule:

— security_rule(permission, a_hosp, b_physician, consult, medical_record, urgency).
and the following role definition:
— empower(a_hosp, X, b_physician) :- empower(b_hosp, X, physician).

This role definition rule says that a subject X is empowered in role b_physician in or-
ganization a_hosp if this subject is empowered in role physician in organization b_hosp.

So let us consider a subject Alice who is empowered in role physician in organization
b_hosp and that context urgency is active in organization a_hosp. If Alice asks for an
access to an a_hosp’s medical record, then she will have to give her credential that
proves that she is empowered in role physician in organization b_hosp. By doing so, she
will automatically be empowered in role b_physician in organization a_hosp and thus
will be permitted to have an access to a_hosp’s medical records since we assumed that
the context urgency is active.

However, this first solution to manage interoperability is not satisfactory for at least
three reasons:

1. From the security administration point of view, it will create many “artificial” roles
related to interoperability, such as the b_physician role. At the end, this may signif-
icantly complicate administration of the security policy.

2. From the usability point of view, physicians from organization b_hosp will have to
manage several differentroles: role physician in organization b_hosp, role b_physician
in organization a_hosp, etc. This is not satisfactory.

3. From the interoperability point of view, physicians from organization b_hosp may
be temporarily permitted to have an access to a_hosp (for instance they are asked to
intervene after some catastrophic event). When the need for interoperability ends, it
is necessary to revoke physicians from their role b_physician. This is not convenient
and a more dynamic approach is necessary.

Thus, one of the objectives of our O20 approach is to provide a more adequate
management of role (and also of activity and view).
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5 020 and Virtual Private Organization

In some sense, our O20 model is similar to management of identity provided by fed-
erations of identity such as Liberty Alliance. When a given organization A wants to
interoperate with another organization B, it has first to create a Virtual Private Organi-
zation (VPO) B2A and associate B2A with a security policy to control interoperability
from B to A (see figure [l for an application of the O20 approach with three organiza-
tions). Similarly organization B will create another VPO A2B to control interoperability
from A to B.

Thus, each VPO is associated with two attributes: o-grantor and o-grantee. The o-
grantor attribute represents the organization which has created the VPO in order to
grant some accesses to subjects coming from another organization represented by the
o-grantee attribute.

As shown in figure[Tl a VPO is within the sphere of authority [[1] of the o-grantor at-
tribute. A sphere of authority defines an oriented relation between organizations whose
meaning is the following: An organization A is in the sphere of authority of another
organization B if the security policy that applies to A is defined and administrated by B.
This administration is done thanks to the AdOrBAC model principles (see [6] for more
details).

i i B.or i
! A.org i | S

C-gi/mh'(l)rity sphere

Fig. 1. Security policy interoperability between three organizations

Thus, in a VPO, the o-grantor organization can define roles, activities and views and
associate these roles, activities and views with contextual security rules as in a classical
organization of the OrBAC model. When assigning subjects, actions and objects to
the respective roles, activities and views defined in the VPO, the following restrictions

apply:
— If a given role is assigned to a given subject in a VPO, then this subject must come
from the o-grantee organization of this VPO. This is because a VPO is designed
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to control how subjects from the o-grantee organization may have an access to the
o-grantor organization.

— If a given object is used in a given view in a VPO, then this object must be used in
some view in the o-grantor organization. This is because, in a VPO, the o-grantor
organization can only grant access to its “own” objects.

— If a given action is considered an implementation of an activity, then this action
must be controlled by the o-grantor organization. This will be the case when this
action is directly implemented by the o-grantor organization (for instance, a web
service provided by the o-grantor). When this action actually comes from the o-
grantee organization (for instance a mobile code such as an applet), the situation
is more complex. In this case, the o-grantor organization will choose either to (1)
not trust this code and to reject it or (2) execute it in a confined space or (3) ask
some guarantee to the o-grantee organization. In this latter case, we consider that
this must be part of the negotiation protocol.

In the above example, since a_hosp wants to interoperate with b_hosp, a VPO
b_hosp2a_hosp is created (bh2ah for short in the following). To grant to physicians from
b_hosp the permission to consult medical records in organization a_hosp in the context
urgency, we have to add to the VPO bh2ah security policy the following security rule:

— security_rule(permission, bh2ah, physician, consult, medical_record, urgency).
and the following role definition:
— empower(bh2ah, X, physician) :- empower(b_hosp, X, physician).

In particular, notice that physicians from b_hosp will keep their role when accessing
to a_hosp (RSSO principle). Notice also that the O20 approach clearly separates the
physician’s permissions in the VPO bh2ah from their permissions in both a_hosp and
b_hosp.

This is a simple example. We can imagine more complex examples. For instance, in
September, a bookshop bs may grant special discount on scientific books to students of
university u who have a credit card and are more than 18 years old. This is modelled as
follows:

— security_rule(permission, u2bs, student, special_discount, scientific_book,
september).
— empower(u2bs, X, student) :-
empower(u, X, student), age(X,Y), Y >= 18, credit_card_holder(X).

Of course, implementation of the O20 is based on credential exchange. For instance,
in the above example, a student will have to exchange her credential to prove she is
actually a student from university u, is more than 18 years old and is a credit card
holder. However, compared with previous approaches such as [11121], one advantage
of 020 is that it clearly separates the specification of the interoperability security policy
from its implementation with credentials.
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6 Security Policies Compatibility

One of the advantages of the OrBAC model is that the security policy specification of an
organization is structured using the concepts of role, activity, view and context. To ease
the definition of interoperability security policies, it is possible that some organizations
will agree that some correspondances exist between their respective roles, activities,
views and contexts.

Let us first present the concept of role compatibility. If a given organization B agrees
that a given role role_A of another organization A is compatible with one of its role
role_B, then every subject empowered in role role_A in organization A will automatically
be granted the privileges of role_B when accessing to organization B.

To model role compatibility, we introduce the following predicate:

— compatible_role(A2B,role_A,role_B): in the virtual organization A2B, organization B
agrees with organization A that role_A defined in organization A is compatible with
role_B defined in organization B.

Using this predicate, we can automatically derive some part of the interoperability
policy by considering the following rule:

R1: security_rule(Type,A2B,Role A,Activity, View,Context) :-
o-grantee(A2B,A), o-grantor(A2B,B),
security_rule(Type,B,Role B,Activity,View,Context),
role_compatible(A2B,Role_A,Role_B).

This rule says that if organizations A and B agree that Role_A is compatible with Role_B,
then every security rule assigned to Role_B in the organization B are also assigned to
Role A in the VPO A2B.

The approach based on view, activity and context compatibility is different. Thus, let
us assume that a given organization B agrees to consider that a given view view_A (resp.
activity activity_A) (resp. context context_A) of organization A is compatible with one
of its view view_B (resp. activity activity_B) (resp. context context_B). Now, if a given
role role_A of organization A is permitted to perform activity_A on view_A in context con-
text_A, then this role role_A will be automatically permitted to perform activity activity_B
on view view_B in context context_B in organization B.

This is modelled by using three other predicates compatible_view, compatible_activity,
and compatible_context whose meaning is similar to predicate compatible_role. We then
consider the following rule which is used to automatically derive some part of the in-
teroperability policy:

R2: security_rule(Type,A2B,Role,Activity_ B,View_B,Context B) :-
o-grantee(A2B,A), o-grantor(A2B,B),
security_rule(Type,A,Role,Activity A,View_A,Context_A),
activity_compatible(A2B,Activity_A,Activity_B),
view_compatible(A2B,View A, View_B),
context_compatible(A2B,Context_A,Context_B).
This rule says that if organizations A and B agree that Activity_A, View_A and Context_A
are respectively compatible with Activity_B, View_B and Context_B, then security rules
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that apply in the organization A also applies in the VPO A2B after replacing Activity_ A
in Activity_B, View_A in View_B and Context_A in Context_B.

To illustrate rules R1 and R2, let us consider two organizations french and nato that
respectively correspond to French and Nato Defense Organizations. The policy of the
nato organization includes the following security rules:

S1: security_rule(permission,nato,nato_confidential,read,nato_confid_doc,need_to_know).
S2: security_rule(permission,nato, nato_secret, read, nato_secret_doc, need_to_know).

Rule S1 says that in organization nato, subjects empowered in role nato_confidential
(correspond to subjects cleared at level nato_confidential) are permitted to read docu-
ments in view nato_confid_doc (correspond to documents classified at level nato-
confidential) in context need_to_know. Rule S2 is similar to rule S1 but applies to sub-
jects cleared at level nato_secret that are permitted to read documents classified at level
nato_secret.

Let us now assume that organizations french and nato create two VPOs fr2nato
and nato2fr to manage their interoperability and that they agree about the following
compatibilities:

F1: role_.compatible(fr2nato, confidentiel_defense, nato_confidential).
F2: activity_compatible(nato2fr, read, lire).

F3: view_compatible(nato2fr, nato_confidential_doc, doc_cd).

F4: view_compatible(nato2fr, nato_secret_doc, doc_cd_special fr).

F5: context_.compatible(nato2fr, need_to_know, besoin_de_connaitre).

Then from R1, S1 and F1, we can derive the following security rule:

security_rule(permission,fr2nato,confidentiel defense,read,nato_confid_doc,need_to_
know).

Actually, from F1, we can derive that, when accessing to organization nato, subjects
empowered in role confidentiel_defense in organization fr will get the same permissions
as subjects empowered in role nato_confidential in organization nato.

From R2, S1, F2, F3 and F5, we can derive:

security_rule(permission,nato2fr, nato_confidential, lire, doc_cd, besoin_de_connaitre).
And from R2, S2, F2, F4 and F5, we can derive:

security_rule(permission,nato2fr,nato_secret,lire, doc_cd_special_fr,besoin_de_connaitre).

7 Application to VO Policy Administration

In a Virtual Organization (VO), several organizations share some of their subjects,
actions and objects to achieve a common purpose. Usually, an initiator organization,
which wants to create a VO, will have to issue a query to other organizations it wants
to interoperate with. The VO will be created if all the organizations that receive this
query agree to be a member of this VO. Each of these organizations will require that
the access to its resources must be compliant with some security policy. We claim that
these interoperability security policies defined by the different organizations actually
correspond to VPOs.
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Thus, in our O20 approach, the security policy of the VO is the union of all these
VPOs. The problem is then to define how to manage the security policy of the VO.
There are three main approaches:

— Decentralized VPO management: This closely corresponds to the approach sketches
in figure[Il After defining its VPOs to control interoperability with other organiza-
tions in the VO, each organization will manage these VPOs that are inside its sphere
of authority. Thus, when a subject of a given organization A wants to have an ac-
cess to another organization B, this subject will issue a query. Organization B will
apply the VPO A2B to check whether this query is authorized. This will generally
require exchanging credentials between A and B for negotiating the access. If this
negotiation phase succeeds, then the access will be granted.

A.org
B2A ! '
A.authority- \ C.authority-
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Fig. 2. Centralized VPO Management

— Centralized VPO management: In this case, a VPO is both in the authority sphere
of a given organization which is in charge of defining its interoperability policies
and in the management sphere of a server (see figure[2)) which is in charge of man-
aging all the interoperability policies of those organizations that trust this server.
So, managing the VPOs is delegated to a unique trust server, which may be viewed
as an extension of a CAS server (Globus toolkit) [[16] or an advanced PEP, say PMP
for Policy Management Point. Once a VO is created, each organization involved in
this VO will have to send its VPOs to this server. When a subject s_A from a given
organization A wants to have an access to another organization B, this subject must
send its query to the server. The server will first authenticate this subject to get the
proof that this subject is member of one of those organizations involved in the VO.
Then the server will apply the VPO A2B and negotiate the access on behalf of or-
ganization B. If this negotiation succeeds, the server will sign the query so that the
subject can then present this query to organization B for evaluation.
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— Hybrid VPO management: The sensitivity of interoperation may vary. In the case of
organizations (governmental or military for instance) that deal with high sensitive
information, assigning the task of managing the interoperability policies to a server
may not meet the high confidentiality requirements of such organizations. When
some Virtual Organization is created, these organizations may not entrust the server
used in the Centralized VPO Management approach and/or may not accept to send
its interoperability policy to this server because this may disclose some sensitive
information and/or may not agree to interoperate with some organizations involved
in this VO. In both case, Hybrid VPO management may be used (see figure 3. In
this figure, three organizations A.org, B.org and C.org agree to interoperate through
Centralized VPO management, whereas the fourth organization D.org only accepts
to interoperate with organization A.org using Decentralized VPO management.

A.authority- \
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C.authority-

sphere

s -
: Y
\
\
\
E \
\

Management-sphere

'
/

C.authority-
sphere

/ __________ C.org
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-sphere
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Interoperability

Sensitive
Interoperability

Fig. 3. Hybrid VPO Management

In every approach, the interoperability policies are specified using the OrBAC model.
The authority or the management sphere checks for each query(s,a,o) if a concrete
permission for subject s to do action a on the object o can be derived from the specified
VPO policies (see [8] for further details on the concrete permission derivation process).

The main advantage of the centralized management approach over the decentralized
one is that, since the trust server has a global view of all the VPOs, it can manage possible
conflicts between these VPOs. For instance, let us come back to the example of section
and consider that a bookshop a grants a special discount on scientific books to students
of university b who have a credit card and are more than 18 years old. If the policy of the
university b denies the access to the fact that a student is more than 18 years old, then the
negotiation between the bookshop a and the university b will always fail. By analyzing
the interoperability policies a2b and b2a, the trust server can detect these conflicts and
warn the organizations about the impossibility to interoperate in this case.
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8 Conclusion

Several works investigate interoperability between entities that have not a priori com-
patible access control policies. The delicate problem that faces both industrialists and
researchers is to identify and enforce minimal requirements so that these interactions
continue to be compliant with each security policy of those entities involved in this in-
teroperation. In this paper, we claim that most of these works do not establish a clear
separation between (1) the definition of the security policy to be applied in this context
of interoperation, (2) how to express it, (3) how to administer it and (4) how to manage
it. Our O20 approach gives a response to each of these interrogations. We introduce
the concept of VPO to designate the sub-organization in charge of the interoperability
access control. This interoperability access control policy is constrained by the access
control policy of the parent organization of this VPO but perceptibly differs from it.
In the O20 approach, VPO policies are expressed using the OrBAC model. Its built-in
confinement principle ensure a secure interoperation and its structure around organiza-
tions, roles, activities, views and contexts entities makes it easier to specify dynamic
fine grained access control. Moreover, the RSSO principle allows a subject to keep his
or her role when accessing to another organization.

In the O20 approach, interoperability policies are always defined and administered
by the VPO parent organization. In this way, the VPO controls all the external accesses
to the resources of the parent organization that is involved in an interoperation. The VO
policy can be actually viewed as the union of the VPO policies.

The management of the VPO policies in the O20 approach can be done by the VPO
itself (decentralized management) or it can be delegated to a trust server (centralized
management) or a combination of the two (hybrid management). In the case of an in-
teroperation involving more than two organizations, the centralized approach is clearly
advised as it is able to efficiently manage conflicts and control negotiations. However,
the hybrid approach is sometimes necessary when some organizations do not entrust
the server used in the centralized approach.

Due to space limitation, we have not tackle, in this paper, the problem of negotiation
and the exchange of credentials. Of course, the negotiation protocols like those used by
TrustBuilder or Trust-X have to be adapted to handle OrBAC policy expressions.

The collaboration of several organizations in a VO may lead to creation of new ob-
jects. Clearly, these new objects do not belong to any members of the VO. Managing
accesses to new resources created in a VO represents further work to be done.
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Abstract. Recent web-based applications offer users free service in ex-
change for access to personal communication, such as on-line email ser-
vices and instant messaging. The inspection and retention of user com-
munication is generally intended to enable targeted marketing. However,
unless specifically stated otherwise by the collecting service’s privacy pol-
icy, such records have an indefinite lifetime and may be later used or sold
without restriction. In this paper, we show that it is possible to protect
a user’s privacy from these risks by exploiting mutually oblivious, com-
peting communication channels. We create virtual channels over online
services (e.g., Google’s Gmail, Microsoft’s Hotmail) through which mes-
sages and cryptographic keys are delivered. The message recipient uses
a shared secret to identify the shares and ultimately recover the original
plaintext. In so doing, we create a wired “spread-spectrum” mechanism
for protecting the privacy of web-based communication. We discuss the
design and implementation of our open-source Java applet, Aquinas, and
consider ways that the myriad of communication channels present on the
Internet can be exploited to preserve privacy.

1 Introduction

Internet users hemorrhage personal information. Almost every interaction on the
web is scanned (directly or indirectly) by some party other than those directly
involved in the transaction. Tracking cookies, web bugs, and other tools are
used by advertisers to follow users as they move from site to site across the
Internet [21]. Less scrupulous groups rely upon spyware to surreptitiously acquire
personal information. Such information can be warehoused, collated with other
sources, and stored indefinitely.

Recently, however, a more active means of collecting personal information has
become common: users expose their personal communications to service providers
in exchange for free online applications such as email and instant messaging. As
promoted, access to this information allows online providers to personalize the
user experience by offering targeted advertisements [I6]. The revenue generated
by connecting users and vendors has historically fueled much of the growth of the
Internet, and is the major source of revenue for many websites. Hence, user pro-
filing is an often positive and possibly necessary element of online life.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 116-[I31] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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However, the communications provided by users of these new services such as
free email can be used to develop profiles that extend far beyond simply online
habits. By allowing these services to scan the contents of every message that
passes through their system, they provide commercial interests with insight into
their daily and sometimes highly personal lives. The contents of such commu-
nications are further susceptible to interception and examination by repressive
regimes [IJ19]. Such practices are becoming the norm in web-based applications.
Unfortunately, the legal devices for protecting user privacy against abuse or sale
of this information are few, and those that do exist are often ineffective [7].

We assert that users need not sacrifice their right to privacy in exchange for
any service. Just as customers of the postal service have come to expect that their
messages will only be read by the intended recipient, so too should users of web-
based services be guaranteed privacy in their communications. We demonstrate
that strong confidentiality is attainable for all Internet users, regardless of the
privacy policy of these online services.

In this paper, we introduce Aquinas, an open source tool designed to provide
email privacy while maintaining plausible deniability against the existence of the
unobservable (covert) communication. The Aquinas client provides privacy using
a hybrid scheme; we employ cryptography to secure communication, steganogra-
phy to hide the existence and substance of ciphertext, and multipath delivery to
ensure compromised accounts or intercepted messages provide little information
to an adversary. All email messages are initially encrypted and protected with
a message authentication code (MAC) to ensure confidentiality and integrity.
The key and ciphertext are then carefully divided into shares. The shares are
embedded in emails using steganographic tools and sent to the recipient via
multiple email accounts established at competing services such as Yahoo! Mail,
Gmail, and Hotmail. When the recipient receives the ciphertext and key shares,
Aquinas reconstructs the key and ciphertext. The ciphertext is decrypted and
the contents validated to obtain the plaintext message.

Aquinas is an open-source Java applet. While the mechanisms and distributed
nature of content delivery make the current iteration of Aquinas highly robust
against multi-party collusion and third-party scanning, it is our intention to allow
anyone to contribute additional algorithms and functionality to the codebase.
This diversity of operation means that ultimately, the ability of any entity to
detect or prevent private communications through web-based email services will
be severely curtailed.

Through its use of multiple channels for message delivery, Aquinas’s design
mimics wireless “spread-spectrum” protocols, which use a pseudo-random pat-
tern of radio channels in order to prevent eavesdropping and jamming. Even
with the observation of some subset of channels, an adversary gains no usable
information about the true nature of a message’s contents. In Aquinas, an adver-
sary needs to intercept email on all used mail accounts to gain any information
about the user communication. Because no web-service can feasibly intercept all
communication, user profiling is not possible.
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Aquinas differs significantly from existing email privacy tools such as PGP [28].
Existing tools seek to secure the missives between known users typically using
highly secure keys, i.e., public keys. Conversely, Aquinas seeks to enable mobile
and lightweight communication; users need not have any physical data beyond a
single password in their head. Moreover, Aquinas seeks to secure communication
in environments where integration with existing tools is not available, e.g., free
email accounts. That is not to say that Aquinas provides a superset of features of
these tools. Specifically, Aquinas does not provide all the guarantees that other
systems may, e.g., non-repudiation. Moreover, Aquinas is robust to compromise
due to the generation of new keys for each message. We believe that this forward-
security in combination with portability make this mechanism a highly attractive
means of addressing the privacy.

The remainder of this paper is organized as follows: Section 2 gives an overview
of our approach to solving these issues; Section [ discusses additional issues
facing the use of privacy preserving software; Section B] examines the specifics
of the our implementation; Section [0 examines the related work in this field;
Section [] offers concluding thoughts and future directions for this work.

2 Design

We first define the goals of Aquinas and consider the threats and adversaries we
seek to protect against. The latter parts of this section describe the protections
in Aquinas and the mechanisms for their implementation.

2.1 Goals
The high-level design goals of Aquinas include:

Confidentiality: No adversary should be able to obtain information about the
existence or content of email communication.

Integrity: The integrity of all communication must also be preserved, i.e., any
modification of the message should be detectable by the recipient.

Ease of use: Aquinas should not require that the user understand or directly
use any sophisticated concepts such as cryptography or steganography. Addi-
tionally, the tool should provide a user experience consistent with traditional
email applications.

The systemic requirements of Aquinas are somewhat more mundane. We do
not want to place a requirement on the user for having to install software beyond
a simple web browser, or to provide complex data, e.g., maintain keyrings. The
implications of this are that all security-relevant data needed to receive email
from a single user should be derivable from a password. The second implication
is that the tool should be able to execute on arbitrary platforms.

In addition, we want to maximize the flexibility of the services that can be
used; to that end, we wish to be able to easily integrate Aquinas with any
communication service available on the Internet. Finally, we require the tool to
be extensible in order to accommodate future functionality.



Privacy Preserving Web-Based Email 119

2.2 Threat Analysis

Users of web-based email services are subject to a variety of threats against their
privacy and security. Below, we consider possible adversaries and the motivation
and attacks they may employ.

Threats may arise from corporate adversaries. For the application providers
that run web-based email services, there is a strong interest in profiling their
users for revenue generation. Information about users can be sold to market-
ing agencies or directly to other companies interested in advertising products to
their target demographics. The information gleaned about a user through profil-
ing email can be arbitrarily detailed; through sufficiently optimized data-mining
techniques, even users reticent to reveal personal information may unwittingly
divulge many more personal details than they realize. If information is sent
without any form of obfuscation, it is trivial for the adversary to intercept com-
munications; any party between the user and the application provider will also
have unfettered access to this information.

There are environments where protections such as message confidentiality may
not be allowed: the email provider may disallow encrypted or unrecognizable
content, or the network used for information transmission may have similar
restrictions. Even when hidden channels are used, vulnerabilities may still be
manifested. As information flows to and from an email account, the account
will be subject to channel decay over time: an adversary collecting copies of
the transferred information will be able to use the amassed data to more easily
mount an attack against the channel. In addition, the probability of an adversary
learning of a channel’s existence will increase with time.

An additional adversary with a similar reward model to the application provider
can be the webmail user’s ISP. Defending against these attacks presents a tangential
set of challenges. We consider adversarial ISPs in greater detail in section

While the goals of adversarial companies are largely financially-based, politi-
cal adversaries may represent a greater threat to some users. Repressive political
states have shown little compunction about using Internet activity logs to tar-
get and persecute dissidents [IJT9]. These adversaries can be significantly more
determined to discover information about their target than businesses, and have
full access to all records and logs of activity. We can consider the political ad-
versary to have all of the same tools at their disposal as the corporate adversary,
plus the ability to compel multiple application providers to turn over all informa-
tion they possess, or force those companies into collusion. This could create very
serious consequences for a dissident attempting to keep their communications
hidden from a regime.

2.3 Email Protection

Figure [[l provides an overview of how email messages are protected by Aquinas.
After a message is composed, the email is encrypted and steganographic tech-
niques are applied to conceal the nature of the information being sent. We use
symmetric cryptography as the encryption mechanism, in contrast to alternative
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Fig.1. A sample message and key delivery flow. The sender encrypts the plaintext
and then embeds it into carefully select covertext using steganography. The message
containing the hidden content is then sent as shares to one or more accounts owned by
the recipient. Each of the key shares used to create the encryption key are then sent to
different destination email accounts. The recipient’s client checks all of the accounts,
reassembles the key and ciphertext from the shares, and recovers the plaintext. The
separate emails from different SMTP servers to prevent reassembly by adversaries.

email schemes, which use public-key cryptography. Because public-key systems
require the use of a trusted third party for endorsing user identities, selecting
parameters for key encryption, and proving credentials—a non-trivial problem
that has not been entirely solved in a satisfactory manner [§]—as well as a full
associated infrastructure, we found that this architecture would not fit within
the goals of our system. While use of symmetric cryptography necessitates ini-
tial establishment of a shared secret (typically in an out-of-band fashion), we
felt this was an adequate tradeoff.

Symmetric cryptography requires both the sender and recipient to agree on
a key. Obviously, we do not want to send the key in the same email as the
ciphertext. A simple solution is to send the key and ciphertext is separate emails,
but if both are sent through the same mail service, the adversary still has access
to both. The solution is to split both the key and ciphertext into multiple shares
and send each part through multiple mail services.

The encryption process is straightforward. The sender begins by creating some
number of keys. These keys are combined via XOR, (herein noted as @) to create
the encryption keyEl. Using some symmetric cryptographic algorithm, e.g. AES,
the message ciphertext is created. However, encryption alone is not sufficient
protection for the email, as a service provider could easily detect that an en-
crypted message was sent. A sender may wish to plausibly deny that sensitive
information has been transmitted, and the presence of ciphertext in a message
alludes to the transmission of unknown information. To make the emails appear
innocuous, the message and key shares are passed through a steganographic filter
(e.g., SNOW [26]), obscuring the email with covertezt that provides no insight
as to the real message contents.

Once the message has been encrypted and protected with a MAC, it is stegano-
graphically obscured with covertext. The resulting message is sent in an email to

! The encryption key cannot be determined unless all of the key shares are known.
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one of the recipient’s accounts. The key shares are also hidden through stegano-
graphic techniques, and these messages are sent to different accounts. At this
point, the message and key shares are distributed among multiple, independently
administered email servers, and the message contents, mass collusion notwith-
standing, are secured from unauthorized observers.

The recipient begins the decryption process by downloading both the mes-
sage and key shares. From the recipient’s point of view, the key to decrypt the
message is the recipient email accounts. Once downloaded, the recipient applies
the steganographic filter to eliminate the covertext and retrieve the ciphertext
and key shares. The key shares are combined with @ to create the decryption
key, and the ciphertext is decrypted.

2.4 Design Detail

Our key distribution approach is an example of multipath delivery. This method
leverages the distributed nature of Internet services to create and multiplex or-
thogonal channels in the form of multiple email accounts. An analogous means
of communications, known as spread spectrum, has been used for more than fifty
years. Given some range of radio spectrum with z discernible frequencies, mes-
sages are transmitted using some pseudorandom sequence of frequencies known
only to sender and receiver. An adversary attempting to eavesdrop on commu-
nications has a probability (1/x)P of overhearing the entire message over p time
periods. As z and p increase, the ability of an attacker to successfully intercept
communications quickly approaches zero. The application of such a technique to
the Web makes interception by an adversary an even more daunting task. While
the radio spectrum arguably has a limited number of frequencies, the number of
channels in which data can be injected into and across the Internet are arguably
infinite. We demonstrate the use of Aquinas with key shares carried across mul-
tiple email addresses; however, with little additional extension, we can store key
shares and messages in web log comments, chat rooms, newsgroups, and a vari-
ety of other locations. If we consider each of these particular channels equivalent
to a different frequency in the spread-spectrum analogy, then we see the vast
number of virtual frequencies afforded to us.

Each of these email accounts used to send the shares should be located at
domains operated by different providers. This method of key delivery is robust
to collusion for a number of reasons. Competition will deter collusion: any in-
formation about a user that a provider is able to garner or derive that is not
known to the provider’s competitors generates a competitive advantage. Because
providers are competing for revenue from advertisers, having unique insights into
customer profiles will be rewarded by allowing more targeted marketing to those
users, making advertising more lucrative and profitable. Hence, providers desire
to keep this information as private as possible, and colluding with other providers
would necessitate providing information on the user. This creates a competitive
disincentive for the provider to engage in collusion. Additionally, even if an ad-
versary is to discover that a message is hidden within an email, they must still
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recover all n key shares along with the message in order to decrypt it, making
this system robust to the compromise of up to n — 1 key shares.

The recipient, using the Aquinas client, checks her disparate message and
key email accounts for shares. Aquinas downloads all of the messages and then
searches through the headers for a flag identifying the keys for a specific message.
Demultiplexing via the € operation is performed on all n key shares, providing
the recipient with key K. The actual data contained within the email is then
uncovered and decrypted using K. The real message from the sender is then
displayed for the recipient.

The communication process is no more difficult from a user’s standpoint than
using a traditional mail program. Specifically, a user must enter the multiple
outgoing (SMTP) and incoming (POP3) email servers that are to be used to
deliver messages. With the address book feature in Aquinas, allowing storage of
multiple users per email address, this information only needs to be entered once.

2.5 Adversarial ISPs

Many users rely on a single service provider to transit their information to the
greater Internet. The consequence, however, is that this ISP has access to all of
the information sent through its network. By implication, this means that all
of the messages sent by the Aquinas user will pass through their home provider
who can collect data, even though the destinations of these messages may be
disparate email services providers.

Key management does not help in this case because all n channels are im-
plicitly revealed. However, the user has recourse through use of the SSL proto-
col. SSL provides end-to-end data protection between the user and the email
provider, making information unreadable to an ISP attempting to passively
eavesdrop on messages. Aquinas supports the use of SSL in order to thwart
the ISP threat. With SSL, however, there is some information leakage; the ad-
versary can learn the destination of the packets (but not the destination of the
email) by examining the IP header. Thus, while the content of the messages
will be unknowable, the fact that information is being transferred to an email
provider will be leaked. By observing this information, the ISP could learn all of
the providers used and instantiate collusion with them. To hide evidence of the
destination, the user could make use of proxies, such as anonymous remailers
and other anonymous routing services [27/9]. Additionally, to lower the proba-
bility of an adversary detecting the existence of a channel formed by the email
account, the user can periodically abandon their accounts and set up new ones
for communication.

An alternative solution to the ISP threat exists that does not require the use
of SSL between a user and their email provider. Security can be implemented
through chaffing and winnowing [20] with email accounts. By including email
accounts not used during the email communication, the adversarial ISP will
have to choose the correct subset of accounts that correspond to a message. A
brute-force approach based on combinatorics rapidly becomes infeasible for the
adversary. For example, if the user transmits a message with 40 shares, but only
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20 of those are used to construct the message, the adversary will be required to
search through the (3)), or nearly 138 billion, combinations.

2.6 Key Negotiation and Management

Bootstrapping communication between users requires a mechanism outside of
Aquinas to be used. Out-of-band key communication through methods such as
speaking over the phone or meeting in person is possible; alternately, a mecha-
nism such as PGP could be used for the initial setup. While the user would have
to be on a trusted machine that has PGP installed to perform this transaction,
once the initial key setup was complete, the user can then communicate using
any terminal with the recipient.

We propose that a directory of users be stored in a publicly accessible repos-
itory. Each set of email addresses associated with a user can be stored within
this space. The addresses can be public because it is their particular combination
used for an email transmission that is the secret. Part of the initial communi-
cation between two users can include transmission of a shared secret between
the two parties. This can be very simple, such as the word “dog”. A permuta-
tion sequence can then be calculated by using this secret as a key. For example,
AES-128 has a keyspace of 2128 entries. Encoding the secret as a value (e.g.,
converting “dog” in its decimal representation) allows us to use it as a key. If
there are 40 email addresses associated with a user, the keyspace can be binned
into 40 intervals, and the generated number will fall into one of these bins, gener-
ating one of the email addresses that will comprise the key share. The resulting
value is then encrypted with the key and another interval is selected based on
the new output. This process is repeated until there are 20 unique addresses se-
lected. By negotiating a new secret (for example, through email communication),
a new combination of addresses used as key shares can be selected. The following
matrix illustrates the series of transformations that generates the values to be
binned:

koo = E(k1g, k13)

Note that email is not the only method by which key and ciphertext can be
delivered. The open functionality inherent to the Internet allows any means of
sending data to become a covert channel for communication. A combination of
keys placed in weblog referrer logs, instant messages, BitTorrent [2] and other
P2P file sharing systems, streaming audio and video, newsgroup postings, and
any number of disposable or community email accounts can be used to keep
the contents of any message secret. This method of key and content distribu-
tion creates a wired “spread-spectrum” effect, effectively using servers across
the Internet like unique “frequencies”. This technique thereby obfuscates the
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Trash Woe to the hand that shed this costly blood!
Over thy wounds no do | prophesy,

Contacts Which, like dumb mouths, do ope their ruby lips

To beg the voice and utterance of my tongue
Acurse shall light upon the limbs of men;

Edit labels Domestic fury and fierce civil strife
Shall cumber all the parts of laly;
Blood and destruction shall be so in use
And dreadful objects so familiar
That mothers shall but smile when they behold
Their infants quarterd with the hands of war;
Al pity choked with custom of fell deeds:
And Caesars spirit, ranging for revenge,
With Ate by his Side come hot from hell,
Shall in these confined with a monarch’s voice
Cry 'Havoc, and let slip the dogs of war'
That this foul deed shall smell above the earth
With carrion men, groaning for burial.

¥ Labels

Fig. 2. A screenshot of the content of an email sent from Aquinas to a Gmail account

ability to determine that communication has occurred at all. Because of the
sheer vastness of the web, the ability to prohibit privacy on this medium is
virtually impossible.

3 Implementation

Aquinas is principally designed to support a simple and user-friendly interface.
In order to retain the convenience of web-based email, Aquinas is required to
be accessible via the Internet. Ideally, this portability should be machine inde-
pendent to allow use by the widest possible community. For these reasons, we
developed Aquinas using Java. Our goals, however, were not merely to allow
use on their primary home or work machines (although this use is encouraged);
rather, we wanted to ensure that users could protect their communications no
matter where they were or what machine they were using, such as a terminal at
an Internet cafda. Accordingly, we have designed Aquinas to run as an applet.
The Aquinas Java applet and source-code are freely available from:
http://siis.cse.psu.edu/aquinas.html

For reasons of space, the complete details of the implementation have been
made available in the technical report [3], which is also available at the above
address.

Figure 2l shows a screenshot of what the Gmail scanner sees as the content of
an email sent using Aquinas. The plaintext of the message, however, is displayed
in Figure Bl We performed extensive tests with emails protected by different
steganographic covertexts, to determine how they would be handled by Gmail
and other providers. While Gmail sometimes showed advertisements pertaining

2 Note that users must still be cognizant of their surroundings and the machines they
use if Aquinas is used in an untrusted location such as a remote kiosk. We cannot
and do not protect against physical attacks such as keystroke loggers on remote
terminals.
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Compose  Account Setup —

S ( Get Mail )
From | Subject H= 5
2 ketu.mail@gmail.com jun 3, 2005 Julius Caesar and Rome e L

‘From: ketu.mail@g
Subject: Julius Caesar and Rome
Date: Fri, 3 Jun 2005 19:05:20 -0400 (EDT)

= Want to make 20 bucks? Meet me outside in half an
From | Date Subject hour. Bring your camera.

ketu.mail@safe-m... Jun 3, 2005 scene from Shakespeare |

ketu.mail@hotpop.... Jun 3, 2005 Julius Caesar and Rome
3 ketu.mail@hotpop.... Jun 3, 2005 Julius Caesar and Rome

From | Date | Subject
ketu.mail@hotpop.... Jun 3, 2005 scene from Shakespeare
4 ketu.mail@safe- Jun 3, 2005 Julius Caesar and Rome |
5 ketu.mail@safe-m... Jun 3, 2005  |julius Caesar and Rome

=
=
=
n
n
[

N25d0c13(3ac7b53aa7f9
Fig. 3. A screenshot of the recovered plaintext of the email displayed in Figure

to the content of the covertext, none of these advertisements reflected the key-
words or terms found in the plaintext message. This indicates to us that the real
message transmitted stayed private and was protected from profiling.

4 Discussion

Aquinas extends the confidential nature of email by allowing message contents
to remain secret until being read by the intended recipients thereby redefining
the endpoint of web-based email as the user. Its portability, imperceptibility and
forward-security through unique session keys make the use of Aquinas more at-
tractive than many more traditional schemes. We therefore consider several issues
of the secure use and implementation of Aquinas in the following subsections.

4.1 Preserving Privacy

Although the mechanisms discussed in this paper can provide security against
profile generation and data mining, users of these solutions must still be cog-
nizant of other privacy issues. Specifically, in spite of the use of encryption and
steganography, it is still possible for information leakage to occur. The selection
of cover text, for example, provides data that can be scanned and associated
with a user. If a user were to select text from a website with radical political
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statements or adult material, that information may still be affiliated with the
user in spite of there being no actual relationship between the two parties in
the real world. To mitigate this threat, we suggest using neutral text, such as
the “Terms of Service” or “Frequently Asked Questions” pages available at the
websites hosting the email. By doing this, a user exposes only the fact that they
use a service (which is already known to the service provider).

The sender should also be aware of the paths that key shares take. For ex-
ample, if all data were to cross a particular domain either during the sending
or receiving process, all of the data necessary to create the keys for decryption
would be readily available. It is therefore critical that users take advantage of as
many unique channels as possible to provide maximum security.

Users should take additional precautions when deciding upon names for email
accounts. While identically named accounts at a number of major free email
providers would be easy for people to remember, they also increase the ease
with which collusion between providers can occur. The tradeoff between ease
and security must be carefully considered by each user. Much of this tradeoff
can be mitigated by using the address book feature provided in Aquinas. As a
standard security practice, the use of unique passwords across accounts in also
highly recommended. In addition to providing robustness to a single compromise,
the use of unique passwords also prevents one service provider from logging in
to a user’s account at another provider (i.e., unapproved collusion [I1]). Simple
methods to increase the security of password re-use include browser extensions
such as those presented by Ross et al. [22].

The number of accounts used to achieve privacy can be set by the user and
should be based upon their perceived threats. For example, someone simply
wanting to avoid being profiled by free web-based email providers and advertisers
may decide to rely upon two accounts. Because it is extremely unlikely that
competing forces including Hotmail and Gmail will willingly share trade secrets
(for economic and potentially anti-trust reasons), the effort required to protect
the average account using Aquinas is minimal. If the consequence of content
compromise is more dangerous, the number of accounts used should be increased.
While the Chinese government was able to put pressure on Yahoo! Mail to turn
over information on suspected members of the political opposition, the ability
of a government to achieve the same if Aquinas is used is minimized. Because
it is unlikely that every provider will be compliant with foreign governments,
communications can be protected from this sort of interception. One way to
realistically implement a significant increase in the number of accounts would
be for users to aggregate and share accounts within larger communities. In a
design similar to the Crowds [I§], users could receive and forward mail on behalf
of other users within their community while maintaining plausible deniability of
the communication details.

Techniques leveraging the temporal spacing of messages can also help to pro-
tect against traffic analysis attacks. As mentioned in Section 25 a user can
include chaffing and winnowing techniques to increase their security. For ex-
ample, slowly sending shares over the course of an hour forces an adversary to
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consider all egress traffic during that period. A small alteration to the current
version of Aquinas would allow it to continuously emit low volumes of traffic
to randomly chosen websites and accounts. Shares included within this stream
would be significantly more difficult to detect.

Due to the nearly infinite number of ways in which data can be injected
into the Internet, the probability of an adversary selecting all of the correct
repositories is incalculably small. Even in the unlikely event of an adversary
having perfect knowledge of the accounts used for communication, a user can still
be protected. Assuming that 40 messages are again used, but that the number
of keys used is decided out of band (perhaps as part of account selection as in
Section [2.6), an adversary is would be required to try up to 2" — 1, or nearly
1.1 trillion, combinations of messages. The action of selecting accounts therefore
becomes equivalent to encryption by an additional, unrelated key. If the accounts
are unknown, the size of this key is arguably infinite. In the worst case, the key
size of the secondary in this example is 40-bits. Users uncomfortable with such
a key length can increase robustness by changing the algorithm used to generate
the encryption key from the key shares. If the @ operation is replaced by an
order-dependent technique (such as alternating multiplication and division of key
shares according to the account selection scheme in Section [Z.6]), the adversary
will instead have to try Y ,_, » P, permutations, as between 1 and n shares in
the correct order could be required to reassemble the key. This operation has
time complexity O(n!). With 40 messages, more than 1.6 * 10*® permutations
would be required to uncover the key. As this is much larger than the number
of brute-force attempts to recover a 128-bit key, a user is sufficiently protected
against even the strongest adversaries.

4.2 Resiliency

While offering robustness to the collusion of multiple service providers, the multi-
path key and message delivery mechanism described in this paper is not without
its own limitations. For example, if an email service provider were to deter-
mine that a message contained a key, simply deleting the message would prevent
the intended recipient from decrypting and reading their mail. A message mis-
takenly classified as spam would have similarly deleterious effects, as the user
would have difficulty differentiating real messages amongst the torrent of spam
messages most email users receive.

Shamir’s threshold secret sharing [25] could be used to make Aquinas robust
against share-loss. This technique works by creating the key K from the combi-
nation of n key shares. K can be reconstructed as long as k key shares (where
n = 2k — 1) are in the possession of the recipient. The advantage to this scheme is
that it allows for £ —1 key shares to be lost (or delivered late) without affecting the
ability of the recipient to decrypt and read their email. If spam filtering were to
become an issue, this scheme would be more robust, as it would allow the intended
recipient to still read their encrypted messages without all n keys. While this ap-
proach is secure to the compromise of up to k — 1 key shares, if k& < n, messages
can be decrypted with fewer keys than in the currently implemented scheme.
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Robustness based upon the perceived threat of an adversary could also be
incorporated as a keying mechanism. For example, a user may decide that the
overhead of increasing the number of email accounts is greater than the protec-
tion offered from a keying scheme based on threshold secret sharing. One simple
extension to the multipath mechanism is to increase the number of accounts
to which copies of key shares are sent. A user could opt to send the same key
share to multiple accounts. In so doing, fewer cooperating adversaries would be
necessary to reconstruct keys. A more elegant solution would be to use a mech-
anism based on error correcting codes (ECC). By attaching tags containing a
few extra bytes to the end of each key, it becomes possible to reconstruct K
with only a subset of all n key shares. The size of this subset (and the attached
ECC) needed to recreate K can be adjusted to suit the specific expected ad-
versary. The threshold secret sharing, multi-share delivery and error correcting
code alternatives are all under consideration for future versions of this software.

5 Related Work

Privacy on the Internet is not guaranteed for users in general, and can be am-
biguously defined even where it exists [I5]. Often, users believe that they have
online privacy but really have no guarantees to that effect [14]. To mitigate these
shortcomings, many privacy-preserving tools have been created and deployed,
protecting numerous aspects of a user’s online activities.

Methods of securing non-web-based email have been extensively studied. So-
lutions such as Privacy Enhanced Mail (PEM) [12] and its successor, Secure
MIME (S/MIME) [I7], provide confidentiality, integrity, and non-repudiation
for email messages. With PEM, this is accomplished through the construction
of a full certificate hierarchy within a public key infrastructure (PKI); this has
proven to be unwieldy in practice. For S/MIME, cryptographically transformed
messages are sent as attachments within email, with key validation performed
through a PKI. Pretty Good Privacy (PGP) [28] is another system for providing
confidentiality and integrity of email that does not rely on the use of a PKI. A
user forms a web of trust by trusting certain entities she communicates with,
which in turn has other trusted relationships. The transitive certification paths
of trust among these relationships are used to authenticate the source of email.
Confidentiality can be provided by the mailer itself, with tools such as ssmail, a
patch for the sendmail [5] mail transfer agent.

The Off-the-record Email (OTR) system [10] works at the user level, with dy-
namic key management performed between the two parties using it. Additionally,
OTR provides non-recoverability of email messages once they have been deleted,
even if the private keys used to generate the cryptographic operations have been
revealed. However, while forward secrecy is assured, plausible deniability is not:
an agent monitoring traffic will observe that encrypted information is being
transmitted to the recipient.

While privacy within web-based email services has been largely absent, one
solution is offered by SAFe-mail.net [23]. This system supplies confidentiality



Privacy Preserving Web-Based Email 129

and integrity through the use of a PKI that is run by SAFe-mail themselves.
Because the service handles both certificates and user email, however, it has
access to all of a user’s information, allowing them to arbitrarily link and use
this data.

Secure publication of data is another area where privacy can be crucial, in or-
der to protect the authors of controversial documents from reprisal. The ability
to publish without the fear of retribution has been tremendously important to
citizens throughout history. The Federalist papers in the United States brought
forth the ideals that ultimately became enshrined in the Constitution, but many
of the authors published anonymously to avoid reprisal. More recently, the for-
mer Soviet-bloc countries witnessed the rise of samizdat, the process of anony-
mously publishing and distributing information banned by the government [24].
Publius [13] is a tool that facilitates secure publishing on the Internet, using
threshold keying (discussed further in Section [) to preserve anonymity. Other
systems, including Free Haven [6], provide anonymous storage and retrieval. Sim-
ilarly, Freenet [4], a distributed system for storage, provides anonymous content
storage and dynamic growth of the network through the addition of new nodes.

Many of these tools have been useful in keeping communications private and
secure; in particular, PGP has been extensively used by human rights organiza-
tions around the world. However, in virtually all cases, the fact that communica-
tion has taken place can be divined through the presence of encrypted data, or
information has been transferred through private services. To this point, there
have not been any solutions that allow for encrypted and steganographically con-
cealed communications that transmit information solely through public channels
and publicly available services.

6 Conclusion

This work has introduced Aquinas, an open source tool for preserving the privacy
of user communication carried by web-email services. Each message is initially
encrypted with a random symmetric key. The resulting ciphertext and key are
both divided into shares. Each share is hidden in randomly chosen cover-text
using steganography and sent through an independent web email account. Clients
reconstitute the ciphertext and keys from shares received via the appropriate
accounts. The result is decrypted to obtain the original message. We use email
accounts in an analogous manner to the multiple channels employed in spread-
spectrum communications. More generally, we show that the retention of one’s
privacy is possible regardless of the policies imposed by the providers of these
web-based services.

Future extensions to this work will incorporate a variety of new image and
linguistic steganography techniques, allowing users to more fully obfuscate their
communications. Additionally, we will implement features that support the dis-
tribution of ciphertext shares across multiple accounts, and will continue to im-
prove the usability of our interface as directed by user input. Such an approach
also begs extension to the panoply of channels available throughout the Internet.
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Our future work will not only explore these diverse channels, but also develop a
formal framework for reasoning about the security provided by them.
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Abstract. High heterogeneity and dynamicity of pervasive computing
environments introduces requirement of more flexible and functional ac-
cess control policies. The notion of provisional actions has been defined
previously to overcome the insufficient grant/denial response to an ac-
cess request and has been incorporated in the provision-based access
control model (PBAC). Based on PBAC, we propose a context-aware
provision-based access control model, capable of dynamic adaptation of
access control policy according to the changing context. In particular,
the model facilitates the definition of context-aware policies and enriches
the access control by enforcing provisional actions in addition to common
permissions.

1 Introduction

Pervasive computing sketches a pleasant vision for the future computing envi-
ronments, as the computing power is provided anywhere, anytime, and using
any device. Mobile and stationary devices spread in the environment trying to
assist humans in their tasks unnoticeably. The main enabling technology of this
vision is context-awareness, i.e. extract, interpret, and use context information
and adapt functionality of the system to the current context of use [I]. Due to
high heterogeneity and dynamicity in such environments, some requirements are
introduced in expressiveness and flexibility of security policies. Therefore, a new
trend of research in computer security formed towards designing context-aware
security infrastructures and access control models.

It is necessary to define what can be considered as context accurately. Con-
text as defined expressively by Dey [2] is: “any information that can be used to
characterize the situation of an entity.” An entity is a person, place, or object
that is considered relevant to the interaction between a user and an application,
including the user and applications themselves. There are many ways to leverage
contextual information in an access control system [3]; two of which are of our
interest in this paper. Contextual information can be used by an access control
policy to utilize environmental factors specifying how and when the policy is
enforced [4]. In addition, the system can express its policy flexibly based on the
context of subjects and objects, moving from identity-based towards attribute-
based and context-based authorization. Existence of various entities and high
dynamicity of future environments urges such flexibility.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 132-[T46] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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On the other hand, ordinary access control models assume a binary decision
upon an access request, either grant or deny, which seems to be non-satisfactory
in new environments. The idea of provisional authorization states that the user
requests will be authorized provided he (and/or the system) takes certain actions
prior to authorization of his request [5]. In this manner, a decision upon an access
request consists of two components; a permission denoting grant or denial, and a
set of provisional actions to be performed before the access decision. Provisional
actions, also called provisions, empower policy rules to enforce required actions
such as logging and encryption prior to access.

We argue that incorporating the above concepts, namely provisional actions
and context-awareness, into a well-structured access control model would be a
good candidate to control access in new distributed environments. In this paper,
we propose the CA-PBAC as a context-aware provision-based access control
model. Access decision in this model is aware of the context, and provisions
enable enforcing more powerful and efficient security policies.

The rest of this paper is organized as follows. In section[2] some access control
models are surveyed which consider either provisions or context-awareness. Sec-
tion Bl gives an informal description of CA-PBAC. An access control framework
is extended in section Ml to meet our model requirements. In section B, we present
a formal definition of the CA-PBAC model. The formal description prevents any
ambiguity in the model and makes implementation and application of the model
straightforward. Finally, Section [ provides a simple system based on CA-PBAC
model and explain its function in an access scenario, followed by our conclusion
and future works.

2 Related Work

Kudo proposed provision-based access control model (PBAC) to include provi-
sional actions in addition to the common grant or denial decision [6]. He provided
a foundation model that addresses fundamental principles of access control, e.g.
multiple hierarchies and typical policies for property propagation through hier-
archies. The model contains a foundation data set including multiple hierarchical
and non-hierarchical sets, and also a relation among these sets that corresponds
to access control policy rules. The foundation model decides some properties in
response to a property query based on its data set. On the basis of the founda-
tion model, a conventional authorization model and a provisional authorization
model were presented to determine binary authorization decision and a set of
provisional actions, respectively. PBAC uses a combination of these two autho-
rization models to determine the access decision containing a permission and
some provisional actions. Bettini et al. introduced the notion of obligation in
addition to provisions [7]. Obligations are those conditions or actions that must
be fulfilled by either the users or the system after the access decision is rendered.
They proposed a rule-based framework to select the appropriate set of provisions
and obligations based on numerical weights assigned to provisions and obliga-
tions as well as on semantic relationships among them. Park et al. introduced a
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family of UCON 4pc models for usage control which integrate authorizations,
obligations, and conditions [8]. Usage control covers continuity of access control.
Similar to provisions, obligations are functional predicates that verify manda-
tory requirements a subject has to perform before or during a usage exercise.
The model is abstract in that expresses only its semantics and does not define
the authorization procedure.

Han et al. proposed a basic definition of context-sensitive access control [9],
which consists of extendible context model, authorization policy model, request
model, and the relevant algorithms. Some ordinary contexts like time and lo-
cation were formally defined. The model is very basic and lacks fundamental
features of an access control model such as groups, hierarchies, and conflict reso-
lution. Kouadri et al. introduced contextual graphs as a new modeling approach
for specifying context-based policies [I0]. It is a variation of decision tree that
allows branching based on contextual information, instead of making a deci-
sion. The branched paths are recombined after specifying some security actions
or more branching. Although it is an expressive way to define context-based
policies, management of such policies seems to be complicated.

Many researches are targeted to applying context-awareness to the RBAC
model. Al-Kahtani et al. proposed the RB-RBAC model, performing role as-
signment dynamically based on users’ attributes or other constraints on roles
[11]. GRBAC [12] incorporates three type of roles; subject roles corresponds to
traditional RBAC roles, object roles which are used to categorize objects, and
environment roles to capture environmental or contextual information. Zhang
et al. proposed DRBAC, a dynamic context-aware access control for pervasive
applications [I3]. In DRBAC, there is a role state machine for each user and a
permission state machine for each role. Changes in context trigger transitions in
the state machines. Therefore, user’s role and role’s permissions are determined
according to the context.

3 Narrative Description of CA-PBAC

In order to provide context-awareness, we incorporated a formal specification of
contextual information into CA-PBAC. It follows the general form of (<entity>,
<context type>, <relator>, <value>) as context predicates. A context predicate
describes a context type about an entity by associating a value through a relator.
For example, (John, location, entering, ConferenceRoom) states that John is
entering the conference room, or (Bob, position, is, secretary) expresses Bob’s
position. The basic idea of such context predicates has been adopted from Gaia
project which provides the infrastructure for constructing smart spaces [14].
Therefore, contextual information are expressed by a set of context predicates
in the model. The special characteristic of this specification is decomposability,
i.e. a predicate can be decomposed into an entity and its context (including a
context type, a relator, and a value). Inversely, an entity and a context can be
composed to make a contextual information entry.
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Hierarchies have been widely employed in access control models. They sim-
plify authorization management by organizing entities and propagating properties
through the links among them. The ability to define different propagation strate-
gies [6] or derivations [I5] makes hierarchies more efficient. Although CA-PBAC
does not provide the generality of the foundation model in [6], it is capable of defin-
ing multiple subject group hierarchies and object group hierarchies. There exists
a context-assignment function for each hierarchy which assigns a contextual con-
dition including some contexts to each group. A subject requesting an access on
an object is mapped to some subject groups according to its context. It is mapped
to a subject group, if it’s context matches all the contexts in the group contextual
condition. Similar context-aware mapping is done for the object.

In practice, it is more likely to construct each hierarchy based on a particular
set of context types. The semantics on which hierarchies are defined may vary.
This leads to the requirement of different propagation strategies. Selection of an
appropriate propagation strategy for each hierarchy, avoids any concern in the
model about what actually the mentioned semantics are. In addition to prop-
agation strategies defined in [6], i.e. “most specific” and “path traversing”, we
also consider the “most general” strategy. The “most specific” strategy is appro-
priate to specify exceptions against more general policies. The “path traversing”
strategy states that the policies of each ancestor is applicable. We argue that
there are some cases in which the “most specific” strategy is not desirable [16],
neither is the “path traversing”. Actually, the “most general” strategy is useful
when there is a need to override more specific policies. As an example, consider
specifying a temporary policy to grant authorization to every user in a general
group, overriding previously specified denials for more specific groups.

In addition to propagation, hierarchies simplifies conflict resolution based on
contextual information. Consider an authorization decision about an access re-
quested by a secretary. Let the first rule state that access is denied if he or she
is an employee and the second one state that access is granted if he or she is
is a secretary. Clearly, the two rules are in conflict, i.e. a secretary is also an
employee. It is common to resolve such conflict by selecting the alternative that
states more specific condition, i.e. the second rule. Association of the first rule
and the second rule conditions to a parent and a child node in a hierarchy re-
spectively, defining the rules on corresponding nodes, and using “most specific”
as propagation strategy avoids such conflicts.

The CA-PBAC model is rule-based. So, the access control policy consists of
multiple access control policy rules. Each rule is composed of a group in each
subject/object group hierarchy, the requested action on the object, a contextual
constraint to limit the context in which the rule is applicable, the permission
specified for such action, and the provisions to be executed. Specifying the per-
mission as “NIL” enables the rule to apply some provisions to an access request
without defining a permission for such access. That is appropriate to execute
common provisions such as logging for accesses regardless of permission result.

Receiving a request from a subject to access an object, a decision including a
permission and some provisions is made. Firstly, the subject and the object are
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mapped to corresponding groups according to their context. Then, according to
the policy rules and propagation policies on each hierarchy applicable rules are
selected and their permissions are retrieved. The final permission is determined
by resolving possible conflict among the retrieved permissions.

In order to determine provisions, a similar procedure is used. However, we
consider a difference between propagation of permissions and provisions. Since
provisions are obligatory actions, it seems that propagation strategies such as
“most specific” are not suitable. For example, “most specific” strategy prevents
enforcement of provisions in more general rules even they have no conflicts with
the provisions in a selected rule. Actually, we consider full propagation for pro-
visions but restricted to those specified in rules whose permission have no con-
flict with the decided permission. However, there may be some conflicts among
provisions retrieved which are resolved by a domain specific conflict resolution
function.

4 Context-Aware Provision-Based Access Control
Framework

Tllustrated in Figure [l we suggest a framework to address both data elements
and sequences of operations required to provide context-aware provision-based
access control. It is based on the PBAC architecture, which itself is a modi-
fied version of “Access Control Framework”, an international standard [I7]. We
attempted to use the standard notations according to [I7] but adapt their inter-
pretations to meet our model requirements. Extending the standard framework,
we introduce two new components. The Contextual Information (CI), which
represents all contextual information available to the system. It is assumed that
a context infrastructure or simply a context engine provides such information.
It includes information that have been stored, sensed from environment, or in-
terpreted from other information. The Access Control Meta Policies (ACMP),
which are high-level policies that often used to mediate other policies and are
changed less frequently than conventional policies. Conflict resolution and de-
fault policies are examples of ACMP.

In this framework, the basic entities and functions involved in an access con-
trol scenario are the initiator, the Access Control Enforcement function (AEF),
the Access Control Decision Function (ADF), and the target. Initiator, also re-
ferred to as subject in the access control literature, submits an access request to
the system. An access request specifies an operation to be performed on a tar-
get, which is referred to as object in the access control literature. AEF submits
the access request to ADF. ADF decides about the access request using Ac-
cess Control Decision Information (ADI), Access Control Policy Rules (ACPR),
Contextual Information (CI), and Access Control Meta Policies (ACMP). ADI
consists of information which is local to access control system, such as group
hierarchies. ACPR, consists of rules specifying the system current policy. CI is
used to interpret both ADI and ACPR. ACMP is used to mediate ACPR and
resolve conflicts, in case there is. Based on such inputs, ADF makes the decision
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Fig. 1. Context-Aware Provision-Based Access Control Framework

consisting of a usual binary decision as well as a set of provisions. Finally AEF
enforces the access decision on the target.

5 Context-Aware Provision-Based Access Control

(CA-PBAC) Model

In order to have a formal definition of CA-PBAC, we define some basic concepts
and then the CA-PBAC data set and access decision function are formally de-
fined. Considering these definitions and also the context-aware provision-based
access control framework, a formal definition of our model is presented.

5.1 Basic Definitions

Definition 1 (hierarchy). Let H be a set forming a partial order, i.e. (H,<).
Formally, H is a hierarchy if and only if YVa € HNVz € H,z < a,Vy € H,y <
alr <yVy < x|]. Hierarchy H is denoted by (H, <T").

Definition 2 (Maximal function). Let H be a hierarchy, i.e. (H,<T") and
A be a set such that A C H. The function Maximal(H, A) returns the maximal

elements of the hierarchy H restricted to the elements in the set A. Formally,
Mazimal(H,A)={x |z € AN(BAy € Aly #x Az <T" y])}.

Definition 3 (Minimal function). Let H be a hierarchy, i.e. (H,<™") and
A be a set such that A C H. The function Minimal(H, A) returns the minimal
elements of the hierarchy H restricted to the elements in the set A. Formally,
Minimal(H,A) ={z | € AN (By € Aly #z Ny <T" z])}.

Notation 1 (tuple element). Let T be a tuple (t1,ta,...,tx). The notation
T.t;,1 <i <k corresponds to the element t; of T.
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Definition 4 (mapping). A function f: X3 x ... x X, = Y1 x ... x Y, is
called a mapping if it satisfies: ¥V (x1,...,Tm) € X1 X ... X X0 [3(Y1, ..+, Yn) €
Yix.o..oxYo, fe,. . 2m) = (Y1, Yn)]-

5.2 CA-PBAC Data Set: CAPDS

The CA-PBAC model uses a 4-tuple data set (DS, CI, ACMP, ACPR) that
formalizes any data structure used in the system.

1. DS = BDSUCDSUBHDS; defines required data sets including basic access
control data sets, context-related data sets, and hierarchy-related data sets.
We introduce each group sets in the following paragraphs.

— BDS (Basic Data Sets) corresponds to the sets that define the basic
components of a provision-based access control model and propagation
strategies. It includes

e ActSet is a set of available actions that can be performed on objects
in ObjSet.

e PuynSet is a set of provisions defined according to the application
domain.

e PrmSet = {4, —, NIL}; is the set of permission results. They cor-
respond to grant, denial, and unspecified permissions, respectively.

e PrpStgSet = {most_specific, most_general,path_traversing}; is
the set of alternative authorization propagation strategies on a hier-
archy. According to a given member h of a hierarchy, “most_speci fic’
means only authorization specified for the most specific member
is applicable, “most_general” means only authorization specified
for the most general member is applicable, and “path_traversing”
means that every authorization specified for members from the root
“any” to h are applicable.

— CDS (Context-related Data Sets) formalize the contextual information

used in the system. It includes

e FEntSet is a set of entities that information about their situation can
be considered as context in the system. According to Dey’s definition
of context [2], subjects and objects of the access control system are
also considerable as entities that have context. Therefore, SbjSet is
a subset of entities (SbjSet C EntSet) that can act actively in the
system. Similarly, ObjSet is a subset of entities (ObjSet C EntSet)
that can act passively in the system.

o CtzTypeSet is a set of possible context types, e.g. location, time.

e CtxValueSet is a set of possible values, e.g. room1, 8pm.

e CtxRelatorSet is a set of possible relators which relate context types
to values, e.g. entering, >.

o CtxSet = CtaTypeSet x CtxRelatorSet x CtxValueSet; forms all
possible contexts without binding to a specific entity, e.g. (location,
entering, room1).
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o EntCtxSet=EntSetx CtxTypeSetx CtrRelatorSet x CtxValueSet;
forms all possible contextual information about entities in the sys-
tem, e.g. (Bob, location, entering, room1) considering Bob in EntSet.

— HDS :{SHl, . .75Hn,OH1, .. .,OHm,SCl, .. .7507“001, .. .7OCm};
(Hierarchy-related Data Sets) composed of subject and object group hi-
erarchies and their corresponding context-assignments.

e Vi,1 <i<mn,SH; is a set of subject groups forming a hierarchy, i.e.
(SH;, gTT>. There is a special subject group “any” € SH; which is
the root of the hierarchy.

o Vj,1 < j <m,OH; is a set of object groups forming a hierarchy, i.e.
(OH;,<™). There is a special object group “any” € OH; which is
the root of the hierarchy.

o Vi, 1<i<n,SC;:SH; — P(CtxSet); is a mapping which assigns
some contexts to each subject group. Note that SC;(any) is fixed
and equals to @. The function result is used to map subjects in
SbjSet to subject groups in SH;.

e V5,1 <j<m,0C;: OH; — P(CtxSet); is a mapping which assigns
some contexts to each object group. Note that OC (any) is fixed and
equals to . The function result is used to map objects in ObjSet
to object groups in OHj.

2. CI € P(EntCtxSet); corresponds to the set of all contextual information in
the current state of the system.

3. ACMP = (Psy,,...,Psu,,Pou,,...,Pon,, , HsPr, PrmConf Res,
DefPrm, PunConf Res); is a tuple corresponding to access control meta-
policy. Its elements are defined as:

- Vi,1 < i < n,Psp, € PrpStgSet; specifies authorization propagation
strategy for the ith subject hierarchy.

= Vj,1 < j <m,Pou, € PrpStgSet; specifies authorization propagation
strategy for the jth object hierarchy.

— HsPr:{1,...,n+m} — {SHy,...,SH,,OHy,...,OH,,}; is a bijective
(one-to-one and onto) function that associates a distinguished subject
or object hierarchy to an input rank, establishing a total order among
hierarchies. This order affects the selection of applicable policy rules due
to different propagation strategies on hierarchies.

— PrmConfRes € {denials_take_precednece, grants_take_precedence};
specifies which permission overrides when a conflict occurs.
“denials_take_precednece” means that “—” permission takes precedence
over “+7 permission, and “grants_take_precedence” means that “+4”
permission takes precedence over “—” permission.

— DefPrm € PrmSet — {NIL}; specifies default permission for an access
when no authorization is specified. “4” indicates an open system and
“—” corresponds to a close one.

— PunConfRes : P(PunSet) — P(PuvnSet); is a domain specific conflict
resolution function for provisions.

4. ACPRe P(SH1X...xSH,xOH;x...xOHp, x ActSet x P(EntCtxzSet) x
PrmSet x P(PvnSet)); corresponds to the set of access control policy rules.
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Each policy rule r € ACPR, structured as (gsu,,- -5 9SH, s JOHy s - - - s YOH,, 5
act, ¢, prm, pons), is composed of a member of each subject and object hier-
archy, an action, a constraint defined by some contextual information entries,
a permission specified for such request, and some provisions.

Note that when “NIL” used as the permission in a rule it indicates that
no permission is specified by the rule and only provisions are considered.

5.3 Access Control Framework Components

Components of the access control framework defined in section [ are formally
defined by the set {DR, AD, ADI,CI, ACPR, ACM P} as follows.

DR = (sbj,0bj,act) € SbjSet x ObjSet x ActSet; Decision request consists
of a subject sbj, an object obj, and an action act requested by the subject
to be performed on the object.

AD = (prm,puns) € (PrmSet — {NIL}) x P(PvnSet); Access decision
consists of a permission prm and a set of provisions puns to be enforced.
ADI = (8C4,...,5C,,0C,...,0Cy,); Access decision information con-
sists of subject and object context-assignments.

CI, ACPR, and ACMP are exactly as defined in CAPDS.

5.4 Access Decision Function

The access decision function is the mapping ADF : CAPDS x DR — PrmSet x
P(PvnSet). It consists of the following steps:

1.

Context-Aware Mapping Step:

In this step, groups of subjects and objects to which DR.sbj and DR.obj can
be mapped respectively are selected. To achieve this, each subject group g
in the hierarchy SH; is considered. The subject DR.sbj is mapped to g if it
satisfies the contexts defined by the hierarchy context-assignment function
SC;, i.e. {(DR.sbj,t,r,v)|(t,r,v) € SCi(g)} C CI. Since it is possible to
have more than one group from each hierarchy selected for a subject, the set
of such subject groups in the hierarchy SH; are collected in SG;. Formally,
Vi, 1 <i<mn,SG; ={g € SH; | Y(t,r,v) € SCi(9)[(DR.sbj,t,r,v) € CI|}.
Note that according to the definition of SC; function, group “any” € SH;
will be selected by default for any subject; i.e. {(DR.sbj,t,r,v)|(t,r,v) €
SCi(any)} =D C CI.

Analogously, OG; is formed for each object hierarchy OH;. Formally,
Vj,1 < j <m,0G; ={g € OH; | Y(t,r,v) € OC;(g9)[(DR.obj,t,r,v) €
CI]}. Similarly, group “any” € OH; will be selected by default for any
object.

Hierarchy Pruning Step:

In this step, each hierarchy SH; is pruned to form a sub-hierarchy Qgsm,
limited to the elements in SG;. Formally, Vi,1 < i < n,Qsu, = {s | s €
SH; N3g € SG;[s <" g]}. Analogously, a sub-hierarchy Qop, is formed for
each hierarchy OH;. Formally, Vj,1 < j <m,Qon, = {o| o€ OH; AN3g €
0G;lo <" gl}.
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3. Context-Aware Permission Retrieval Step:

Firstly, acceptable rules are gathered in a temporary set R;. A rule is accept-
able if its subject/object groups are in the pruned hierarchies resultant from
the previous step, its action is equal to the requested action, its permission
is definite, and finally its condition is satisfied. Recalling the definition of
a single rule r € ACPR, constraint r.c consists of some contextual propo-
sitions. Constraint r.c is satisfied if current contextual information include
contents of the constraint, i.e. r.c C CI. Next, according to the order de-
fined by ACM P.HsPr, the set R; is refined considering the propagation
strategy of each hierarchy. The resulting set Rprjs expresses the applicable
rules according to the propagation strategies. Finally, the permission result
set PRM is retrieved from the refined rule set. The following algorithm
describes this step formally:

(a) Ry = {7" € ACPR | Vi, 1 < i < n[TgQSHi S QSHJ AV51 < 5 <
m[r.gon; € Qom,;) Nr.act = DR.act Nr.prm # “NIL” Ar.c C CI}
(b) VE,1<k<n+m
i. H= HsPr(k)
ii. A={rgg | 7€ Ry}
Mazimal(Qp, A) if ACMP.Py = “most_specific’
iii. B =< Minimal(Qg,A) if ACMP.Py = “most_general”

A if ACM P.Py = “path_traversing”
iv. Ry = {’I" eER, | r.gH € B}
(¢) Rprm = Ry

(d) PRM = {rprm |r € Rprum}

Note that Mazximal and Minimal functions are defined in section [B.11
4. Permission Conflict Resolution Step:
If no permission could be retrieved, the meta-policy ACM P.DefPrm be-
comes the permission decision. It is also possible that conflict occurs in
the retrieved permission set PRM, i.e. both “4” and “—” permissions are
retrieved. In this case, conflict is resolved according to the meta-policy
ACM P.PrmConf Res. Formally, the access permission is decided as
ACMP.DefPrm if |PRM|=0
p € PRM if |[PRM|=1
“q if |[PRM|=2A
ACMP.PrmConfRes =
“grants_take_precedence”
“_ if |[PRM|=2A
ACMP.PrmConfRes =
“denials_take_precedence”
5. Context-Aware Provision Retrieval Step:
The set of applicable rules for retrieving provisions are formally stated by
Rpyn = {7" € ACPR | Vi, 1 < i < n,rgsy, € Qsu, NVj,1 < j <
m,r.gon; € Qon,; A\r.act = DR.act \(r.prm = AD.prmVr.prm = “NIL")A
r.c C CTI}. Note that AD.prm was a result of previous step. Therefore the
set of provision result is computed as PVN = {p € r.pvns | r € Rpyn}.

AD.prm =
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6. Provision Conflict Resolution Step:
The calculated set in the previous step, PV N, may have some conflicting pro-
visions. Such conflicts are domain specific and relevant to semantics of defined
provisions. Therefore the domain specific function ACM P.PunConfRes :
P(PvnSet) — P(PvnSet) resolves these conflicts. Finally, AD.puns is com-
puted by ACM P.PuvnConfRes(PVN).

5.5 CA-PBAC Access Control Model

The CA-PBAC model uses an authorization model formally defined by a 4-tuple
(CAPDS,ADF, DR, AD). Based on the framework explained in section @] CA-
PBAC controls accesses by sending an access request as DR into ADF, which
itself makes the access decision AD based on the model data set CAPDS, and
finally enforcing AD. Enforcing AD includes fulfilment of some provisions prior
to statement of permission decision.

6 Application Example

In order to illustrate applicability of CA-PBAC, controlling accesses to the inter-
net applications in a university department is given as an example. The required
data sets according to section are explained very briefly. Basic data sets in
BDS are defined as:

ActSet = {use},
PunSet = {Log, Limit BW, Set M axSecurity, NotifyTeacher, Noti fyManager}

Context-related data sets in C DS are defined as:

EntSet = {Alice, Bob, M snMessenger, Internet Explorer, Emule,
Real Player, env, network}
SbjSet = {Alice, Bob}
ObjSet = {MsnMessenger, Internet Explorer, Emule, Real Player}
CtxTypeSet = {occupation, position, resources, type, traf fic, time}
CtzValueSet = {student, employee, professor, staf f, class, laboratory, internet,
P2P, messenger, multimedia, browser, low, launch_time}
CtxRelatorSet = {is, in, not_in}
Figure [ illustrates subject and object hierarchies in the system, namely SHq,
SH,, and OH; . For instance according to Figure[@a, we have EM P <" PROF

in SH;. The formal definition of each hierarchy and its context-assignment func-
tion follows:

SH; = {any, STU, EM P, PROF,STAF | any <"" STU A any <" EMPA
EMP <™ PROF A EMP <" STAF}

SC1 = {(any, D), (STU,{(occupation,is, student)}),
(EM P, {(occupation, is,employee)}), (PROF, {(position, is, professor)}),
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(a) (b) (c)

Fig. 2. Example hierarchies in a university department: a)SH:1 b)SH> ¢)OH;

(STAF, {(position, is,staff)}) }
SHo={any,CLS,LAB | ...}
SChr={(any, ?),(CLS,{(location, in, class)}),(LAB, {(location, in, laboratory) } )}
OHy={any, [APP, APP, P2P,IM, MM, BR | ...}
0C1={(any, ),
(IAPP, {(resources,include, internet)}),
(APP,{(resources,not_include, internet)})
(P2P, {(resources,include, internet), (type,is, P2P)}),
(IM,{(resources,include, internet), (type,is, messenger)}),
(MM, {(resources, include, internet), (type, is, multimedia)}),
(

BR, {(resources, include, internet), (type, is, browser)})}

The CI component should be considered when an access request is made. Ele-
ments of the ACM P tuple containing meta-policies is defined as:

Pswu, = “most_specific’, Psu, = “most_specific’, Pou, = “path_traversing”,
HsPr ={(1,SH1),(2,SH1),(3,0H1)}, PrmConfRes = “denials_take_precedence”,
DefPrm = “+"7, PonConfRes = {(pvuns,puvns) | puns € P(PunSet)}

Finally, the system has following policy rules defined in ACPR:

ACPR = {ri,r2,73,74,75,76 }
r1 = (STU, any, MM, use, {(network, traf fic,is,low)}, +,{Limit BW (128kbps)}),
rg = (STU,CLS, IAPP,use,{}, —,{NotifyTeacher}),
rs = (STU,CLS, any,use, {}, +, {log}),
r4s = (EMP,any, IM,use,{}, NIL,{log}),
rs = (EMP,any, IAPP,use,{}, +, {SetMaxSecurity}),
re = (STAF,any,I M,use{(env, time, not_in, launch_time) },—{ NotifyManager}).
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r1 states that if the network traffic is low students are allowed to use multimedia
applications, provided that their bandwidth is limited to 128kbps. 5 states that
students in class are not allowed to use internet applications, but their teacher
is notified of their request. r3 states that students can use anything (here any
applications), but prior to use it is logged. 74 states that employees’ request of
using instant messaging applications will be logged. r5 states that employees
are allowed to use internet applications, provided that the security level of their
application is set to maximum. r¢g states that staff are not allowed to use instant
messaging applications out of launch time, however their manager is notified of

such request.

Now consider the following scenario. Alice, who is a student, wants to use
Real Player application to watch news online in class. The decision request
DR = (Alice, Real Player,use) is submitted to the ADF function. The con-
textual information C'I at the time of the request consists of

CI = {(Alice, occupation, is, student), (Alice,location,in,class),
(Real Player, resources,include, internet), (Real Player,type,is, multimedia),

(network, traf fic,is,low), ...}
The following steps are taken in the ADF":

1. The result of mappings becomes SG1 = {any, STU}, SGy = {any, CLS},
and OGy = {any, TAPP,IM}

2. Pruning each hierarchy according to the above sets results to Qsm, =
{any, STU | any <T" STUY}, Qsm, = {any,CLS | any <™ CLS}, and
Qom, = {any, IAPP,IM | any <" IAPP NTAPP <™" IM}

3. Policy rule r; is acceptable because STU € Qgsm, Nany € Qsg, N MM €
Qom, NDR.act = “use” AN “+7 # “NIL” A {(network, traf fic,is,low)} C
C1I. Similarly, ro and rs3 are selected. Therefore, in step (a) of the algorithm
Ry = {r1,72,73}. The following table shows the execution of loop at step (b):

k Ry H A ACMP.Py B

1{{r1, 72,73 }|SH1 {STU} most_speci fic {STU}
2|{r1, 72,73} SHo {any, CLS} most_speci fic {CLS}

3| {re2,rs} |OH1|{any, IAPP, MM }|path_traversing|{any, [APP, MM}
4 {7’2,7’3} - - - -

The applicable rules Rprys becomes {ro,r3} and the retrieved permission
set PRM becomes {—, +}.

4. Since there is a permission conflict and ACM P.PrmConfRes equals to
“denials_take_precedence”, AD.prm becomes “—7.

5. The set of applicable rules to retrieve provisions Rpyy becomes {rz}. So
the set of provisions becomes PV N = {NotifyTeacher}.

6. Since ACM P.PvnConf Res is defined as a reflexive function, the final pro-
visions becomes:
AD.pvns=ACMP.PvnConfRes({ NotifyTeacher})={NotifyTeacher}.
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Eventually, the access decision is composed from results of steps 4 and 6, i.e.
AD = (“ =", NotifyTeacher). Alice is denied to use Real Player application
and also her teacher is notified of her request.

Consider another scenario; A staff named Bob requests to use MSN messenger
application in launch time. CTI at the time of the request consists of

CI = {(Bob, occupation, is, employee), (Bob, position,is, staf f),
(M snMessenger, resources, include, internet), (M snMessenger, type, is, messenger),

(env, time, in, launch_time), ...}

Following the steps in ADF, it is decided that Bob is allowed to use MSN
messenger application provided its security level is set to maximum and the
access is logged.

7 Conclusion

In this paper, we extended a standard access control framework to include con-
textual information, access control meta policies, and provisions. Based on the
framework, we proposed and formally specified our CA-PBAC model which en-
ables definition of context-aware policy and enriches the access control by enforc-
ing provisions in addition to common permissions. Context is incorporated into
group hierarchies using contextual condition assignment to each group. Actually,
hierarchies are formed over contextual groups to which subjects and objects are
mapped. Constructing multiple hierarchies, each probably based on a particular
set of context types, allows high flexibility in defining subjects and objects based
on their context. In addition, different propagation strategies enable different hi-
erarchical definition semantics. Moreover, specification of contextual constraints
in policy rules controls the applicability of rules according to the context, i.e.
the overall policy is dynamically adapted to the current context.

Enhancements to the model can be considered as future works. These include
1) separation of the access control model from the context model, 2) contex-
tual provisions which are determined according to the context, and 3) conflict
resolution based on the context of rules.
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Abstract. With the growing use of wireless networks and mobile devices, we are
moving towards an era where location information will be necessary for access
control. The use of location information can be used for enhancing the security
of an application, and it can also be exploited to launch attacks. For critical appli-
cations, a formal model for location-based access control is needed that increases
the security of the application and ensures that the location information cannot
be exploited to cause harm. In this paper, we show how the Role-Based Access
Control (RBAC) model can be extended to incorporate the notion of location. We
show how the different components in the RBAC model are related with location
and how this location information can be used to determine whether a subject
has access to a given object. This model is suitable for applications consisting
of static and dynamic objects, where location of the subject and object must be
considered before granting access.

1 Introduction

With the increase in the growth of wireless networks and sensor and mobile devices,
we are moving towards an age of ubiquitous computing where location information
will be an important component of access control. For instance, when a user moves
away from his computer in a smart room, the access should be automatically denied.
When a computer containing top secret information is placed in a public place, the com-
puter should automatically become inaccessible. The traditional access control models,
such as Discretionary Access Control (DAC) or Role-Based Access Control (RBAC),
cannot provide such location-based access control. These traditional models need to be
augmented so that they can provide location-based access.

Denning and MacDoran [4] and other researchers have advocated that location infor-
mation can be used to provide additional security. For instance, a user should be able to
control or fire a missile from specific high security locations only. Moreover, the mis-
sile can be fired only when it is in a certain location. For such critical applications, we
can include additional checks, such as verification of the location of the user and the
location of the missile, that must be satisfied before the user is granted access. With the
reduction in cost of Geo-Positional Systems (GPS) and infra-red sensors, this indeed is
a viable option.

* This material is based upon work funded by AFOSR under Award No. FA9550-04-1-0102.
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Using location information for providing security has its own drawbacks as well.
For example, information about the location of a user can compromise his privacy.
Alternately, malicious users can observe the presence of a person in a certain location
and infer the activities being performed by the person. The use of location information
must be carefully controlled to prevent malicious users from launching attacks. Such
attacks may have disastrous consequences for critical applications such as the military.
In short, a formal model is needed for performing location-based access control.

In this paper we propose one such formal model that is suitable for commercial
applications. Our model is based on RBAC. We show how RBAC can be extended
to incorporate the concept of location. We illustrate how the different components in
RBAC are related with location and how location impacts these different components.
Finally, we show how this location information can be used to determine whether a user
has access to a given object. The correct behavior of the model is formulated in terms
of constraints that must be satisfied by any application using this model.

The remainder of the paper is organized as follows. SectionPillustrates how we rep-
resent location in our model, and how to protect location information. Section 3 shows
how the different components of RBAC are related with location and the constraints
that location-based access control imposes on these components. Section [3] mentions
some work related to this area. Section |6 concludes the paper with pointers to future
directions.

2  Our Approach to Location Formalization

In order to perform location-based access control, we need to perform operations on
location information and protect the location information. We begin by formalizing the
concept of location. Locations can be specified at different levels of granularity. The
smallest granularity of location is a point. A location is formally defined as follows.

Definition 1 [Location]. A location Loc; is a non-empty set of points {pi,pj,....pn}
where a point py, is represented by three co-ordinates.

We define three kinds of relations that may exist between a pair of locations. The first
one is the contained in relation, the second one is the overlapping relation, and the third
one is the equality relation. . The contained in relation formalizes the idea whether one
location is enclosed by another. The overlapping relation formalizes the idea whether
two locations have one or more points in common. The equality relation determines
whether a given pair of locations are the same. These are formally defined below.

Definition 2 [Contained in Relation]. Location Loc; is said to be contained in Loc,
denoted as, Loc; C Locy, if the following condition holds: ¥ p; € Loc;,p; € Locy. The
location Loc; is called the contained location and Locy is referred to as the containing
or the enclosing location.

Definition 3 [Overlapping Relation]. Location Loc; is said to overlap Locy, denoted
as, Locj > Locy, if the following condition holds: 3p; € Loc; such that p; € Locy.

Definition 4 [Equality Relation]. Tivo locations Loc; and Loc; are equal, denoted as
Loc; = Loc; if Loc; C Locj and Loc; C Loc;.
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The contained in relation is reflexive, transitive, and anti-symmetric. The overlapping
relation is reflexive, symmetric, and non-transitive. The equality relation is reflexive,
symmetric, and transitive. Note that, for any two locations Loc; and Loc;, the following
holds true: (i) Loc; = Locj = Loc; < Loc;j and (ii) Loc; C Locj = Loc; > Loc;.

We denote the set of all locations as Loc. The locations form a partial order where
the ordering is described by the contained in relation C. Since the set of locations Loc
form a partial order, they can be arranged in the form of a hierarchy. If Loc; C Loc;j and
Loc; # Locj, then Loc; is higher up in the hierarchy than Loc; and Loc; is said to be an
ancestor of Loc;. If Loc; C Loc; and there is no Locy such that Loc; C Loci C Loc;j, then
Loc;j is said to be the parent of Loc;. The root of this hierarchy is occupied by a special
location termed “universe” that contains every other location.

3 Extending RBAC to Incorporate Location-Based Access Control

Core RBAC embodies the essential aspects of RBAC. The constraints specified by Core
RBAC are present in any RBAC application. The model requires that users (human)
be assigned to roles (job function), roles be associated with permissions (approval to
perform an operation on an object), and users acquire permissions by being members
of roles. The model does not place any constraint on the cardinalities of the user-role
assignment relation or the permission-role association. Core RBAC also includes the
notion of user sessions. A user establishes a session during which he activates a subset
of the roles assigned to him. Each user can activate multiple sessions; however, each
session is associated with only one user. The operations that a user can perform in a
session depend on the roles activated in that session and the permissions associated
with those roles.

In this section we show how RBAC can be extended to incorporate location-based
access control. The different components of RBAC are Users, Roles, Sessions, Permis-
sions, Objects and Operations. We discuss how each of these components are associated
with location. Figure[lillustrates how these components are related with Location. The
multiplicity of these relationships are indicated by presence or absence of an arrow-
head. The absence of an arrowhead indicates a multiplicity of “one” and the presence
of arrowhead indicates a multiplicity of “many”. Later in Section d] we formalize these
relationships and list the constraints imposed by our model. The operations in Core
RBAC that need modification to provide location-aware access are also described in
details Section ]

Users

We assume that each valid user carries a locating device which is able to track the loca-
tion of a user. The association between user and location is indicated by the edge labeled
UserLocation in Figure[Il Each user is associated with one location at any given instant
of time. However, a single location may be associated with multiple users. Our formal-
ization of this relationship includes defining a function in SectionE called UserLocation
that gives the location associated with a valid user. That is, UserLocation(u) returns the
location of user u where u is a valid user.
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Fig. 1. Relationship of RBAC entities with Location

Roles

In our model, roles are associated with locations. In fact, there are two kinds of asso-
ciations roles can have with locations. These associations are indicated by the labeled
edge AssignLocation and ActivateLocation in Figure [Il In the following we explain
these associations.

Often times, the assignment of user to roles is location dependent. For instance, a per-
son can be assigned the role of U.S. citizen only in certain designated locations. To get
the role of conference attendee, a person must register at the conference location. Thus,
for a user to be assigned a role, he must be in certain designated locations. In our model,
each valid role is associated with a set of locations where the role can be assigned. We
define a function AssignLocation that takes as input a role and returns the set of loca-
tions in which that role can be assigned. In other words, AssignLocation(r) returns the
set of locations where a user can be assigned the role r. The assignment of some role
s may not be location dependent. In such cases, AssignLocation(s) = universe, which
implies that the location of the user can be anywhere for it to be assigned the role s. The
location of a user u must be contained within AssignLocation(r) for u to be assigned
the role r. Since users can be assigned to roles only if they have satisfied the location
constraint, the function AssignUser in the core RBAC must be changed to include the
extra precondition that verifies this.

Some roles can be activated only if the user is in some specific locations. For in-
stance, the role of audience of a theater can be activated only if the user is in the theater.
The role of conference attendee can be activated only if the user is in the conference
site. Each role is associated with a set of locations from where this role can be activated.
The function ActivateLocation takes as input a role r and returns the set of locations
where the role r can be activated. For a role s whose activation is not location depen-
dent, ActivateLocation(s) equals universe. Before a user u can activate a role r, we must
check whether the location of u is contained in ActivateLocation(r). This requires an
additional precondition check in the operation ActivateRole in the Core RBAC.
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Sessions

A user initiates a session. To create a session, a user submits a set of roles that must
be activated in that session. If the location of the user satisfies the location constraints
for all the roles he is trying to activate, then the session will be created. Otherwise he
is notified and the session will not be created. The location associated with the ses-
sion is the location associated with the user when he created that session. The function
CreateSession in the Core RBAC needs to be changed because the session creation de-
pends on successful role activation, which, in turn, depends on the location of the user.

Objects

Objects can be physical or logical. Example of physical object is a computer. Files are
examples of logical objects. Physical objects have devices that transmit their location
information. Logical objects are stored in physical objects. The location of a logical ob-
ject is the location of the physical object containing the logical object. For the sake of
simplicity, we assume that each object is associated with one location only. Each loca-
tion can be associated with many objects. This is shown by the association ObjLocation
in Figure[Il The function ObjLocation takes as input an object and returns the location
associated with the object. Formally, ObjLocation(o) returns the location of object o.

Permissions

Location-based access control models provide more security than their traditional coun-
terparts. This happens because the location of a user and that of an object are taken into
account before making the access decisions. Location-based access control also allows
us to model real-world requirements where access is contingent upon the location of
the user and object. For example, a vendor may provide some free services only to the
local customers. Our model should be capable of expressing such requirements.

In the Core RBAC model, permissions are associated with roles, objects and opera-
tions. These associations are labeled as PermAssign, PermObject and PermOper respec-
tively in Figure[Il PermAssign is a function that takes as input a permission and returns
the set of roles assigned to that permission. PermOper is a function that takes as input a
permission and returns the set of operations associated with this permission. PermObj is
a function that takes as input a permission and returns the set of objects associated with
the permission. A role can perform an operation on an object, if there is a permission
that authorizes the role to perform the operation on the object. To incorporate location-
aware access, we associate a permission with two locations: allowable role location
and allowable object location. These associations are indicated by the edges labeled
PermRoleLoc and PermObjLoc in Figure[Il The function PermRoleLoc takes as input a
permission p and returns the set of allowable locations for the role associated with this
permission. The function PermObjLoc takes as input a permission p and returns the set
of allowable locations for the object.

In location based access control, a user u is allowed to perform an operation op
on an object o in a session s, if there is a permission p such that PermAssign(p) in-
cludes an activated role r, PermOper(p) includes op, PermObject(p) includes o, the
UserLocation(u) is contained in PermRoleLoc(p) and the ObjLocation(o) is contained
in PermObjLoc(p). This requires changing the operation CheckAccess in Core RBAC.
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Table 1. Relevant Z Notation

N Set of Natural Numbers

PA  |Powerset of Set A

\ Set Difference (Also schema ‘hiding’)
x+—y |Ordered Pair (x, y)

A -+ B|Partial Function from A to B

B <A |Relation A with Set B Removed from Domain
A B |Relation A with Range Restricted to Set B
domA |Domain of Relation A

ranA |Range of Relation A

A @® B |Function A Overridden with Function B
x? Variable x? is an Input

x! Variable x! is an Output

X State Variable x before an Operation

x State Variable x" after an Operation

AA Before and After State of Schema A

ZA  |AA with No Change to State

[USER, ROLE, SESSION, LOCATION, OBJECT ,OPERATION, PERMISSION)
BOOLEAN ::= True | False

4 A Formal Model

In this section, we propose a formal model that extends the core RBAC with location
constraints. We use the Z specification language [7] for presenting our formal model.
Z is based on set theory, first order predicate logic, and a schema calculus to orga-
nize large specifications. Table[Il briefly explains the Z notations used in our examples.
Other specification and analysis conventions peculiar to Z are explained as the need
arises.

The specification assumes the given types USER, ROLE, SESSION, PERMISSION,
LOCATION, OBJECT, OPERATION, which enumerate all possible users, roles, ses-
sions, permissions, locations, objects and operations respectively. In addition, we have
the enumerated type BOOLEAN that can take on any two values True or False.

In Z, states, as well as operations, are described with a two-dimensional notation
called a schema. The declarations for the various objects appear in the top part and
the constraints on these objects appear at the bottom part. The objects in the location-
aware RBAC are listed in the schema LRBAC, which defines the state of the access
control system. The objects Users, Roles, Sessions, Permissions, Objects, Operations
and Locations store the set of users, roles, sessions, permissions, objects, operations,
and locations, respectively, of the system. The object UserLocation and ObjLocation
are functions that record the location of the user and the location of the object respec-
tively. The function AssignLocation maps a role to a set of locations — these are the
locations in which the role can be assigned to some user. ActivateLocation is a function
mapping a role to the set of locations from where the role can be activated. UserSession
is a function that returns the set of sessions associated with any user. The function
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UserAssign maps a user to the set of roles assigned to the user. SessionRole maps a
session to the set of roles that are activated in a session. The function SessionUser
maps a session to the user associated with that session. The functions PermObject,
PermOper, and PermAssign give the set of objects, operations, and roles, respectively,
associated with a given permission. The functions PermRoleLoc and PermObjLoc give
the set of allowable locations for the role and object respectively associated with a given
permission.

—LRBAC
Users : P(USER); Roles : P(ROLE); Sessions : P(SESSION); Objects : P(OBJECT)
Permissions : P(PERMISSION)

Operations : P(OPERATION); Locations : P(LOCATION)

UserLocation : USER + LOCATION; ObjLocation : OBJECT + LOCATION
AssignLocation : ROLE -+ P(LOCATION); ActivateLocation : ROLE - P(LOCATION)
UserSession : USER + P(SESSION); UserAssign : USER - P(ROLE)

SessionRole : SESSION -+ P(ROLE); SessionUser : SESSION -+ USER

PermObject : PERMISSION -+ P(OBJECT); PermOper : PERMISSION —+ P(OPERATION)
PermAssign : PERMISSION -~ P(ROLE); PermRoleLoc : PERMISSION - P(LOCATION)
PermObjLoc : PERMISSION -+ P(LOCATION)

dom UserLocation = Users; dom ObjLocation = Objects; ran ObjLocation C Locations
dom AssignLocation = Roles; Y1 : ran AssignLocation el C Locations
domActivateLocation = Roles; V1 : ran ActivateLocation e | C Locations

dom UserSession C Users; V1 : ran UserSession e [ C Sessions

dom UserAssign C Users; Vr : ran UserAssigner C Roles

dom SessionRole = Sessions; Vr : ran SessionRoles e r C Roles

Vs : Sessions e (SessionRole(s) C UserAssign(SessionUser(s)))

dom SessionUser = Sessions; ranSessionUser C Users; dom UserSession = ran SessionUser
dom PermObject = Permissions; Y'r : ran PermObject o r C Objects

dom PermOper = Permissions; Y r : ran PermOper e r C Operations

dom PermAssign = Permissions; V' r : ran PermAssigner C Roles

dom PermRoleLoc = Permissions; V' r : ran PermRoleLoc e v C Locations

dom PermObjLoc = Permissions; V' r : ran PermObjLoc e v C Locations

The bottom of the schema LRBAC gives the constraints that are imposed on the
objects. The first one states that the domain of UserLocation equals the set of users in
the system. In other words, all users are associated with a location. The next one states
that the domain of ObjLocation equals the set of objects in the system — this is because
all objects are associated with locations. Each location associated with an object must
be in an allowable location. This is imposed by requiring that the set of locations in
the range of function ObjLocation is a subset of Locations. The next one states that
the domain of AssignLocation equals the set of Roles. This implies that each role in
Roles is associated with a set of locations where the role can be assigned. Each set in
the range of AssignLocation must be a subset of locations of interest in the system.
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Similar constraints are imposed for the function ActivateLocation. Since all users in the
set Users may not have an active session, the domain of UserSession is a subset of the
set Users. Each set in the range of UserSession denotes the sessions associated with a
particular user. Each such set must be a subset of Sessions. The function UserAssign
maps a user to the set of roles assigned to him. Not all users in Users may have roles
assigned to them, hence the domain of UserAssign is a subset of Users. Each set in the
range UserAssign corresponds to roles associated with a user — each such set is a subset
of Roles. The function SessionRole maps a session to a set of roles associated with the
session. Each session must be associated with some roles; the domain of SessionRole
therefore equals Sessions. Moreover, each set in the range of SessionRole is a subset
of Roles. The domain of SessionUser must equal Sessions because every session in
Sessions must be associated with a user. The range of SessionUser is a subset of Users
because not all users in the system may have an active session. Also, the domain of
UserSession must equal the range of SessionUser. For all sessions, the roles associated
with the session must be a subset of the roles assigned to the user associated with that
session. Each permission must be associated with a set of objects; thus the domain of
PermObject equals Permissions, and each set in the range of PermObject is a subset of
Objects. Similar constraints are placed for PermOper, PermAssign, PermRoleLoc, and
PermObjLocation.

__AddRoleAssignLocation
ALRBAC; r? : ROLE; I? : PLOCATION

r? € Roles; 1? C Locations; Operations' = Operations; Permissions' = Permissions
Roles' = Roles; Users' = Users; ActivateLocation' = ActivateLocation
AssignLocation' = AssignLocation & {r — AssignLocation(r?)U?}

Locations' = Locations; UserLocation' = UserLocation; UserSession' = UserSession
PermAssign’ = PermAssign; SessionRole’ = SessionRole; SessionUser’ = SessionUser
PermObject = PermObject; PermOper’ = PermOper; PermRoleLoc’ = PermRoleLoc
ObjLocation' = ObjLocation; PermObjLoc’ = PermObjLoc

UserAssign’ = UserAssign; Sessions' = Sessions; Objects’ = Objects

We next describe the operations for performing the administration commands for the
Location Aware RBAC. For lack of space, we do not specify all the operations. We
show only those operations that are significantly different from the Core RBAC and
those that are not present in the Core RBAC. The operations AddUser, DeleteUser,
AddRole, DeleteRole are similar to that specified in CoreRBAC. Since roles are as-
sociated with an assignment location and an activation location, we must have oper-
ations that add and delete these associations. The operation AddRoleAssignLocation
associates a new set of locations with a role. The operation takes as input a role r? and
a set of locations [?. It has two preconditions. The first verifies whether r? is a valid
role by checking whether r? is in the set Roles. The second checks whether [? is a sub-
set of Locations. The post condition changes the object AssignLocation. The role r?
is now mapped to the set of original locations union /?. All the other objects remain
unchanged.
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The operation DeleteRoleAssignLocation also takes as input a role r? and a set of
locations [?. This has two preconditions. The first one verifies role r? is a valid role by
checking whether r? is in the set Roles. The second one checks whether [? is a subset
of the locations that are associated with the assignment of role »?. The postcondition
removes [? from the set of roles associated with r?. No other objects are changed. The
operations AddRoleActivateLoc and DeleteRoleActivateLoc are specified in a similar
fashion.

—DeleteRoleAssignLocation
ALRBAC; r? : ROLE; I? : PLOCATION

r? € Roles; 1? C AssignLocation(r?); Users' = Users; Roles' = Roles

AssignLocation’' = AssignLocation® {r — AssignLocation(r?) \ 17}

Permissions' = Permissions; Sessions' = Sessions; Objects’ = Objects

Operations' = Operations; Locations' = Locations; UserLocation' = UserLocation
UserSession' = UserSession; SessionRole' = SessionRole; PermAssign' = PermAssign
ActivateLocation' = ActivateLocation; SessionUser’ = SessionUser; PermOper’ = PermOper
PermObject’ = PermObject; PermRoleLoc' = PermRoleLoc; ObjLocation’ = ObjLocation
PermObjLoc’ = PermObjLoc; UserAssign' = UserAssign

___AddRoleActivateLoc
ALRBAC; r? : ROLE; 1? : PLOCATION

r? € Roles; 1? C Locations; PermObjLoc’ = PermObjLoc; Users' = Users

ActivateLocation' = ActivateLocation® {r — ActivateLocation(r?) U1?}; Objects’ = Objects
Operations' = Operations; Locations' = Locations; UserLocation' = UserLocation
UserSession' = UserSession; PermAssign' = PermAssign; Sessions' = Sessions

Roles’ = Roles; AssignLocation’' = AssignLocation; ObjLocation' = ObjLocation
Permissions' = Permissions; SessionRole' = SessionRole; SessionUser’ = SessionUser
PermObject’ = PermObject; PermOper’ = PermOper; PermRoleLoc' = PermRoleLoc

___DeleteRoleActivateLoc
ALRBAC; r? : ROLE; I? : PLOCATION

r? € Roles; 1?7 C AssignLocation(r?); Users' = Users; Operations' = Operations
AssignLocation' = AssignLocation ® {r — AssignLocation(r?) \ I?}

Objects’ = Objects; Locations' = Locations; UserLocation' = UserLocation

Sessions' = Sessions; UserSession' = UserSession; PermAssign' = PermAssign
ActivateLocation' = ActivateLocation; ObjLocation’ = ObjLocation; PermOper’ = PermOper
SessionRole’ = SessionRole; SessionUser’ = SessionUser; PermObject’ = PermObject
PermRoleLoc' = PermRoleLoc; Roles' = Roles; PermObjLoc' = PermObjLoc
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___AddPermission
ALRBAC; p? : PERMISSION; obj? : POBJECT
r? :PROLE; op? : POPERATION; ri?,0l? : PLOCATION

p? & Permissions; obj? C Objects; op? C Operations; rl? C Locations

AssignLocation' = AssignLocation; ol? C Locations; ActivateLocation' = ActivateLocation
Users' = Users; Permissions' = Permissions\U{p?}; Sessions' = Sessions

PermAssign’ = PermAssign\U {p? — r?}; PermObject’ = PermAssignU {p? — obj?}
PermOper’ = PermAssignU{p? — op?}; PermRoleLoc’ = PermRoleLocU {p? — ri?}
PermObjLoc’ = PermObjLocU {p? — ol?}; Objects' = Objects; Roles' = Roles
ObjLocation’ = ObjLocation; Operations' = Operations

Locations' = Locations; UserLocation' = UserLocation; UserSession' = UserSession
UserAssign' = UserAssign; SessionRole’ = SessionRole; SessionUser' = SessionUser

___DeletePermission
ALRBAC; p? : PERMISSION

p? € Permissions; Users' = Users; Roles' = Roles; Sessions' = Sessions

Permissions' = Permissions — {p?}; PermAssign’ = {p?} < PermAssign

PermObject’ = {p?} < PermObject; PermOper’ = {p?} < PermOper

PermRoleLoc’ = {p?} < PermRoleLoc; PermObjLoc’ = {p?} < PermObjLoc
Operations' = Operations; UserLocation' = UserLocation; UserAssign’ = UserAssign
Locations' = Locations; Objects' = Objects; AssignLocation' = AssignLocation
ActivateLocation' = ActivateLocation; UserSession' = UserSession

ObjLocation' = ObjLocation; SessionRole' = SessionRole; SessionUser’ = SessionUser

The operation AddPermission adds a new permission to the set Permissions. It takes
as input the new permission p?, the set of roles r? which must be assigned this permis-
sion, the set of objects 0bj? and the set of operations op? associated with this permis-
sion, the set of role locations r/? and the set of object locations 0l? associated with this
permission. There are five preconditions associated with this operation. The first one
checks that p? is not an existing permission, the second and third check whether obj?
and op? are valid sets of objects and operations respectively, and the fourth and fifth
check whether rI? and ol? are valid sets of locations. The postconditions change the
set Permissions to include p?, change the function PermAssign to include the new map-
ping p? +— r?. The function PermObject, PermOper, PermRoleLoc, and PermObjLoc
are updated to include the mappings of permission p? to object 0bj?, operation op?, role
location r/?, and object location 0!? respectively. The other objects remain unchanged.

The operation DeletePermission removes a permission p? from the set Permissions.
It takes in one input: the permission p? to be removed. The precondition checks whether
p?1is an existing permission by checking if it is in the set Permissions. The postcondition
removes p? from Permissions. It also changes the objects PermAssign, PermObject,
PermOper, PermRoleLoc, PermObjLoc by removing the entries associated with p? in
each of these objects.
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The operation AssignUser must also be changed. It takes in two inputs: the user u? to
whom the role r? must be assigned. This operation has four preconditions. The first two
check whether #? and r? are valid user and role respectively. The third one ensures that
r? is not in the set of roles assigned to u#?. Since r? can be assigned only in certain lo-
cations, the last precondition checks whether the location of the user is contained in the
locations where r? can be assigned. The postcondition is that the function UserAssign
is changed so that #? maps to the set consisting of the roles previously assigned to u?
and r?. The other objects remain unchanged.

—AssignUser
ALRBAC; u? : USER; r? : ROLE

u? € Users; r? € Roles; r? ¢ UserAssign(u?); UserLocation(u?) € AssignLocation(r?)
PermObjLoc’ = PermObjLoc; Roles' = Roles; Objects' = Objects; Operations' = Operations
UserAssign = Userdssign® {u? — Userdssign(u?) U{r?}}; PermRoleLoc' = PermRoleLoc
Locations' = Locations; Permissions' = Permissions; UserLocation' = UserLocation
UserSession' = UserSession; PermAssign' = PermAssign; ObjLocation’' = ObjLocation
ActivateLocation' = ActivateLocation; SessionRole' = SessionRole; SessionUser' = SessionUser
PermObject’ = PermObject; PermOper’ = PermOper; Users' = Users; Sessions' = Sessions

___AddLocation
ALRBAC; 1?7 : LOCATION

12 & Locations; Users' = Users; Roles' = Roles; Locations' = Locations U {17}

Objects' = Objects; Operations' = Operations; UserLocation' = UserLocation

UserSession' = UserSession; PermAssign' = PermAssign; ActivateLocation' = ActivateLocation
Sessions' = Sessions; SessionRole’ = SessionRole; SessionUser’ = SessionUser

PermObject’ = PermObject; PermOper’ = PermOper; PermRoleLoc’ = PermRoleLoc
ObjLocation’ = ObjLocation; PermObjLoc' = PermObjLoc; Permissions' = Permissions

—DeleteLocation
ALRBAC; 1?7 : LOCATION

1? € Locations; 1? & ran ObjLocation; 1? ¢ ran PermRoleLocl? ¢ ran PermObjLoc

1? & ranAssignLocation; 1? ¢ ran ActivateLocation; Locations' = Locations\ {17}

Operations' = Operations; UserLocation' = UserLocation; UserSession’' = UserSession
PermAssign' = PermAssign; ActivateLocation' = ActivateLocation; ObjLocation’ = ObjLocation
SessionRole’ = SessionRole; SessionUser’ = SessionUser; PermObject’ = PermObject

PermOper’ = PermOper; Permissions' = Permissions; Roles' = Roles; PermRoleLoc' = PermRoleLoc
Users' = Users; PermObjLoc’ = PermObjLoc; Sessions' = Sessions; Objects’ = Objects

Two operations, not present in the Core RBAC, are added to this model. The first
is AddLocation which adds a new location to the set Locations. The precondition is
that the input /? is not among the existing set Locations. The postcondition is that the
set Locations is changed to include [?. The rest of the objects remain unchanged. The
second operation is DeleteLocation. It removes a location [? from the set Locations.
The first precondition is that [? must be an existing location. The second one checks
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that /? must not be the location of any object. The next four preconditions check that
7 must not be a location which is associated with some permission, role assignment
or role activation. The postcondition removes [? from the set Locations. Other objects
remain unchanged.

___CreateSession
ALRBAC; u? : USER; s? : SESSION; rset? : P(ROLE)

u? € Users; rset? C Roles; s? & Sessions; rset? € UserAssign(u?)

Vr € rset? o (UserLocation(u) € ActivateLocation(r)); Sessions' = SessionsU {s?}

Users' = Users; UserSession' = UserSession® {u? — UserSession(u?) U {s?}}

SessionRole' = SessionRole U {s? +— rset?}; SessionUser’ = SessionUser U {s? — u?}
AssignLocation’' = AssignLocation; Objects' = Objects; Operations' = Operations
Permissions' = Permissions; PermAssign’ = PermAssign; ActivateLocation' = ActivateLocation
Roles' = Roles; PermObject’ = PermObject; UserLocation' = UserLocation

PermOper’ = PermOper; UserAssign' = UserAssign; PermRoleLoc’ = PermRoleLoc
PermObjLoc’ = PermObjLoc; Sessions' = Sessions; ObjLocation’ = ObjLocation

___ActivateRole
ALRBAC; u? : USER; r? : ROLE; s? : SESSION

u? € Users; r? € Roles; s? € Sessions; r? € Userdssign(u?); s? € UserSession(u?)
UserLocation(u?) € ActivateLocation(r?); Users' = Users; Objects’ = Objects
Sessions' = Sessions; SessionRole’ = SessionRole ® {s? — SessionRole(s?) U{r?}}
Operations' = Operations; UserLocation' = UserLocation; UserSession’ = UserSession
Roles' = Roles; PermAssign' = PermAssign; ActivateLocation' = ActivateLocation
SessionRole' = SessionRole; SessionUser’ = SessionUser; PermObject’ = PermObject
PermOper’ = PermOper; UserAssign' = UserAssign; PermRoleLoc' = PermRoleLoc
PermObjLoc’ = PermObjLoc; ObjLocation’ = ObjLocation; Permissions' = Permissions

_CheckAccess
ZLRBAC; s? : SESSION; op? : OPERATION; 0? : OBJECT; res! : BOOLEAN

s? € Sessions; 0? € Objects; op? € Operations

3r: ROLE e (r € SessionRole(s?) A (3p : PERMISSION e (r € PermAssign(p) A op? € PermOper(p)
A 0? € PermObject(p) N ObjLocation(0?) € PermObjLoc(p)
A UserLocation(SessionUser(s?)) € PermRoleLoc(p)) = res! = TRUE

Ar: ROLE o (r € SessionRole(s?) A (3p : PERMISSION e (r € PermAssign(p) A op? € PermOper(p)
A 0? € PermObject(p) N ObjLocation(0?) € PermObjLoc(p)
A UserLocation(SessionUser(s?)) € PermRoleLoc(p))) = res! = FALSE

Next, we specify the operations for system functions for the Location Aware RBAC.
Here again, we specify only those operations that differ from the Core RBAC. The
first one is the CreateSession operation. This operation takes as input a user u? whose
session is being created, the session s? that must be created, and a set of roles rset?
that must be activated. This operation has three preconditions. The first ensures that
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u? is a valid user, that is, it must belong to the set Users. The second checks whether
rset? is a subset of Roles. The third ensures that s? is not an existing session. The
fourth precondition checks that rset? is a subset of the roles assigned to the user. The
fifth checks that for each role r in the set rset?, the location of user u? is contained in
the activation location of r. The post condition changes Sessions by including s?. The
function UserSession is changed — user u? is now associated with the set of pre-existing
sessions of u? together with the session s?. The function SessionRole is also changed; a
new mapping s? — rset? is added to SessionRole. Similarly SessionUser is changed to
include the mapping s? — u?. All other objects remain unchanged.

The other operation that is significantly different is ActivateRole. The input to this
operation are the user u?, the role r?, and the session s? in which the role must be
activated. The first three preconditions check whether u?, r?, and s? are existing user,
role and session respectively. The fourth and fifth preconditions check whether r? is a
role assigned to the user u?, and s? is a session initiated by user u?. The last precondition
checks that the location of u? is within the activation location of r?. The postcondition
is that the function SessionRole is updated; s? is now associated with »? and also the
roles that were previously activated. The other operations remain unchanged.

The next operation is the CheckAccess operation. This function takes in three inputs:
the session s?, the operation op? and the object 0?. The operation has three preconditions
that check whether s?, op? and o? are valid session, operation, and object, respectively.
The postcondition does not change any object. This operation produces an output res!
which is BOOLEAN. If there is a role r that is activated in the session s?, and there is a
permission p such r, op? and o? are associated with permission p, and the location of the
user and the object are contained in PermRoleLoc(p) and PermObjLoc(p), respectively,
then res! returns true. Otherwise res! returns false.

5 Related Work

Denning and MacDoran [4] propose many motivating examples as to why location-
based security is important for applications. Their argument is that use of location in-
formation can enhance the security of applications. The authors discuss how location-
based authentication can be achieved using GPS and a tool called Cyberlocator.

Hengartner and Steenkiste [3] design an access control mechanism for a people loca-
tion system. The authors say that an individual is associated with two kinds of location
policies. The first are the location policies that are specified by individuals. The second
are the policies that are specified by institutions. For instance, if a person is at the mall,
his individual location policies are in effect. When he is at work, the institutional poli-
cies of the organization are in effect. The access control policy is enforced using digital
certificates.

Leonhardt and Magee [[6] discuss how location-based access can be provided over
existing matrix-based access control models and mandatory access control models. The
proposed approach consists of three parts: controlling access, controlling visibility and
controlling anonymity. The visibility policy specifies what location information gets
returned to the user who is querying about the location of an entity. The anonymity
policy specifies what information gets returned to the user querying about some other
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user. The access policy specifies how location information can be used to control access.
Although this paper has presented some nice ideas, it lacks details and formalisms. For
instance, the authors do not discuss how the different components of an access control
model are impacted by location and what constraints are necessary on the location-
based model. In our work we try to address these issues and complement the above
mentioned work.

Sampemane et al. [9]] present a new access control model for active spaces. Active
space denotes the computing environment integrating physical spaces and embedded
computing software and hardware entities. The active space allows interactive exchange
of information between the user and the space. Environmental aspects are adopted into
the access control model for active spaces, and the space roles are introduced into the
implementation of the access control model based on RBAC. The model supports spec-
ification of RBAC policies in which system administrator maintains the access matrix
and DAC policies in which users create and update security policies for their devices.

Covington et al. [3] introduce environment roles in a generalized RBAC model (GR-
BAC) to help control access control to private information and resources in ubiquitous
computing applications. The environments roles differ from the subject roles in RBAC
but do have similar properties including role activation, role hierarchy and separation
of duty. In the access control framework enabled by environment roles, each element
of permission assignment is associated with a set of environment roles, and environ-
ment roles are activated according to the changing conditions specified in environmen-
tal conditions, thus environmental properties like time and location are introduced to
the access control framework. In a subsequent work [2]], Covington et al. describes the
Context-Aware Security Architecture (CASA) which is an implementation of the GR-
BAC model. The access control is provided by the security services in the architecture.
In CASA, polices are expressed as roles and managed by the security management ser-
vice, authentication and authorization services are used to verify user credentials and
determine access to the system resources. The environmental role activation services
manage environmental role activation and deactivation according to the environment
variables collected by the context management services.

Ray et al.[8] briefly describe the impact that location has on the various compo-
nents of RBAC. However, the paper does not provide any formal treatment of the topic.
Bertino et al.[1] describe the GEO-RBAC model which extends RBAC to incorporate
spatial and location information. Each role is associated with an extent which defines
the boundary at which the role is effective. Our model not only associates locations with
role activations, but also associates locations with role assignments and permissions.

6 Conclusion

In this paper, we have proposed a location-based access control model that is based on
RBAC. This model will be useful for pervasive computing applications in which the
role of the user as well as his location will be used to determine if the user has access to
some resource. We have shown how the different components of the core RBAC model
are related with location, what new operations are needed and how existing operations
must be changed to perform location-based access. We have formalized our model using
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the Z specification language. In future, we would like to extend this model by taking
into account the effects of the constraints imposed by role hierarchy, static separation
of duty, and dynamic separation of duty. We also plan to propose mechanisms by which
such a model can be implemented. Typically location of a user or an object changes
with time. Our future plans include proposing a model that takes into account these
kinds of temporal constraints.
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Abstract. Security is a crucial concern for commercial and mission crit-
ical applications in Web-based environments. In our model, context in-
formation associated with Access Control management policies is defined
according to basic operators that can be represented using the Web On-
tology Language. Standard inference procedures of Description Logics
are being used to check the consistency of context information referred
to by policy conditions and, more interestingly, to pre-process context
information for grounding policy propagation and enabling conflict reso-
lution. In this paper, we extend the model to encompass part-of relations
between entities in context descriptions and, consequently, revise the pol-
icy propagation criteria being applied to the model to take into account
the newly introduced relations. Finally, we exemplify modality conflicts
arising from part-of relations, a category of extensional conflicts (i.e., in-
consistencies related to individuals) that cannot be foreseen by looking
at the terminology underlying context information.

1 Introduction

Security is a crucial concern for commercial and mission critical applications in
Web-based environments. Recently, a number of advanced models and languages
have been proposed for protecting Web resources and services, specifying and
enforcing policies and Access Control (AC) constraints based on Semantic Web-
style context descriptions [12] aimed at supporting widespread distribution of
resources and cooperation of autonomous agents on the Web in a secure way.
Ontologies, rule languages and Semantic Web reasoning are important ingre-
dients of this infrastructure to enable distributed peers to negotiate access to
distributed resources and services.

In our previous work [I8], context information associated with AC manage-
ment policies (e.g., subjects, actions, target objects) is defined according to basic
operators (namely, subsumption, union, intersection, and complement) that can
be represented using the Web Ontology Language (OWL) [8]. The same primi-
tives are used, in the specification of authorizations, to compose domain scope
expressions i.e., constructs combining entities defined by context descriptions.
By doing this, authorizations can be directly mapped with branches of the hi-
erarchical representation of context information and, under the assumption of
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a closed-world reasoning (i.e., complete knowledge), it is possible to regulate
access to resources with only positive authorizations. Standard inference proce-
dures of Description Logics (DL) [13] have been used to check the consistency of
context information referred to by policy conditions and, more interestingly, to
pre-process context information for grounding policy propagation and enabling
conflict resolution. Specifically, authorizations are propagated along partially
ordered structures obtained by classifying context descriptions.

In this paper, we first extend our basic model [I§] to encompass part-of re-
lations between context entities. With respect to authorization objects, parton-
omy can express logical or physical containment between resources (consider,
respectively, images included in a XHTML page and time-delimited fragments
of a movie clip) and also more fine-grained assertions related to the informative
content itself, such as “Text of Notel23 contains the data associated with Accoun-
tXYZ”. On the other hand, authorization subjects can model more complex social
structures, such as the Workgroup concept considered in Sec. @l In this paper, we
extend the policy propagation criteria being applied to our model to take into
account part-of relations. Moreover, in [I8] we primarily investigated modality
conflicts arising from the classification taxonomy, which we indicate by termi-
nological conflicts; instead, the examples in this paper belong to the category
of extensional conflicts, i.e. inconsistencies related to individuals that cannot be
foreseen by looking at the terminology underlying context information.

The paper is structured as follows. Sec. 2 introduces the context of our work
and provides the rationale for re-using high-level modeling techniques, such as
UML, for deriving the structure of domain information. In Sec. B we give a
primer on mereology, the theory of part-of relations, and pinpoint the character-
istics interesting in our context that can be expressed with OWL. In Sec. @l we
extend the expressiveness achievable with our model to represent this category
of relations. Sec. Bl recalls the authorization model that will be used throughout
the paper and explains the criteria adopted for policy propagation and conflict
resolution w.r.t. the extension to the model. Sec. [6] draws the conclusions and
introduces future work.

2 DMotivation and Background

In [I8] we introduced an ontology-based model for context description to investi-
gate modality conflicts in semantics-aware AC architectures. We also drew a com-
parison with traditional models, such as RBAC [28], to pinpoint the similarities
and distinguishing features, particularly with respect to the distinct semantics
that can be considered when interpreting a knowledge base (KB). Specifically,
we combine the traditional negation-as-failure interpretation of closed-world sys-
tems (e.g., relational databases) with the open-world semantics of the DLs un-
derlying OWL Lite and OWL DL. This approach widens the scope of our model,
making it suitable for environments like inter-organizational systems or the open
net, where information is under the control of different owners and no assump-
tions can be made on the time of its release. With regards to the integration of
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existing paradigms with our model, in this paper we will consider the UML mod-
eling language [5] as a possible source for re-usable context descriptions. Indeed,
a major motivation for adopting a semantics-aware representation is that a) ad-
ministrative and business processes within an organization are often modeled by
means of expressive, high-level abstractions such as UML diagrams and b) the
translation to Semantic Web formats is technically achievable through the XML
Metadata Interchange (XMI) format and any XML conversion technique e.g.,
the eXtensible Stylesheet Language Transformations (XSLT). In order to express
with UML class diagrams more fine-grained properties, such as disjointeness be-
tween class extensions, we consider the inter-relationship constraints [19] that
can be used in conjunction with generalization and association structures. More
complex constraints achievable with the Object Constraint Language (OCL) [16]
are not considered by our model.

A straightforward way of structuring context information is using a subsump-
tion hierarchy combining different kinds of entities. Firstly, concept descriptions
categorize the entities known to the system that will be referenced by autho-
rizations. In our working example, we consider subjects and objects of access re-
quests, but the model can be immediately extended to encompass further compo-
nents of AC authorizations (e.g., the different actions that a subject can execute
on an object). Secondly, domain scope expressions introduced by authorization
subjects and objects are integrated with the former in order to identify the con-
cepts being addressed by authorizations. This structure can be used to detect
and resolve terminological conflicts i.e., those conflicts due to inheritance of col-
liding authorizations from super-concepts. They are resolved, wherever possible,
by applying either the specificity principle [25] or semantic similarity measures
[27U17]. We also need to reconcile extensional conflicts that cannot be spotted
simply by inspecting the subsumption hierarchy because they are due to mul-
tiple type relationships of individuals. In this case, the most specific concept
(msc) [13] related to an individual is computed and inserted into the hierarchy
to reconduce the conflict to the former typology. In this work, we extend the pre-
viously defined model by adding meronymic inclusion (i.e., part-of relations) for
expressing heterogeneous aggregate entities. In the example presented in Sec. [
the Workgroup concept is introduced as a nestable structure grouping employ-
ees in a company workforce. Similarly, different kinds of containment relations
between resources are investigated. Authorizations are propagated according to
the newly introduced relations and the modality conflicts arising from them are
discussed.

2.1 Defining Ontologies with UML

The OMG Ontology Definition Metamodel (ODM) [4] provides UML-compliant
modeling tools for representing the “specifications of conceptualizations” named
ontologies. The ODM aims at bridging heterogeneous formats (e.g., OWL, RDF(S),
Topic Maps, and Common Logic [RITUTTIT]) that may also feature different under-
lying semantics. We are primarily interested in the compatibility between UML
and OWL with respect to the generalization structures introduced in [I8] and the
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Employee

ProjectManager Analyst

{OR}

MasterStudent InHouseDeveloper

Fig. 1. A simple UML diagram describing a company structure

composition/aggregation structures investigated in this work. More exhaustive
translation criteria can be found in [4II5I20]. Albeit more general, the notion of
UML class comprises the OWL notion of class as a set of instances. Some prop-
erties can be immediately translated, such as multiple inheritance and subclasses
covering the superclass. Binary UML associations can be translated into Object-
Property and DatatypeProperty constructs from the OWL palette, according to the
entities on both sides of the association. Instead, modeling n-ary associations and
multiplicities requires, respectively, the insertion of a new class representing the
association and the creation of an inverse property to model the multiplicities
on both sides of the association. The owl:oneOf construct corresponds, in UML,
to the explicit enumeration of a class as a set of individuals. Finally, OWL con-
structs such as symmetric and transitive properties cannot be directly translated
into UML and require the adjoint OCL for specification. Other than relying on
OCL for constraint specification, UML generalization hierarchies may also take
advantage of a set of inter-relationship constraints to specify properties on sub-
concepts [19]. These constraints can be assimilated to well known operators in
Propositional Logic (PL) and have been effectively modeled with OWL [22].

2.2 Modeling Constraints in Logics

Let us briefly examine how logic modeling of constraints is performed. The {OR}
constraint, requiring a superclass instance to be an instance of at least one sub-
class, can be expressed with the owl:unionOf construct and has exactly the same
semantics of the OR operator in PL. The {XR} constraint, requiring a super-
class instance to be an instance of at most one subclass, can be expressed as the
union of mutually disjoint subclasses. The similarity with the XOR (exclusive-
or) operator of PL ends if we consider three or more subclasses: as an example,
a XOR b XOR cis true even when all three variables are true, while the {XR}
constraint requires that a superclass individual belongs to exactly one subcon-
cept. Fig. [[l shows a small section of company organization structuring concepts
according to a generalization hierarchy. Inter-relationship constraints have been
added to express that:
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— Analysts are either MasterStudents or InHouseDevelopers. An Analyst can be both
of them.

— Employees are made up by ProjectManagers and Analysts. ProjectManagers can-
not be Analysts and vice-versa.

The structure depicted in Fig. [l can be translated into the following set of DL
axioms, substituting more verbose OWL constructs:

Analyst = MasterStudent LI InHouseDeveloper

Employee = ProjectManager LI Analyst
ProjectManager L —Analyst

Other inter-relationship constraints are less interesting w.r.t. our specific task.
Firstly, the {ND} constraint requires an instance to be member of at most n—1 of
the n subclasses of a concept. When considering only two subclasses, it is equiv-
alent to the NAND operator of PL and can be expressed by disjointness. The
{EQ} constraint is based on the logical equivalence operator and can be applied
to concepts, properties, and instances by means of the OWL owl:equivalentClass,
owl:equivalentProperty, and owl:sameAs constructs, respectively. Finally, the {IP}
constraint models the implication operator by requiring an instance of the sub-
class indicated by the constraint to be also an instance of the previous n — 1
subclasses. Unfortunately, this constraint cannot be modeled properly with OWL
concept definitions.

3 An Introduction to Mereology

Mereology, the theory of part-of relations, has an enormous background in early,
medieval, and modern philosophy. There are also different meanings for “a por-
tion of a given entity”, according to a wide range of properties (whether the
“part” can be detached from the “whole”, whether the former is arbitrarily
demarcated, etc.). Also the characterization of the partially ordered structures
stemming from part-of relations (i.e., being a reflexive, antisymmetric, and tran-
sitive relation) has been debated. As an example, transitivity might be argued
upon when considering the functional aspects of parthood (e.g., wheels can be
considered functional parts of a vehicle but are clearly not functional parts of
the car park hosting the vehicle). With respect to the specific scope of our re-
search, we are primarily interested in a general notion of cognitively salient [3]
components of an object i.e., those parts that can be distinguished as individual
units, regardless of their interaction with the “whole”. The functional aspects of
meronymic inclusion can be separated from more generic membership properties
as in [29], distinguishing between a) component-object, b) feature-event, and c)
member-collection part-of relations. Typologies a) and b) can respectively be
exemplified by images included in XHTML [9] pages and time-delimited frag-
ments of movie clips. In our scenario, they can be merged for the purpose of
structuring composite objects because we are essentially interested in whether
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an element can be part of more than one composite element or, referring to
UML, whether the structure should be modeled as aggregation or composition.
In Sec. @ we will address this distinction when evaluating the enforcement op-
tions for authorizations. Finally, member-collection relations can be expressed
with aggregation, are exemplified by the traditional notion of work group, and
specifies no restriction on multiple relations of the same kind.

a) b)

Fig. 2. a) Overlapping of parts; b) one possible representation in UML

In this work, we limit our scope to proper parthood (i.e., when it holds that
X being part of Y automatically implies that Y is not part of X) and proper
overlapping (i.e., when X overlapping Y also implies that neither X or Y is a
proper part of the other). In our model, proper overlapping is modeled by nesting
proper parts: in the example of Fig.[2l A, B, and C are parts of D, and C'is part of
both A and B. The inclusion properties relating A and B with D can be exclusive
(i.e., they can be modeled with composition); on the contrary, both A and B
aggregate C' and none of these properties can be exclusive. The work presented
in [I4] proposes a model of part-of relations to be specifically used in Access
Control infrastructures: it distinguishes between functional and non-functional
part-of relations (named shared and ezxclusive aggregation), but also takes into
account whether individual parts are bound to the life-cycle of the composite
object. The independent aggregation of images included in a XHTML page,
surviving the removal of the latter, can then be distinguished from the dependent
aggregation of (logical) fragments of a movie clip that would cease to exist once
the movie clip is removed. This is particularly important when implementing,
other than a tout-court grant or denial of a resource, the sanitization of this (e.g.,
the removal of images in XHTML pages). We model this kind of dependence by
introducing a new concept in the context ontology for typing atomic individuals
that cannot be physically divided into components by the system.

3.1 Composition and Aggregation in OWL

Semantic Web languages primarily rely on generalization to build up data
structures. Datatype and object properties, in conjunction with their possi-
ble characterizations (e.g., functionality, cardinality restrictions, etc.) provide
the general-purpose means for modeling associations between individuals. Both
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composition and aggregation (respectively, functional and non-functional part-of
relations) have no reserved construct in OWL. Although it is possible to define
a class as the enumeration of its members, the notion of aggregation and com-
position that enumerated classes convey is limited. Firstly, we are interested in
representing individuals (e.g., the work group ProjectABC in Fig.[3)) that consti-
tute composite structures grouping individuals (e.g., MaryJones and JohnSmith)
and not in defining new concepts on the basis of individuals, because the termi-
nology should not change as a consequence of the creation of new entities in the
system’s context representation. Moreover, nesting this category of structures
amounts to considering classes as instances, resulting in OWL Full ontologies
that cannot be considered for actual deployment of Semantic Web applications
because they lack terminating decision procedures.

Representing composite entities as enumerated classes corresponds to the set
of sets solution (SOS) presented in [30], that also presents another straightfor-
ward representation, the union of sets solution (UOS), in which also components
are represented by class definitions. Since all these definitions are concept-level,
it is awkward to apply the same technique to our use case because the entities in
the context description are prone to change dynamically and this would imply
radical changes in the terminology. Moreover, none of these representations takes
into account the distinct notions of part-of relations our model aims to portray,
presented in the beginning of this section. The work [30] also proposes an in-
stance solution (IS) by adding a parallel class hierarchy to model the different
relations. Object properties memberOf and its inverse hasMember are also added to
relate composite entities, modeled as individuals, to the composing individuals.
A more general approach for translating UML diagrams into OWL ontologies [20]
also rules out the possibility of representing part-of relations with OWL built-in
constructors and, similarly to the IS approach, relies on object properties and
also distinguishes between functional and non-functional relations by considering
both composition and aggregation. Number restrictions on properties can then
represent cardinality constraints, as for more general associations. Integrating
both the approaches, we will express composition and aggregation with object
properties, and take advantage of a role hierarchy to consider composition and
aggregation as one property for the purpose of policy propagation.

4 Extending Modelling Primitives

Using existing ontology-based representations to ground AC management poli-
cies over traditional AC structures, like RBAC domains, fosters reuse of expen-
sive metadata [I8]. Also, when using OWL sub-languages such as OWL Lite and
OWL DL, well-known results of Description Logics [2I] can be applied to check
the consistency of policies and derive implicit information. In our model, context
information is stored as a OWL ontology, whose root concept DomainConcept is
sub-classed by:

— SubjectConcepts representing the categorization of subjects that will issue
access requests to the system.
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— ObjectConcepts modeling the actual resources referenced by authorizations as
target objects.

Of course, the ontology can be extended with more DomainConcept subclasses
to represent essentially any property that programming logics can bind to the
model. As an example, in this paper we will add the CompositeEntity and Co-
herentEntity concepts for expressing, respectively, individuals aggregating indi-
viduals and, among them, those that cannot be separated from their parts.
SubjectConcepts and ObjectConcepts are processed separatedly to carry out policy
propagation and then compared for the purpose of conflict detection. Context
descriptions are created by sub-classing existing concepts in a top-down approach
or else by using union (L), intersection (M), and complement (—) operators of DL.
The same expressiveness can be used for defining domain scope expressions in au-
thorizations. In this paper, we enrich context description with object properties
representing composition and aggregation. Fig. [}] portrays the extended context
information considered by our example w.r.t. subject entities: the categorization
of employees introduced in Sec. 2] is extended with concept Workgroup, model-
ing groups of Employees within the organization. ProjectABC and BetaTestersABC
are nested instances of Workgroup modeling, respectively, the employees partic-
ipating in a software project and, among them, the employees participating in
the testing of the application. These Workgroup instances aggregate individu-
als MaryJones and JohnSmith which are, respectively, instances of ProjectManager
and MasterStudent. On the other hand, Fig. [ portrays the context information
associated with object entities: mutually disjoint concepts ClassifiedData and Se-
cretData are the clearance levels that can characterize SensitiveData. Document and
Footage represent typologies of resources stored by the system while Chart123 (a

SubjectConcept
Workgroup Employee

P mstanc‘\C‘Jl % (R}

ProjectABC .L | ‘
“|BetaTestersABC _.7 ProjectManager Analyst

" [instancect {0R}

MaryJones 7 MasterStudent InHouseDeveloper

" instanceat

JohnSmith [

Fig.3. UML diagram displaying context information associated with authorization
subjects
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ObjectConcept

Document Footage SensitiveData

™ 7

Jinstance0t

Jinstancefi

ConferenceABC| 4 ClassifiedData SecreiDala

PresentationABC

. instanceot

Chart12s |

Fig. 4. UML diagram displaying context information associated with target objects

typical raster image), PresentationABC (which we assume to be in the XHTML
file forma), and ConferenceABC (a recorded video) are individuals instantiated
from these concepts. Aggregation links indicate that Chart123 has been embedded
in PresenationABC and the presentation has been recorded in the ConferenceABC
video footage.

4.1 Expressing Part-of Relations

The composition link in Fig. B corresponds, in the context ontology, to the pair
of object properties componentOf and hasComponent, that are one the inverse of
the other. We model the semantics of composition by requiring componentOf
to be a functional property (i.e., an individual can be component of at most
one individual). Should another Workgroup instance (say, Dummylnstance) contain
BetaTestersABC, the reasoner will assert that:

ProjectABC owl:sameAs Dummylnstance

This happens because of the functional (resp., inverse functional) restriction
on property componentOf (resp., hasComponent). Should Workgroup instances be
declared as distinct entities in the KB (with the owl:allDifferent construct), the
reasoner will report the inconsistency of the terminology (TBox) w.r.t. the asser-
tions in its extension (ABox). Object properties memberOf and hasMember (again,
one the inverse of the other) model the aggregation links in Fig. [ and [, with no
restriction on the number of distinct individuals an individual can be member
of.

1 'We specify a XML file format to exemplify the sanitization of composite resources.
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CompositeEntity

CoherentEntity

‘,“ instanceof

WorkgroupABC | i

Footage

BetaTestersABC

linstancedt

PresentationABC ConferenceABC

Fig. 5. The categorization of subjects and objects grounding policy propagation in
part-of structures

In order to generalize inclusion relations for AC policy propagation, we group
pairwise the object properties modeling composition and aggregation: property
partOf (resp., hasPart) is introduced as a super-property of componentOf and mem-
berOf (resp., hasComponent and hasMember). Moreover, authorizations are propa-
gated across heterogeneous part-of relations by making partOf, and consequently
hasPart, transitive properties. Finally, in order to model composite object that
can only be released as a whole, we introduce the cross-cutting categorization
of SubjectConcepts and ObjectConcepts shown in Fig. Bl Specifically, the Composi-
teEntity concept is defined as:

CompositeEntity = 3 hasPart.DomainConcept

By doing this, it is not necessary to declaratively assert individuals as members
of class CompositeEntity; instead, it will be the DL reasoner to derive this informa-
tion. This concept is further sub-classed by CoherentEntity to represent composite
entities that cannot be separated from their parts (in the example, instances of
the Footage resource type). Unfortunately, it is up to the system administrator
to determine which concepts or individuals should be considered entities of this
kind, as for the Footage definition in Fig.

5 Policy Propagation and Modality Conflict Detection

We are now ready to summarize the simple authorization model we use to exem-
plify modality conflict detectiorl. In order to represent authorization policies we
need to identify the subject/object pair the authorization is applying to and the
authorization mode (+ or —). Fig. [0 displays the authorizations considered by
the example of conflict detection presented in this paper. Authorization Al ap-

2 Note that, as explained in [18], it is straightforward to extend the authorization
model to encompass obligations.
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Auth. | Mode | Subject | Object
Al | + | ProjectABC | ObjectConcept
A2 | - | Employee | SensitiveData

Fig. 6. The authorizations considered by the example

plies, with positive mode, to the specific subject instance ProjectABC and to the
most generic target object ObjectConcept. Authorization A2 applies, with nega-
tive mode, to the Employee concept as the subject and to the SensitiveData object
concept. As in our previous work [I8], authorizations are propagated to sub-
sumed concepts in the domain representation model and to the corresponding
individuals. Therefore, authorization Al will apply to any ObjectConcept class and
individual in the domain representation; particularly, Chart123. In a similar way,
authorization A2 will apply to all Employee individuals in Fig. Bl and to individ-
uals being categorized as either ClassifiedData or SecretData, comprising Chart123.
In order to ground policy propagation, both the context ontology and domain
scope expressions introduced by authorizations are classified with the Pellet DL
reasoner [6]. Authorizations themselves are also featured in the ontology, in or-
der to be related with subject and object expressions, but their definition do not
represent the focus for explaining policy propagation criteria and is therefore
not further described.

As a next step, traditional forward- and backward-chaining production rules,
implemented in the Jena framework [2], carry out propagation of authorizations
according to the classification structure processed by the DL reasoner. The re-
sults described in this article stem from the addition to these criteria of produc-
tion rules propagating authorizations across part-of relations between concept
instances. As an example, authorization Al is directly propagated to subject
MaryJones because she is member of ProjectABC. By virtue of the role hierarchy
described in Sec. [, the authorization will also propagate to BetaTestersABC along
the composition link and then propagate to its member JohnSmith. Considering
now the objects being addressed by authorizations, see Fig. [l Chart123 is the only
individual subjected to the negative authorization A2. However, production rules
take care of back-propagating the authorization to individuals featuring Chart123
as a direct or indirect component. It is important to remark that, whereas the
chain linking individuals in Fig. @ is made of homogeneous relation types (both
are aggregations), the enforcement of policy rules will behave differently ac-
cording to the different notion of aggregation being considered. Specifically, the
XPath [I0] expression marking the position of Chart123 within PresentationABC
allows to sanitize the latter resource before releasing it, thus avoiding authoriza-
tion A2 to prevent access to the composite resource. Also, the part-of relation
between Chart123 and PresentationABC i.e., the following assertion:

Chart123 memberOf PresentationABC

may also be the product of an automated process parsing PresentationABC to
determine its composing parts. On the contrary, the movie clip ConferenceABC
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is supposed to be accessible only as a whole and that a specific segment cannot
be removed without human interventiorfl. Note that, individual ConferenceABC
is inferred as member of class CoherentEntity by the DL reasoner because Footage
has been defined as a subclass of the latter.

5.1 Detecting Modality Conflicts

After carrying out policy propagation, it is sufficient to query the KB for sub-
jects being granted authorizations of opposite sign on the same object to obtain
a listing of possible modality conflicts. As shown in [12], conflicts applying to
whole concepts may sometimes be pruned from the list because they are implied
by other conflicts. With regard to propagation due to the part-of relations in-
troduced by our sample context, the different enforcement behaviors that the
specific nature of resources allow for is reflected in the list of collisions shown
in Fig. [ The tuples are listing, respectively, the colliding policies (necessarily,
the only pair we defined), the subject concepts, and the target objects addressed
by the conflict. Note that PresenationABC is not flagged as a possible source of
conflict because of the sanitization process the resource can be subjected to.
Applying the specificity principle to target objects in Fig. [, authorization A2

(+,-) | Subject | Object
(A1,A2) | JohnSmith | Charti123
(A1,A2) | JohnSmith | ConferenceABC
(A1,A2) | MaryJones | Chart123
(A1,A2) | MaryJones | ConferenceABC

Fig. 7. The conflicts generated by the authorizations in Fig.

should generally override Al because ObjectConcept is the root (i.e., least spe-
cific) concept modeling resources. On the contrary, authorization subjects Pro-
jectABC and Employee cannot be easily compared: domain nesting precedence [25]
or semantic similarity measures based on path distance [23I31] and information
content [26124] cannot be straightforwardly applied to resolve conflicts involv-
ing non-taxonomic relations, such as our extended context description model.
Consequently, we compute the most specific concept (msc) [13] associated with
individuals referenced by authorizations and conflicts, and integrate these con-
cepts with the context hierarchy. Note that, in our model, the msc can be finitely
computed because we do not allow for cyclic concept definitions. Specifically, to
resolve the first conflict in Fig. [{ we need to compute msc(ProjectABC) (re-
ferred to by authorization Al) and msc(JohnSmith). It is now possible to apply
more general semantic similarity measures s(.,.) [I7] and compare authorization
subjects with the entity addressed by the conflict:

3 Of course, it is possible to achieve this automatically (knowing the time delimiters
of the sensitive fragment) by embedding the movie in a SMIL presentation.
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s(msc(ProjectABC), msc(JohnSmith))

s(Employee, msc(JohnSmith))

Should msc(ProjectABC) prove to be more specific than Employee with respect
to msc(JohnSmith), the conflict would involve authorizations whose subjects and
objects are, respectively, more and less specific than each other. In this case,
the conflict cannot be resolved on the basis of the specificity principle and then
different techniques or default behaviors (e.g., deny-takes-precedence) should be
applied. We are currently evaluating, among the possible semantic similarity
measures, the ones best fitting the specific requirements of modality conflicts
resolution.

6 Conclusions and Outlook

A huge effort is being made to establish fully declarative, standard descriptions
of contexts, environments and systems by means of semantic-Web style, logic-
based formalisms like OWL. This process is now only beginning to show its
impact on access control models and languages; but it is gaining importance,
as it is widely acknowledged that organizations will not be able nor willing to
maintain multiple, incompatible representations of their internal structure and
resources for related purposes like access control and business process engineer-
ing. Still, evaluating access control policies based on Semantic Web metadata is
not straightforward; rather, it poses a number of problems due to the high expres-
sive power of DL-based languages. Evaluating the semantic status of a resource,
e.g. along a path in the part-of relation graph, is a basic step toward taking
an access description consistent with available knowledge about the resource it-
self. In this paper, we stated and addressed some crucial (though preliminary)
problems posed by policy statement and evaluation in a Semantic Web scenario.
However, much work remain to be done toward being able to perform this kind
of computation efficiently, identifying and preventing conflicts on arbitrary on-
tologies. Our current research is aimed at providing a complete framework for
Semantic Web-style access control.
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Abstract. SACL is an access control language based on SPKI/SDSI
PKI that has features like group certificates, delegation, threshold cer-
tificates etc. In this paper, we show how SACL can be effectively real-
ized in a Security Automata framework. We establish the equivalence
of the transformation with the SPKI/SDSI semantics as well as the set-
theoretic semantics. The transformation gives an efficient way to enforce
the policy being defined and allows inference of authorizations obtained
from multiple certificates. Further, we describe algorithms for efficiently
solving certificate-analysis problems, resource authentication problems
etc. The transformation allows us to capture the authorization of tags
while being delegated in an unambiguous way and, define the set of tags
permissible under threshold certification. The framework succinctly cap-
tures the expressive power of SACL and enables heterogenous integra-
tion of SACL with state-based security mechanisms that are widely used
for protection/security of classical OS, Databases etc. One of the dis-
tinct advantages of the framework is the amenability of using finite state
model-checking algorithms for verifying access control. We shall show
how very useful properties can be verified using our transformation.

1 Introduction

When resources are shared, we need access control mechanisms for protection and
security. Sharing resources are needed in centralized systems (file management
in an operating system), in distributed systems (sharing resources on internet),
in collaborative efforts. Access control in centralized systems is relatively simpler
as protection is the main issue and identity is kept outside the access control
mechanisms. However, in distributed systems identity management need to be
handled in the access control itself as remote access is the normal order. Thus,
trust management systems play a vital role. In the technology of trust manage-
ment systems, public key infrastructure (PKIs) plays a vital role. One of the
nicely articulated PKIs is the SPKI/SDSI system proposed in [4] that supports
delegation, threshold features etc. SPKI/SDSI is one of the prominently studied
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technologies for trust management systems. Qur present work is motivated by
issues considered in [3716].

In SPKI/SDSI, name certificates define the names available in an issuers local
name space; authorization certificates grant authorizations, or delegate the abil-
ity to grant authorizations. SPKI/SDSI Access Control specification (SACL) is
a set of name and authorization certificates specified in terms of rewrite systems.
In [3], Clarke et al considered the problem of discovering a certificate chain for
an authorization with respect to a set of SPKI/SDSI certificates; a certificate
chain provides a proof that a client’s public key is one of the keys that has been
authorized to access a given resource either directly or transitively, via one or
more name-definition or authorization-delegation steps.

Schneider [§] has proposed security automata model for arriving at compu-
tational characteristics of security policies. One such class is the category of
security policies enforceable with mechanisms that work just by monitoring sys-
tem execution.

In this paper, we shall show how an SACL can be realized via security au-
tomata [§] - one of the well established models of realizing ACL. The crux of
such a realization is based on first transforming SACL to a finite state transition
system. We establish the equivalence of the transformation with the SPKI/SDSI
semantics as well as set-theoretic semantics and describe algorithms for efficiently
solving certificate-analysis, resource authentication problems. An additional ad-
vantage of such a transformation is that it is possible to capture the authorization
of tags while being delegated in an unambiguous way and further, makes it pos-
sible to define the set of tags (and also possible implications of combinations
whenever defined) permissible under threshold certification. The underlying fi-
nite state transformation permits the use of efficient model checking algorithms
for verifying properties of SACL. We shall illustrate the uses of approach for
resource authentication etc, and provide a comparison with other models such
as Li et.al [7], Jha et.al el [6].

Rest of the paper is organized as follows: In section 2] we define SACL. In
section [l we show how SACL can be transformed into a finite state transition
system which allows us to realize the control through the security automata
framework. We end with a discussion, in section M, on how our approach can
lead to efficient enforcement of possible extensions to SACL and other access
control policies.

2 SACL

In this section we define SACL, an access control language based on SPKI/SDSI
PKI. We start by giving a brief overview of SPKI/SDST in section 211

2.1 SPKI/SDSI

In this section we provide the basic definitions of SPKI/SDSI as in [36].
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Names. In SPKI/SDSI, all principals are represented by their public keys. A
principal is an individual, process or any other active entity. L denotes the set
of all public keys. An identifier is a word over some alphabet Y. The set of all
identifiers is denoted by A.

A term is a key followed by 0 or more identifiers. 7 denotes the set of all
possible terms. A local name is of the form K A, where K € K and A € A.

Certificates. SPKI/SDSI has two types of certificates, or certs. The first type of
certificate called a name cert, provides definitions of local names. Authorizations
are specified using authorization certs (or auth certs, for short).

Name Certificates. A name cert provides a definition of a local name in the
issuer’s local name space. A name cert C is a signed four-tuple(K,A,S,V):

— The issuer K is a public key and the certificate is signed by X.

— A is an identifier.

— The subject S is a term in 7. Intuitively, S gives additional meaning for the
local name K A.

— The walidity specification V provides information regarding the validity of
the certificate. Usually, the validity specification V takes the form of an in-
terval [t1, t2], i.e., the cert is valid from time ¢; to ¢2 inclusive. A validity
specification can also take the form of an on-line check to be performed.

A name cert (K, A,S,V) can also be denoted by the rewrite rule KA — S.
The purpose of name certs is to associate principals with local names, thereby
also associating principals with terms. Given a name K A;As...A,, we can use
the name cert (K, A1, K, V) to reduce it to K'A,...A,,. By repeatedly applying
this reduction we get the set of principals associated with the name K A1 As... Ay,
called the valuation of the name. Two name certs C; = (K, A, K1 A1 As...A,, V)
and Cy = (K1, A1, K2B1...By,, V') can be combined to yield a name cert C5 =
C1Cy = (K, A, K3By...BpnAs.. . Ap, VIV, V")). VI is defined as validity intersec-
tion, succeeds if intersection is well defined.

Authorization Certificates. An Auth cert grants or delegates a specific au-
thorization from an issuer to a subject. Specifically, an auth cert C' is a five-tuple
(K,8,D,T,V):

— The issuer K is a public key, which signs the cert. The issuer is the one
granting a specific authorization.

— The subject S is a term. All the public keys that are in the valuation of S
are granted authorization.

— If the delegation bit D is turned on, then the key receiving this authorization
can delegate this authorization to other keys.

— The authorization specification or authorization tag T specifies the specific
permission or permissions being granted.

— The walidity specification V, for an auth cert is the same as that for a name
cert.
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The auth certs (K,S,1,T,V), (K,S,0,T,V) can be denoted by the rewrite
rules K7 — SO7p and KOp — SEy respectively. The meaning of an autho-
rization cert (K, S, D, T, V) is that all the principals associated with the name S
are authorized by the principal K to access the resource T'. In addition if D =1,
these principals may further delegate this authority. Given an auth cert C; =
(K,K1A1A2..A,,,D,T1,V1) and a name cert Co = (K1, 41, KoBy...By,, Va),
they can be combined to yield an auth cert C3 = C1Cy = (K, Ko By...Bp As... Ay,
D, T1,VI(V1,Vs)) provided VI succeeds.

Given two auth certs C; = (K4, K»,1,71,V1) and Cy = (K2, S2, D, T, Va),
they can be combined to yield an auth cert C3 = C1Cy = (K1, 52, D, TI(T1,T3),
VI(V1,Va)) provided T1 and VI succeed. In our presentation we assume that
the authorization tags are sets of strings that represent permissions over a re-
source. So, T'I succeeds only if T} and T5 represent permissions over the same
resource, and their intersection is well defined. VI is defined as validity intersec-
tion, succeeds if intersection is well defined.

We assume that each resource T has a unique owner denoted Koymner[r]-
A principal K will be granted permission to access resource T, if the cert
(Kownerr), K, D, T, V) can be derived from the given set of certs using the re-
duction rules. It is the responsibility of the principal K requesting access, to find
the Graph of certs that will be used in the derivation, and to submit it along
with request.

2.2 SACL

SACL is the language in which we give access control specifications. An access
control specification in SACL consists of a set of name certs and auth certs.
Access control specifications in SACL have features like group certificates, au-
thorization delegation, threshold certificates etc. Authorization certificates in
SACL include threshold certificates like (K, 6,,(S1,S2,...,5,), D,T’,V). This
certificate means that a request to access permissions in 7”7 will be granted only
if the set of keys signing the request are in the valuations of at least m out of
the n names.

SACL example. The set of certificates given in Figure[ll is an example of how
an access control specification will be given in SACL. Suppose that K3 wants to
read, write and ezecute a file F. Given the following SACL &, K3 has to prove
that he is authorized to do so.

= (Kowner(r)s 4, K1, ), C2 = (Kownerr), B, K1C,-), C3 = (K1,C, K3, -)
04 = (Kl,C K4,~) C5 (Kz,A Kowner[F]AC,~), CG = (Kg,E,Kz, )
= (Kowner(r); K1C,0,{read}, ), Cs = (Kownerr], K1,1, {read, write}, -)
= (Kowner[r]; K2, 1, {ea:ec} s C’m = (K1, K3, 1, {read, write}, -)
011 = (K4,K3,0 {read} ) 012 = (K3,K2, 1,{wm'te}, )
C13 = (K2, K3, 0, {write, exec}, -)

Fig. 1. Set & of certs
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3 Transforming SACL into Security Automata
Framework

In this section we show that a given SACL can be modeled as a Finite State
Transition System(referred to as FSTS henceforth). We also show how this
model can be used to answer various certificate-analysis problems.

Notation

— Id = {N1, No, ..., N;} denotes the set of name certs

— Au = {D1, Dy, ..., Dy,,} denotes the set of auth certs

— C = Id U Au denotes the set of certificates that specifies an SACL
— K¢ denotes the set of public keys appearing in C

— A¢ denotes the set of identifiers appearing in C

— T¢ denotes the set of authorization tags appearing in C.

3.1 Finite State Transition System Equivalent of SACL

Let C be the SACL. For simplicity, let us assume that all invalid certs are re-
moved.
We construct a FSTS Mc £ (Q, X, §) where

— @ = K¢ public keys act as states
- Y =AcU(Te x{0,1})

We systematically construct the transition function (initially empty) 6 : Q x X' —
29 Let 6 : Q x X* — 29, be the extended transition function corresponding to
0, defined in the standard way.

Algorithm for constructing the model

1. For each name cert of the form (K, A, K;,V) do
6(K,A) :=6(K,A)U{K;}

2. For each name cert of the form (K, A, K1A;..A,,V),n > 1, do
6(K,A) = 6(K,A)Ub(K1,A..Ay)

3. Repeat Step 2 until no further changes

4. For each auth cert of the form (K, K1, D,T,V) do
6(K,(T,D)) :=6(K,(T,D)) U{K1}

5. For each auth cert of the form (K, K1A4;...A4,,D,T,V),n > 1, do
6(K, (T, D)) = 6(K, (T, D)) Ud(K1, A;...A,)

The above algorithm can be easily seen to be terminating, since a certificate
in step2 can add at most |K| edges and at least one edge gets added in each
iteration of step2. FSTS obtained for the SACL described in Figure [I] is shown
in Figure 2l For simplicity we denote K,yner(r] as KF.

The intended meaning in our model is that §(K, A) captures the set of prin-
cipals associated with the local name KA. Now, we proceed to prove that, 6 as
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({read}.0)

({exec},1)
({write},1)

Fig. 2. FSTS for the example in Figure [l

we have defined in our model correctly captures the set-theoretic semantics of
name certs formalized by Li and Mitchell [7].

Given any function f : K x A — 2X mapping local names to sets of principals,
f can be extended to a valuation V; : I x A* — 2% on all name strings as follows:

Vi(K) = {K}
Vi(KA) = f(KA)
Vf(KlAl...Al) = Ungf(KlAl) Vf(KQAQ...Al) where [ > 1.

The semantics M[C] : K x A — 2% of a set C of name certs is the least function
f: K x A — 2K that satisfies the system of set containments

Se = {f(KA) D V;(S)|KA— S €}

Proposition 1. Given a set C of name certs, a local name KA, and a princi-
pal K', 6(K,A) > K' iff M[C](K,A) > K'. As an immediate consequence we
have, for any term KiAi..A,, and a principal K', 6(K1,A1,...,Ay) > K' iff
VM[C]<K1,A17 ,An) > K'.

In our model, we intend that §(K, (T, 0)) captures the set of principals authorized
by K to access resource T, also that 6(K, (T, 1)) captures the set of principals
authorized by K to access resource T' and further delegate this authority. Now we
prove that § as defined in our model correctly captures the meaning of certs, by
proving it equivalent to the name reduction closure algorithm by Clarke et.al [3].
A cert C' = L — R is said to be reducing if |L| > |R|, where | X| denotes the
length of the sequence X. If C is a set of certs, then the name-reduction closure
C* of C is defined to be the smallest set of certs containing C and closed under
name-reduction(composing with reducing certificates).

Proposition 2. Let C be a set of certs. Let C* be the name reduction closure of C.
1. Acert KAw K' € C* iff §(K,A) > K'.

2. A cert KOw— K'OeC*iff §(K,(T,1)) > K'.
3. A cert KO— K'BecC!iff §(K,(T,0)) > K'.
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3.2 Verifying Authorizations in SACL Using FSTS

In this section, we show how the FSTS model can be used to verify the authoriza-
tion requests in the given SACL. The authorization problem can be described
as follows:

Given an SACL, in order that the request (K’',T') be honored, principal K’
needs to provide a proof (which is in the form of a Graph of certificates) to the
principal K,ynerrv that K’ is authorized to access T".

Li et.al [7] has argued that the semantics of authorization as defined in [36]
are incomplete, compared to the logical characterization they presented. The
example given was that consider the two 5-tuples (K, K1, 0, (% set read write), V)
and (K, K1, 0, (x set delete), V), then the query (K, K1, 0, (x set read delete), V)
should be true. However, there is no rule that lets us combine authorizations
received from multiple 5-tuples.

To be able to handle the above case, we introduce a new rule that lets us
combine authorizations received from multiple auth certs. Given two auth certs
Cy = (K1, K,D1,T1,V1) and Cy = (K3, K, Do, T, Va), they can be combined to
yleld an auth cert 03 = Cl+02 = (Kl, K, min(Dl, DQ), 71[](7"17 TQ), VI(Vh ‘/2))7
provided TU and VI succeed. TU is defined as tag union, succeeds only if T
and T5 represent permissions over the same resource. VI is defined as validity
intersection, succeeds if intersection is well defined.

Now we give an algorithm for the authorization problem in which we also make
use of the rule for combining authorizations obtained from multiple certificates
described above.

Algorithm for Authorization problem

Remove useless edges from the model:

1. From M remove those edges which correspond only to name certs, to get
MI

2. Rercnove those edges from M}, such that §(K, (T, D)) 5 Ky where TNT" = 0,
to get M

3. Remove those edges from M7 such that §(K, (7,0)) > K; where K # K,
to get My’

4. Let Mo = M NT’ ie, let My be the graph obtained from M’ after inter-
secting the tag in the label on each edge with T

Label the nodes with auth tags they are allowed to access:

5. Set the label of Koyperir) to 177, and that of every other node(principal) in
M other than K’ to @ and mark all the edges red. K’ will have two labels
associated with it, labell corresponds to auth tags it can delegate and label2
corresponds to auth tags it can not delegate, both initially ). Whenever we
talk about the label of K’ we are referring to labell. We also associate rank
with the edges of My. Let i = 1.

6. If a node K is labeled T currently, and there is a red edge from K to K;
labeled (T3,1) or K to K’ labeled (T1,0), such that 73 C T, then mark the
edge green and set the rank of the edge to 1.
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If there is a green edge of rank ¢ with label (7',1) into node K, then set
label(K) = label(K) U T. If there is a green edge of rank ¢ with label (T, 0)
into node K’ then set label2(K') = label2(K') UT.

1=1+4+1

Repeat steps 6,7 and 8 until convergence

If now the labell(K') U label2(K') = T’, then we conclude that principal
K’ has authorization to T”, else terminate with FAIL. To actually find the
Graph that serves as a proof of authorization do the following

Find the graph that serves as a proof of the required authorization:

Remove all the red edges from the final graph and initialize a queue Q' to
contain (K',T’, 00) as its only element, and define oo to be greater than the
rank of any edge

Let the entry at the front of the Q" be (K, T,r), if K = Kyypepr7], remove
it from the @', move on to next element in the Q’, else, set current = T and
do the following

Let K; be a predecessor of K in the graph and let (71, D) be the label
on an edge of rank r’ between them, if » > 7/, mark that edge blue, set
current = current — Ty and insert (K1, Ty,7’) into the Q'

Repeat stepl3 until current becomes ()

Remove (K, T,r) from @', go to stepl2 if @’ is nonempty

The blue subgraph of the final graph obtained gives us the required proof,
from this we can compute the set of certificates and indicate which rule was
applied to which certificates, see the section below

({read}.0) ({read}.0)

({read,write},1)

@ @ ({read.write},1)

({write,exeg},0)

({read,write},1)

®

({exec},1)

({read.write},1)

({exec},1) ({write},1)

({write}.1)

Fig. 3. Intermediate graphs during model checking

Iterations of steps 6,7 and 8 of the algorithm will terminate, because in each
iteration of step6 at least one red edge will be marked green and there are only
finitely many red edges. Also, because of this rank of any edge will be a finite
number. An entry (K,T,r) in Q' causes only finitely many entries to be made
into @', and if (K, T,r) causes an entry (Ky,T1,r1) then r; < r is guaranteed.
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({read,write},1)

®

({exec}1)

({read.write}.1)

({write},1)

Fig. 4. Final graph obtained after model checking

Because of this and the fact that rank is bounded from below by 0, we can argue
that iterations of steps 12,13 and 14 will terminate. Thus it can be seen that our
algorithm for authorization problem terminates.

The following theorem establishes the correctness of the algorithm by estab-
lishing the equivalence with the certificate chain discovery algorithm of [3].

Theorem 1. Given a set C of certs, a principal K' is granted authorization to
access resource T' by our model checking procedure if K' is granted authorization
to access resource T' by Clarke et.al’s [3] Certificate-chain discovery algorithm.

Proof. Proposition 2, together with the fact that their certificate chain discovery
algorithm is a special case of the model checking algorithm described above,
prove the claim.

In fact, our system achieves a stronger inference as it can use the semantic
information associated with authorization tags. Thus, we will be able to conclude
that principal K is authorized to perform an operation T on a resource, if we
can derive that K is authorized to perform the set of operations 7" on the same
resource and if T is implied by T”. We shall not go into further details for lack
of space.

3.3 Implementing SACL Using Security Automata

Schneider [8] has proposed a class of automata referred to as Security Automata

and has characterized various families based upon properties of the underlying

security policies. In this section, we shall provide a basic definition as given in [§]

and show that an SACL can be efficiently implemented as a security automata.
A security automata is a Buchi automata defined by:

— a countable set Q) of automaton states
— a countable set Qg C Q of initial automaton states
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— a countable set I of input symbols
— a transition function, § : Q x I — 2%

Set I of input symbols is dictated by the security policy being enforced and the
manner in which target executions are being represented. To process a sequence
81, 82, ... of input symbols, the current state Q' of the security automaton starts
equal to Q¢ and the sequence is read one input symbol at a time. As each input
symbol s; is read, the security automaton changes Q" to U,cq 0(g,s:). If Q" is
ever the empty set, then the input is rejected; otherwise the input is accepted.

We now show how an SACL specification can be realized in a security au-
tomata. Let construct_F'STS be transition system equivalent generated for the
given SACL, after removing the invalid certs. Let label be a procedure that la-
bels the nodes of an FSTS with two labels labell and label2. labell(k) denotes
the set of auth tags that &k has access to and can further delegate, and label2(k)
denotes the set of auth tags that k& has access to but can not further delegate.

Since the state space is huge and the transition relation § is complex, we
use an alternate representation for the security automata. We encode the cur-
rent state information of the security automata using state variables, and use
guarded commands to describe the transitions of the automata. Transitions
in the security automaton are specified using predicates defined on the input
symbols that correspond to a next step of the targets execution. The following
predicates will be useful:

req(K,T) : principal K invoked an operation requiring authorization to T'

add_Id(K,A,S,V) : principal K invoked an operation to define local name K A

rm_Id(K, A, S, V) : principal K invoked an operation to remove the association
of the local name K A to the name S

add_Au(K,S,D,T,V) : principal K invoked an operation to delegate autho-
rization for tag T' to the term S

rm_Id(K,S,D,T,V) : principal K invoked an operation to delegate authoriza-
tion for tag T to the term S

Let Date be the date domain.

Security Automata definition
State Variables

K : set of keys initially IC*
A : set of idents initially
T, : set of auth tags initially ()
Id : set of name certs, initially 0,
(K:keys,A:idents,S:keys xidents*,V:DatexDate)
Au : set of auth certs, initially ()
(K:keys,S:keysxidents*, D:{0,1},T:tags,V:DatexDate)
M = (Q,X,6), where Q@ = K, ¥ = AU (Tx x {0,1}) and § C Q x X x Q,
initially (K*,0,0)
labell : K — 27 initially ()
label2 : K — 2T initially ()
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Transitions:

1. req(K,T) A (T CTU(T',T") for some T € labell(K)ANT" € label2(K)) —
skip
2. add_ld(K,A,KlAl...An,V) — Id := IdU{(K,A,KlAlAn,V)}, K:=KU
{K,K1}, A:= AU{A, Ay, ..., An}, M = construct_FSTS(Id, Au), label (M)
3. ’I“?T)_Id([(7 A, K1A1A7“V) — Id := Id — {(K,A,KlAl...An,V)},
M = construct_FSTS(Id, Au), label (M)
4. add_Auw(K, K1 Ay...Ap, D, T, V) — Au = Au U{(K, K1 A...A,, D, T,V)},
K:=KU{K,K1}, A:=AU{Ay,...., Ap}, T. =T, U{T},
M=(Q,2,8) where § =8U{(K, (T, D), K')|K" € 8(K1, Ay...Ay)}, label (M)
5. rm_Au(K,K1A;...A,, D, T, V) — Au := Au —{(K, K1 A;..A,,, D, T,V)},
M = construct_FSTS(Id, Au), label(M).

3.4 Complexity of the Algorithm

Let ni be the number of public keys that appear in the set C of certs. Let ny,ng4
be the number of name certs and auth certs in C respectively. Let mq,ms be
the sum of the lengths of the righthand sides of the name certs,auth certs in C
respectively.

First, let us analyze the time taken to construct the model M. Iterations
of Step 2 will clearly be the bottleneck. To compute S(Kl,Al...Al) will take
time O(nkl). So, each iteration of Step 2 will take time O(nxmq). Also, each
local name ie, §(K, A) can have utmost ni keys associated to it. So the overall
running time for steps 1,2 and 3 will be O(n%-m;). Time taken for steps 4 and
5 is clearly O(nxms). So, the overall running time to construct the model M¢
will be O(n%-mq + nms).

The time complexity of the model checking algorithm described in section
is obtained as follows: The number of keys that can be associated to a local name
by a defining name cert can utmost be ni. So, there can be at most O(ngnz) of
edges labeled with identifiers in M¢. So, step 1 of the algorithm can be carried
out in time O(ngnyg). Steps 2,3,4 and 5 can be done in O(ngn4) time. In each
execution of step 6 at least one edge is marked green. So, iterations of steps 6,7
and 8 can also be executed in O(ngxn_4) time. Step 11 can be executed in time
O(nikmn.a). Steps 12,13,14 and 15 can be performed in time O(ng|T”|). Step 16
can be executed in time O(ngn.4). So the overall time taken to model check M¢
would be O(nxny, + nina).

So, the basic authorization question: should an authorization request be hon-
ored can be answered in time O(nEmy + ngms).

3.5 Certificate-Graph Reconstruction

As discussed in section 211 a principal K will be granted permission to access
resource T, if the cert (K,ynerir), K, D, T, V) can be derived from the given set
of certs. It is the responsibility of the principal K requesting access, to find the
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set of certs that will be used in the derivation, and to submit it along with
request in the order in which they are combined.

Now, we augment the model M with auxiliary information to find the
certificate-Graph which gives us the proof of authorization. First, let us label
the certificates in C as C1,C5,...Cy,. Let us also assume that the transitions in
the model are labeled tq,to,...t;. We associate a structure consisting of a certifi-
cate and a sequence of transitions with every transition in Me.

1. If (K, A, K') was added during step 1 of the construction of M¢, then there
must be a cert
C; = (K, A K',V)in C. Associate (K, A, K') with < C;, null >

2. If (K, A, K') was added during an iteration of step 2 of the construction of
M, then there must be a cert C; = (K, A, K14;...A,,V) in C, and there
must be Ko,...K,,, such that Ko € §(K1,41), ..., K, € 6(K,—1,An—1) and
K' € §(Kp,Ay), let these transitions be labeled t;,,ti,,....,t;, respectively.
Then associate (K, A, K') with the following structure < C;,t;, ,tiy,.-,ti, >-

3. If (K, (T, D), K') was added during Step 4 of the construction of M¢, then
there must be a cert
C; = (K,K',D,T,V). Associate (K, (T, D), K') with < C;, null >.

4. If (K, (T, D), K') was added during Step 5 of the construction of M, then
there must be a cert C; = (K, K1A1...A,,, D, T, V). Let t;,,ti,,...,t;, be as
defined in step 2 above. Associate (K, (T,D),K’) with the structure <
C’ivtil JLigseenrli, >

To compute the certificate-Graph that proves the authorization of principal
K for T, we associate an expression with the pair (K,T). During step 13 of
the model-checking algorithm given in section let the entry (K,T) cause the
following entries to be inserted into the queue (K7,T1), (K2,T%), ..., (K,,T,),
also let ¢!, ¢, ..., t® be the corresponding transitions that are marked blue, then
set expr(K,T) = expr(Ky, Th)t' + expr(Ka, To)t? + ... + expr(K,, T,)t". The
expression associated with (Kgynerr];, —) would be null, and the result of (null)t
would be t.

Now we explain how the structure associated with the transitions and the
expressions associated with pairs (K, T') help us prove that the principal K’ is
authorized to T".

We define expand(t) for a transition ¢ as follows:

— if the structure associated with ¢ is < C,null > then expand(t) = C
— if the structure associated with ¢ is < C,t'...t" > then expand(t) = C ||
expand(t!)||...||expand(t"™), where || denotes string concatenation

expand(t) for a transition ¢ gives us the certificate chain. To obtain the
certificate-Graph that proves that the principal K’ is authorized to 7", compute
expr(K’,T') and replace each occurrence of a transition ¢ in it by expand(t).

For the example given in Figure[Il we show how the certificate graph can be
constructed. The following table gives the structure associated with each of the
transitions of Figure
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Table 1. The structure associated with each transition in Figure

Transition Label|Transition Structure associated
t1 (KF,A,Kl) < Cl,null >
to (Kl,C, K5) < Cg,null >
ts (K1, C, Ka) < Cy,null >
ty (KF,B,Kg) < Cz,tz >
ts (KF,B,K4) < Cz,t3 >
te (KQ,A,K;;) < C5,t1t2 >
t7 (K2, A, K4) < Cs,tits >
ts (K3,E,K2) < Ce,null >
tg (Krp, < {read},0 >, K3) < Cr,t2 >
tio (Kr, < {read},0 >, K4) < Cr,t3 >
t11 (Kp, < {read,write},1 > K1) < Cs,null >
ti2 (Kr, < {exec},1 >, K3) < Cy,null >
t13 (K1, < {read,write},1 >, K3) < Cho, null >
t1a (K4, < {read},O >,K3) < Cll,null >
t1s (Kg, < {write}, 1 >,K2) < Ciz,null >
t16 (K2, < {write, exec},0 >, K3) < Ciz,null >

The certificate sequence associated with transition tg would be expand(ts) =
Cs|lexpand(ty)||expand(te) = Cs5C1Cs. For the example shown in Figure [
expr(Ks, {read, write, execute}) would be t11t13 + (t11t13t15 + t12)t16. From this
we get the certificate graph CsChg + (CsC10C12 + Cy)Cis.

3.6 Handling Multiple Requests

Given a set C of SPKI/SDSI certs, we want to answer a set of questions of the
form ‘Is K; authorized to access T;7" for ¢ = 1,...,m. We now describe how our
framework can be extended to handle multiple requests. Assume that we are
given m requests, r; = (K;,T;) for 1 << m.

1. Construct the model M¢ as described in section [3.1]

2. From M remove those edges which correspond only to name certs, to get
Me

3. Remove those edges from M, such that 6(K, (T, D)) > K’ where TNT; =0
for all i, 1 < i < m, to get MZ

4. Remove those edges from Mg such that §(K, (T,0)) > K’ where K’ # K;
and TNT; # 0, to get My

5. In M{’ apply steps 5 to 9 of our model checking algorithm described in
If K; is labeled T; then req(r;) would be granted, else not granted.

Let nx be the number of public keys that appear in the set C of certs. Let
m1,mo be the sum of the lengths of the righthand sides of the name certs,auth
certs in C respectively. Then the time taken by the procedure described above
would be O(nEmi + nicms).



190 N.V. Narendra Kumar and R.K. Shyamasundar

3.7 Threshold Subjects

Threshold subjects can be used to specify a requirement that ‘m out of n’ keys
must sign a request in order for it to be honored. More precisely, the public keys
signing the request must belong to m out of n groups; there may be fewer than
m keys signing the request if some keys belong to more than one of n groups. A
set of principals attempt to determine if they are authorized if they collectively
sign an access request, based on a set of certificates that may contain auth certs
with threshold subjects.

A threshold subject is an expression of the form 6,,(S1, Sa, ..., Sn), where 1 <
m < n and each S; is a term or another threshold subject.

A threshold subject can appear only as a subject in an auth cert; it can not
appear in a name cert. Now we define the notion of a set of keys satisfying a
threshold subject. A set of keys K, satisfy a term S if I, N 5(5) # (. A set of
keys K, satisfy a threshold subject 6,,(S1, So, ..., Sp,) if it satisfies at least m out
of the n subjects 51,52,...,5,.

Now we are ready to describe how to handle the following authorization ques-
tion: will a given set K, of principals be authorized to access T" if they collectively
sign an access request, based on a given set C of certs?

1. Remove from C all the invalid certs, and those auth certs which are of the
form (K,S,D,T,V) where TNT' =)

2. Temporarily set aside those auth certs which have a threshold subject

Construct Mg, let £* = KC,

4. For each auth cert C' = (K, 6,,(S1,52,...,5,), D,T',V) set aside in step 2
above, do the following, if IC, satisfies 6,,,(S1, S2, ..., Sp), then £* = L*U{K}

5. From M¢ remove those edges which correspond only to name certs, to get
Me

6. Remove those edges from M such that §(K, (T,0)) > Ky where K1 ¢ K.,
to get Mg

7. Run steps 4 to 9 of our model checking algorithm (section B.2) on My and
collect all the nodes labeled T”, call that set Kp-

8. If K* N Kq+ # () then honor the request else not.

w

3.8 Certificate-Set Analysis Problems

Now we discuss how our model checking algorithm described in section 3.2 can be
applied to the certificate-set analysis problems described in [6]. For a resource
T, let K1 be the set of principals who are authorized to access resource T".
Note that we can construct this set efficiently by a small modification to our
model checking algorithm described in section[3.2l In analysis problems involving
multiple resources we use the encoding given in section

Authorized accessl: Given a resource T and a principal K, is K authorized
to access 17

KeKr
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Authorized access2: Given a resource T and a term S, is S authorized to
access T'7

6(5) € Kr

Authorized access3: Given resource T', what names are authorized to access
T?

1. Construct M¢

2. Construct K

3. Construct a finite automata M = (Q, X, f,Q, Q) where Q = Kr, ¥ = A,
f:QxXY—2%9 and f(K,A) > K'iff §(K,A) > K’

4. The set of names authorized to access T' is
{KA;.. . Ap|f(KA;.. Ay) # 0}

Shared accessl: For two given resources 77 and Ts, what principals can access
both T7 and 157

’CTl n K:T2

Shared access2: Given two principals K7 and K», and a resource T', can both
K7 and K5 access T'?7

K1 E/CT and KQ E/CT

Shared access3: For two given principals K; and K5, and a finite set of re-
sources Ty, = {T1, T, ...,T,,}, which resources can be accessed by both K; and
Ky?

{Ti eT. ‘ K, € Kr, and K € ICTl}

Compromisation assessmentl: What resources from a finite set
T, = {Th,Tz,...,T,}, could principal K have gained access to(solely) due to
the presence of maliciously or accidentally issued certificate set C’ C C?

To explicitly note the dependence of the set K, on the set C of certificates
we represent it by IC%

(Ti € TL|K e (K§, — K57}

Compromisation assessment2: What principals could have gained access to
resource T'(solely) due to the presence of maliciously or accidentally issued cer-
tificate set C’ C C?

C c—C’
]CTi - ’CTi

Expiration vulnerabilityl: What resources from a finite set T,={T1, T3, ..., T, }
will principal K be prevented from accessing if certificate set C' C C expires?
Same as Compromisation assessment]l.

Expiration vulnerability2: What principals will be excluded from accessing
resource T if certificate set C’ C C expires?
Same as Compromisation assessment2.
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3.9 Comparison with Other Approaches

The first formalization of SPKI/SDSI was [4] was achieved through rewrite rules.
There have been several works formalizing the formulations using variants of
FOL. Li et.al [7] established a formal relationship with the first-order semantics
and pointed out some of the incompleteness issues.

First formalizations and solutions for the authorization problems for SPKI/
SDSI specifications was reported in [3]. Since then there have been several im-
provements. Jha et.al [6] provided the first model checking approach for check-
ing of resource authentication problems for SPKI/SDSI specifications by using
pushdown systems (PDSs) on the specifications and deriving languages from the
PDS to check for the required properties; the latter uses a theorem of Buchi that
relates regular sets of pushdown configurations and reachability.

In the present paper, we have shown how an SACL can be modeled as a FSTS
that effectively captures the set-theoretic semantics defined by Li et.al [7]. This
allows us to use simple graph based model checking algorithms to efficiently(in
polynomial time) answer a number of certificate-analysis questions. We have
also illustrated that the certificate-analysis problems considered by Jha et.al [6]
could be answered using our approach. In addition the automata representation
for a set of certs is efficient.

Although the asymptotic complexity of our algorithm is the same compared
to the other approaches [3ll6], in practice we expect our algorithm to show better
performance for the following reason: name reduction closure (steps 1 to 3 of our
algorithm in section Bl) can be performed once and the result can be reused
as long as the set of name certs remains the same, this for example is not true
in Jha et.al’s [6] approach. Also note that we do not construct the whole name
reduction closure. For the purposes of answering the authorization queries all
we need is to be able to evaluate the set of keys corresponding to a given term,
so, we are only interested in certs of the form (K, A, K’,-). Thus, with respect
to space efficiency, our algorithm does better than other approaches.

4 Discussion

In this paper, we have shown how an SACL can be effectively transformed into
a finite state model and realized via security automata. We have also shown
that the transformation preserves the envisaged semantics of [4] as well as the
set-theoretic semantics of [7]. The transformation gives us an efficient way to
enforce the policy being defined. Such a transformation permits unambiguous
variants of capturing the authorization of tags while being delegated and also
clearly makes it possible to define the set of tags permissible under threshold
certificates. We described algorithms for certificate-chaining and resource discov-
ery requirements. In fact, our approach allows the reuse of closure computation
in the context of multiple requests unlike other approaches where the closure
needs to be computed fresh every time. Further, such a transformation shows
clearly the power of SACL and enables integration of SACL with state-based
security mechanisms that are widely used for protection/security of classical
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Operating systems, Databases etc. Such an integration would allow issuance of
a priori limited uses PKI tokens in a distributed framework. The possibility of
heterogeneous integration would provide the much needed flexibility for PKIs
which is one of the main factors for the limited adoption of PKIs much below
the expected growth.

We are working towards transformation of various security models such as
Chinese wall security policy [2], BELL-LaPADULA [I], Role Based Access Con-
trol [5] etc. models in the above framework that would allow a nice heterogenous
integration of security specifications.
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Abstract. In this work, we have identified a class of weakness named
as insider-replay attack in a number of existing protocols and propose
a common design principle to avoid the weakness. Also, based on the
design principles, we propose three key establishment schemes under two
different scenarios. The proposed schemes are efficient in terms of number
of nonce used and are based on one-way functions.

1 Introduction

In recent times, security is a major concern while designing the communication
protocols. Key establishment protocols are the initial step to set up a secure
communication. Hence, the design of key establishment protocols has received
considerable amount of attention due to their importance in communication
protocols. However design of flawless and efficient key establishment protocols
is a challenging task. A large number of security protocols have been proposed
in the literature. Many of them have subsequently been shown to have different
weaknesses.

Key establishment is a process or protocol whereby a shared secret becomes
available to two or more parties, for subsequent cryptographic use [2]. A key
transport protocol is a key establishment technique where the secret value is
created by only one party and transferred to the other(s). If the number of
parties involved in a key establishment protocol is two, it is a two party protocol,
otherwise with multiple users the protocol becomes a multiparty protocol. The
majority of key establishment protocols use either symmetric key cryptosystems
or public key cryptosystems. However, one-way functions are also used to design
key establishment protocols, without requiring these cryptosystems. We have
examined a number of two party server based protocols using both encryption-
decryption and one way functions and detected a class of weakness in some of
them, including improved Yahalom’s protocol [8] and Boyd’s protocol [9]. Similar
weakness is also noted in the Gong’s hybrid protocol [6] using one way functions
[1]. The first part of our work is concerned with detecting this class of weakness
and providing a common principle to avert it while designing such a protocol.

Gong introduced the idea of using one way functions in designing key es-
tablishment protocols in [I]. Later, similar ideas were discussed in [3],[7]. In [3]
several existing one-way function based key exchange protocols are analyzed.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 194-204] 2006.
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The KryptoKnight authentication and key distribution system has proposed the
use of one-way functions in the design for restricted computing environment
in [7].

In the second part of our work we have proposed two new protocols using
one-way functions, which obey the proposed design principle. The advantage
of using one-way functions is that unlike the encryption functions, the one way
functions do not need to be reversible. Therefore they are simpler as well as secure
from the design and implementation point of view. The proposed protocols are
shown to avert the weakness found in Yahalom’s, Boyd’s and Gong’s protocols.
At the same time, the proposed protocols satisfy the fundamental goals of a key
establishment protocol. They are also shown to be resistant to conventional type
of attacks and efficient in terms of number of random values used.

The rest of the paper is organized as follows. Section 2 describes the pre-
liminaries and also describes a weakness called “insider replay” in a number of
protocols. In section 3 we propose a design principle to avoid the weakness and
also provide the description of the proposed protocols. Finally we conclude with
the future plans of the work in section 4.

2 Preliminaries

The key issues and goals of a protocol design problem are discussed in detail
in [6]. While designing an authentication and key establishment protocols the
goals to be met should be specified clearly and the protocol should be able to
meet all the specified goals only. The design goals are of two types. These are
user oriented goals and key oriented goals. The user oriented goals requires the
far end to be operative and the knowledge of peer among the communicating
parties. Conforming to the user oriented goals ensures entity authentication. The
major key oriented goals are key freshness and key authentication. Key freshness
is ensured by the use of three alternative techniques which are nonce value,
timestamp or sequence numbers. The key authentication requires the assurance
that the key is only known to the communicating users and mutually trusted
parties. The other issues of protocol design include key confirmation, key control,
reducing number of messages/rounds etc. In subsequent discussions we shall
show how these different goals are met by the proposed protocol.

In server based two party symmetric key establishment protocols, the key
control can be with any combination of users and server. The server can control
the key alone or with one or both of the users. Also, one of the users alone
can have the control of the key or all of the users can decide the key together.
Thus, along with the other goals of the design, the designer of a protocol has
to explicitly mention the key control requirement. However, we have observed
certain protocols where the claimed key control goal is not met. The examples
of such protocols are given below.

The communication architecture that we consider in rest of the paper consists
of a set of users. Only two of the users may wish to communicate at a time to
establish a secret key shared between them. We also consider the existence of a



196 M. Saha and D. RoyChowdhury

server, which engages in the protocol as a trusted third party. Thus our protocol
involves three principals consisting of two users and a trusted server. Both the
users share a long term secret key with the server. We assume the security model
where the adversary is capable of observing all messages sent, alter messages,
insert or delete messages and delay messages.

We shall use the following notations for the protocol description.

A, B : The two users who wish to share a new secret key
S : The trusted server
K,s : The shared secret between S and A
Ky : The shared secret between S and B
Kb : The secret key established between A and B
{M}k : Encryption of message M with key K

Ng, Ny : Nonce values generated by users A and B respectively

We have addressed one particular scenario where the server sends a message
containing the secret key, to one user through the other user. In some cases, the
intermediate user has the scope to replay an old key in place of the intended key
sent by the server. We name this weakness as insider-replay. We have identified
this type of weakness in improved Yahalom’s and Boyd’s protocols.

Improved Yahalom’s Protocol

1. A— B: AN,

2. B—S:A{B,N,, Ny} k,.

3. S — A {BaKabaNaaNb}Kas7 {KabyA}KbS
4. A— B: {KabaA}Kbs7 {Nb}Kab

Boyd’s protocol

1 A—S:A BN,

2' S - B : {A7B7K‘9}Ka,sa{A7B7K‘9}Kbs7Na
3. B— A:{A B ,Ks}Kk,.,{Natra,), Vo

4 A — B : {Nb}Kab

o The weakness of Yahalom’s two party protocol is identified in message 4.
Message 4: A — B: {K!,, A} k,., {Nb}K{;b

In this protocol, the server decides the key and transmits it to both the
parties. The server S sends the secret key for B ({ Ky, A} k,.) in the second
part the message 3 to A. Finally A sends that value to B. Here A has the
scope to replay an old key value in place of the one originally sent by the
server.

The weakness here is that the user B has no way to verify that the key
was chosen by A not S. Here the key control goal of the protocol has been
violated and the control has gone to A instead of S. Moreover, in absence of
key confirmation an adversary is also able to mount an attack by replaying
old value of {K/,, A}k,, to B.
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o In Boyd’s protocol also, B can modify the third message to be sent to A by
replacing the value of K by an old value K.
Message 3:B — A: [A, B, K{|K,,, [Nalx , Ny
Moreover this protocol is also vulnerable to replay attack. Any adversary is
able to replace the first two parts of message 2 by old values from previous
run.

o Similar weakness of the Gongs hybrid protocol using one way functions is
observed in [6].
The Gongs Protocol

A—B:AB,N,

B—S:A B N, N,

S—B: Nsaf(N57Kb57Nb,A)@(KabaHaaHb)yg(KabyHayHbaKbs)
B — A: Ny, Hy

A— B:H,

Rl i

The detail of the protocol is given in [I]. Here, although an adversary is not
able to mount an attack, an insider B is still able to replay an old key value.
B is unable to detect that the key is not the one transmitted by server S
and is chosen by A instead.

The weakness is as follows.

3/: S — A(B) : Nsvf(NsaKbsuNva)®(KabaHauHb)vg(KavaaaHbuKbs)
A(S) — B Nsaf(N57KbstbaA) EB( (llbaHtlzaHl/;)vg( évaélel;uKbs)

4 B— A: Ny, Hj

5: A— B: H,

Hence, from the above discussions it is evident that this weakness called insider-
replay arises is a common scenario where the server sends some message to one
user through the other user. A good example of such an attack environment is
a public-key scenario where different key sizes or signature schemes might have
different legal validity. There, being sure that the key has been chosen by the
server itself and not maliciously replaced by an insider is a significant threat. In
the next section we provide a principle to prevent this common class of weakness
and thereafter construct two efficient protocols based on that.

3 Proposed Work

In this section we first describe the common class of weakness called insider-
replay stated in previous section and propose a design principle to avoid it. We
then propose two new schemes of key establishment which obey the principle
and are based on one-way functions.

3.1 Principle to Avoid the Weakness

In the previous section we have seen that the Yahalom’s, Boyd’s and Gong’s
protocols use a common scenario where the server sends the secret key to one
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user through the other user. This kind of scenario is very common in protocol
literature. However, this situation has a prospective vulnerability that, if proper
measure is not taken, the intermediate user may be able to alter the message
for the intended user. This vulnerability is present in the case of the example
protocols described in previous section. Hence, this can be taken as a common
class of weakness as described here.

(s ()
—

Fig. 1. S forwards message for B through A

Suppose server S has constructed messages M4 and Mp for users A and B,
containing the session key of A and B. It encrypts/creates one-way function
using the shared keys K,s and Kps and sends {Ma} k.. + {Mp}k,, to user A.
A forwards {Mp}k,, to user B as shown in figure[Il

Here, B must be assured that the received key is freshly generated by the
server S and the intermediate user A or some adversary has not changed the
value as might happen like the example protocols described earlier. Figure 2f(a)
and 2l(b)describe this weakness.

]\4,4[([157 MAKasy

O OO e
(@) (b)

Fig. 2. (a) A is inseider attacker (b) C is an adversary

In case of Yahalom’s and Boyd’s protocols insider A is able to replay the old
value and in absence of key confirmation, replay attack is also possible by an
adversary. Gong’s protocol is susceptible to replay by the insider A.

Mak,,,Mp + Chg My + Chg,

Fig. 3. Challenge-response between server and indirectly connecter user

The proposed solution to the problem is that the server has to obtain one
challenge previously created by B within the session. S can collect the challenge
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either directly or indirectly through the other user A. Now, in its response to
B, the server S should include that challenge. The situation is depicted in figure
Bl Here S forms the response to B as Mp + Ch in response to the challenge
Ch. As the challenge is supposed to be fresh, B can immediately check that
the response obtained from S is a fresh one and not some replay of an old
message.

3.2 The Proposed Schemes

In this section, we propose two key establishment protocols preventing the
insider-replay attack with two different scenarios. Our work is promarily based
on Gong’s hybrid protocol. Similar to the protocol, we have used one way func-
tions in place of encryption. However, instead of hybrid key control, here in
the first scenario the key control lies with the server only. The second scenario
deals with key transport protocol where one user decides the key and sends it
to the other user through the server. In both of the cases, the protocols resist
the insider-replay attack on the key control property while preserving the fun-
damental properties of key establishment. They are efficient in terms of number
of nonce used and resistant to conventional attacks.

In the protocol description, we use the notations described earlier. Addition-
ally, H, and H, are handshake numbers similar to Gongs protocol [I]. f() and
g() are similar one-way functions.

Schemes under scenario-I

We propose two schemes under the first scenario as described below. In both the
cases, the values of K, H,, Hy are selected by the server and transmitted to A
and B.

Scenario (I) Scheme (A): Server controlled key

Message 1: A — B: A, B, N,
Message 2: B — S: A, B, N,, N}
Message 3: S — B: Ny, f2® K, g2, f1® K, g1
//f2 = f(Kb57NsaNb7A);K = (KabaHayHb)
//92 = g(Kap, Ha, Hyp, Ky, Np)
Message 4: B — A: Ny, Hy, f1® K, gl
//f1= f(Kas, Ns, No, B);
//91 = g(Kaln Hav Hb; Ka57 Na);
Message 5: A — B: H,

The protocol works in the following way.

o Message I: Initially at the start of the transaction, A generates a nonce value
N,. A nonce is a number that has not been used before i.e. generated only
once. A transmits its nonce value and the user identity to B.

A— B:AB,N,
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o Message 2: B adds its own nonce value and transmits the message to the
server.
B—S:A B,N,, Ny

o Message 3: When the server receives the message, it generates its own nonce
value N, and decides the values of Ky, H,, H, Then, S computes two one
way functions f() and g() for each of the users i.e. f1,f2 and g1, g2 and
sends message 3.
S—B:Ns, f20K,92, f1® K, g1

o Message 4: On receipt of message 3, B itself computes f2= f(Kps, Na, Np, A)
and extracts the key value by XORing it with the first part of message 3.
B then computes g2 = ¢g(Kap, Hoy Hp, Kps, Np) and compares it with the
value of second part of message 3 to check the that key value has not been
tampered with. After B is satisfied with the authenticity of the key, it sends
the third and fourth part of the message to A along with the handshake
number H; and the servers nonce value N.
B—A:Nyg,Hy, fld K, gl

o Message 5: A forms f1 = f(K4s, Ng, Ny, B), finds the key and finally com-
putes g1 = g(Kap, Ha, Hp, Kps, Ng) to check the integrity of the received key.
It also checks Hj and finally sends its own handshaking number H, to B to
complete key confirmation.
A— B:H,

3.N., fle K, g1, 2@ K, g2
2.4, B,Na, N,

1.A, B, N,

4.N,, f20 K, g2, Hy

5.Hg

Fig. 4. Key establishment scheme I

In the first scheme, Ny is generated by the server as a nonce value. It can
be noted that N, is neither produced as a challenge in any message nor any
response using that g value reaches the server. Thus, we construct a similar
scheme without using Ny as shown in figure 2. The advantage of the scheme is
that it involves one less nonce value compared to the other. The requirement of
the server to generate a nonce value has been removed here.
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Scenario (I) Scheme (B): Server controlled key-without server nonce (fig. 3)

Message 1: A — B: A, B, N,
Message 2: B — S: A, B, Ny, N},
Message 3: S — B: f2@ K, g2, f1® K, gl
// f2 = f(Kbs,Nb,Na,A);K = (Kﬂ.b7Ha7Hb)
/192 = g(Kap, Ho, Hy, Kps, Np)
Message 4: B — A: Ny, Hy, f1 P K, gl
// 1= f(KaSaNavauB)3
//g]- = g(Kabv H,, Hy, K5, Na);
Message 5: A — B : H,

The working of the protocol is explained as follows.

o Message 1: Similar to the scheme (A), initially at the start of the transaction,
A generates a nonce value N, and transmits it and the user identities to B.
A— B: A,B,N,

o Message 2: B adds its own nonce value and transmits the message to the
server.

B — S: A, B, Ny, Ny

o Message 3: When the server receives the message, it decides the values of
K, H,, Hy, and computes f1, f2, g1 and g2. However, it does not generate
and transmit any nonce value as before.

S—B: f20K,92,fl® K, gl

o Message 4: On receipt of message 3, B extracts and verifies the key value
similar to scheme(A). It then sends the f1 @ K, g1 part to A along with the
handshake number H; and its nonce value Nj.

B — A: Ny, Hy,, f1@ K, g1

o Message 5: Similarly, A finds and verifies the key and also checks Hy. Finally

A sends its own handshaking number H, to B to complete key confirmation.

Figure @ and figure [ describe the proposed schemes. Both of the protocols
use five messages and five rounds. It can be noted from [B] that the minimum
number of messages required for a nonce based server controlled authentication
and key generation scheme is also five. Hence the proposed schemes meet the
lower bound on the number of messages. As an alternative, the server can itself
send the values to A and B in parallel. The number of rounds then come down
to four, however number of messages becomes six.

Scheme under scenario-II
The proposed key transport protocol using one-way function is as follows.

Scenario (II) Scheme (A): Key transport by one of the user

Message 1: B — A: A, B, N,

Message 2: A — S: A, B, Ny, Ny, f1 D Kgp, gl
//f]- = f(Ka&NaaNbuB);
//91 = g(Kap, Kas, Na);
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3.fl1®e K,g1,f2® K, g2
2.A, B, N,, Ny

1.A,B,N,

4.Ny, f2® K, g2, Hy

5.H,

Fig. 5. Key establishment scheme II

Message 3: S — B: Ng, f2® Kap,92
// f2 = f(KbsaNbaNavA)3
/] 92 = g(Kap, Kps, Np)
Message 4: B — A: f(Kap, Ny)

Here A decides the key K, and transports that value to B through the server
S. On, initial request from B, A generates key K., and computes f1, gl. On
receipt of message 2, S finds out f1 and finds K. It also verifies the value with
gl. Then S computes f2 and g2 and sends message 3 to B. B can compute
f2 and hence find out the key K,;. It verifies the key by computing ¢2. B’s
knowledge of correct key is demonstrated to A by message 4. Figure [l describes
the key transport scheme. The advantage of the scheme is that four messages
are required to complete the protocol transactions.

Analysis against protocol goals
The basic goals of key establishment protocols are satisfied in proposed protocols
in the following way.

o Knowledge of peer: The knowledge of peer is ensured in the initial messages of
the protocol where the identities of the communicating parties are included in
the messages communicated. Far end operative: The freshly generated nonce
values are exchanged between the users. It satisfies the far end operative
property.

o Entity authentication: As the protocols satisfy the knowledge of peer and
far end operative properties, entity authentication is ensured. Both the users
have assurance that the other end is the intended user.

o Freshness: Freshness of key is achieved through nonce values. The nonce
values N, and N, are used in the computation of the functions f() and g().
Hence old values of the functions cannot be replayed.
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2.4, B, Na, Ny, f1 & Kap /g1

3.Na, f1® Kap, g2

1.A, B, N,

(| B

4.F(Kap, Na)

Fig. 6. Key establishment with single user control

o Key authentication: As the key values are communicated by associating them
the shared secret K,s and Ky , it is ensured that the key is known only to
the trusted server and users. Hence Key authentication is ensured. Moreover,
verification of the receipt of correct key value is achieved by the function
values g1 and g2.

o Key confirmation: It is achieved by the use of the handshake numbers H,
and Hj in all the schemes.

Security analysis against conventional attacks

In this section, we examine the security of the proposed protocols against the
insider-replay attack as well as the other conventional attacks which are relevant
in the proposed framework.

A. Insider-replay attack
All of the protocols mentioned above avoid the proposed insider-replay attack
in the following way. Suppose in scenario(I)-schemeB, user A can intercept the
message 3, compute f1 to obtain the key K. Hence it is able to find f2 by xor-ing
K with f2@® K. It can now substitute K by K’ and find out f2 @® K’. Neither
A is not able to compute g2, as it requires knowledge of the shared secret Ky,
between B and S nor it can substitute g2 by appropriate old value g2. as g2
involves the fresh nonce Ny.
Message 3: S — B: f2@ K, g2, fl1® K, g1
//f2 = f(Kb57 Nba Ng, A)a K = (Kaln H,, Hb)
/192 = 9(Kap, Ho, Hy, Kps, Np)
B. Modification
In the proposed protocols, modification to the key content is avoided by using
the integrity check function g().
C. Replay-attack
The security of the proposed schemes against the replay attacks is ensured by
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the inclusion of nonces N, and Np. All the f() and g() function values computed
involves atleast one nonce, hence old values cannot be replayed.

D. Man-in-the-middle attack

Next, we examine the possibilities of man-in-the-middle attacks against the pro-
posed protocols.

o If an adversary impersonates A, it cannot find the key without the knowledge
of the long term key K, and also cannot participate in key confirmation
handshake.

o Similarly, an adversary also can’t impersonate B to fool A. The computation
of f1 and g1 values for A requires the knowledge of the long term key K,
which is not available to B.

o If an adversary impersonates as B to S, it won’t be able to calculate the
values of key K., and H,, Hyp .

o Nobody can impersonate server, as only server knows K,; and Ks and
therefore is able to calculate all the values of f1, f2 and g1, g2 correctly.

4 Conclusion

In this paper we have observed a class of weakness called insider-replay in a num-
ber of protocols. We have also proposed a design principle to avert the weakness.
We have also proposed three authentication and key establishment protocols us-
ing one-way functions which are secure against a number of conventional attack.
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Abstract. This paper examines a hash based hierarchical access control
scheme proposed by Yang and Li. It is shown that the scheme suffers from
the ex-member access problem. A new hash based scheme that avoids the
ex-member problem is proposed. Our scheme has the following advan-
tages: (i) it uses less private storage per node; (ii) addition or deletion of
nodes and users does not require rekeying of all nodes; and (iii) the static
version of the scheme carries a proof of security. A hash based scheme
recently proposed by Atallah, Frikken and Blanton also has these prop-
erties. Compared to their scheme, our scheme requires less public storage
space for tree hierarchies.

1 Introduction

In an enterprise, the users are often organized into a hierarchy of security classes,
where some security classes have greater access privileges than others. A hierar-
chical access control scheme ensures that if a class S; is superior to a class .S,
then S; has access to S;, whereas the opposite is prevented. A poset hierarchy is
defined by a partially ordered set (S, <), where S is the set of security classes and
< is a reflexive, anti-symmetric and transitive binary relation on S. If §; < S,
then S; is said to be at a higher security level than S;. A poset hierarchy can
be represented as a directed acyclic graph in which the nodes correspond to the
security classes and the edges correspond to the partial order relation. Suppose
the nodes U; and U; correspond to security classes S; and S;. If S; < S, then
there will be an edge from Uj to U;. In this case, U; is called a predecessor of U;
and Uj; is called a successor of Uj. If there is no node Uy, in the hierarchy such
that S; < Si, < S;, then Uj is called an immediate predecessor of node U; and U;
is called an immediate successor of U;. A node with zero predecessors is called
a root node. A node with zero successors is called a leaf node. An example of a
poset hierarchy can be seen in Fig. [Il

The cryptographic solution to the hierarchical access control problem involves
assigning keys to the nodes. In the most basic scheme, every node is assigned
a key by a trusted Central Authority (CA), and is also given the keys of all its
successors. The drawback of this approach is that it requires the higher level
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Fig. 1. An example of a poset in a User Hierarchy

nodes to store a large number of secret keys. An alternative approach is to give
each node only one key and use cryptographic techniques to enable the node to
derive the successors’ keys with the help of its own key and some public infor-
mation. The first such scheme was proposed by Akl and Taylor in 1983 [I]. The
two main drawbacks of this scheme are that the size of the private information
held by the higher level nodes grows when new nodes are added, and it requires
a large amount of storage for the public information. Many researchers have pro-
posed alternative schemes to address these problems. Some notable examples are
Sandhu’s scheme [2] based on one-way functions, the Harn-Lin scheme [3], which
uses a bottom-up key derivation method, the Shen-Chen scheme [4] based on the
discrete logarithm problem and Newton’s polynomial interpolation, the Wu-Wei
scheme [5] based on the discrete logarithm problem, and the Yang-Li [6] and
Atallah-Frikken-Blanton [7] schemes based on one-way hash functions.

Many schemes proposed in the literature are known to be insecure against a
collusion attack, where the nodes at lower levels collude to obtain the key of a
higher level node. A recent example is the attack found by Hsu and Wu [8] on
the Shen-Chen scheme. The majority of schemes proposed till date do not have
security proofs available. Two notable exceptions are the schemes proposed by
Wu and Wei [5] and Atallah et al [7].

In this paper we present attacks on the dynamic version of the Yang-Li scheme
in the situation where a node or relationship between two nodes is deleted. An
alternative hash based scheme that avoids these attacks is proposed. Compared
to the hash-based schemes of Yang and Li and Atallah et al, our scheme has
the following properties: (i) each node stores only one key, so the total private
storage required is O(n) (where n is the number of nodes in the graph), whereas
the the private storage required by Yang-Li scheme is O(n?); (ii) when a user
is added/deleted from a class, then that class and all successors of that class
are rekeyed; whereas in the Yang-Li scheme, additions/deletion of users require
rekeying of all nodes; (iii) the total public storage required by our scheme is O(n?)
for a general non-tree hierarchy, the same as required by the Atallah-Frikken-
Blanton scheme. In the case of tree hierarchies, their scheme requires 2n — 1
public values, whereas our scheme requires n public values of comparable size.

The rest of the paper is organized as follows. Section 2 reviews the Yang-Li
scheme. Our attacks on this scheme are described in Section 3. The proposed
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hash based scheme is described in Section 4. The security proof for the new
scheme is given in Section 5. Section 6 concludes the paper by giving a compar-
ison with existing schemes.

2 Review of Yang-Li Scheme

We fix n distinct public one-way hash functions Hy, Hs, ..., H,, where n is the
maximum number of immediate predecessors for any node in the hierarchy. The
immediate successors of every node are ordered from left to right.

Key Generation
1. The CA assigns an arbitrary key to each root node.

2. For each non-root node Uy, the CA performs the following steps:

(a) If U; has only one immediate predecessor U;, and U; is the Kt immediate
successor of U;, then the key K; assigned to U; is calculated as

Kj = Hy(Ki) (1)
where K is the key of U;.
(b) If U; has more than one immediate predecessor, say U}, U2, ..., U™ and

U; is Kt immediate successor of U}, I*h immediate successor of U? and

so on and sth immediate successor of U.", then the key K; assigned to
U; is calculated as

Kj = Hyp(Hy (K1) [[Hi(K2)|| - . |[Hs(Kom)) (2)
where || denotes concatenation and Ki, Ko, ...., K,, are the keys of
ULUZ, ..., U™, respectively. The CA makes Hy(K:), H(K2), ...,

H,(K,,) available to all the immediate predecessors of Uj.
3. Repeat step 2 until all nodes are finished.

In the above scheme if a node has more than one immediate predecessor, then
its key is derived jointly from the keys of the predecessors.

Ezample: For the hierarchy given in Fig. [Il the key assignment is shown in
Table [II Since node E has two immediate predecessors, B and C, its key is
derived jointly from the keys assigned to B and C. Note that the values Ho(Kp)
and H;(K¢) must be kept secret to C and B, respectively.

Key Derivation. Suppose that node U; wants to derive the key K of its im-
mediate successor U;. If U; is the only immediate predecessor of Uj, then K is
computed using Equation (1), where k is set accordingly. If U; has more than
one immediate predecessor, then U; calculates its own input to Equation (2))
and retrieves the other inputs from the CA. Finally, it computes K;. The keys
of other successors of U; that are at a lower level than U; can be derived similarly.
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Table 1. Key assignment in Yang-Li scheme

Node ID|Key

A K 4 (chosen by CA)

B Kp = Hi(Ka)

c Ko = Hay(Ka4)

D Kp = H\(Kp)

E |Ke = Ha(Ha(Ks)|Hi(Kc))
F Kp = Hy(Kc)

2.1 Dynamic Access Control

In the Yang-Li paper, the algorithms for dynamic access control are loosely spec-
ified by means of examples. We will give formal descriptions of these algorithms
so that they can be accurately assessed. We model the hierarchy as a directed
acyclic graph G = (V, E), where V is the set of vertices (nodes) and E is the

set

of edges (relationship between the nodes). Recall that an edge (U;,U;) €

E represents the relationship U; < U; between the two nodes. We define the
following functions:

Immpred(U;): Returns all the immediate predecessors of node Us.
Immsucc(U;): Returns all the immediate successors of node U;.
Predecessors(U;): Returns all the predecessors of node Us.
Successors(U;): Returns all the successors of node U;.

root(U;): Returns 1 if U; is a root node, and 0 otherwise.
ModifiedBFS(U;): Returns the set of nodes of the sub-hierarchy of G
rooted at U;, by performing Breadth First Search. Note that the BFS used
here is different from classical BFS (see Cormen, Rivest, Leiserson and
Stein [9]). In classical BFS, the nodes are returned in the order of their first
visit. The ModifiedBFS is different in that a node is added to the output
only when all its predecessors have been added to the output. This algorithm
is described in Appendix A.

Adding a Relationship. To add a new relationship between U; and U; such
that U; < U;, the CA performs Algorithm 1.

Algorithm 1. Addrelation(U;, U;) {comment: U; < U;}
1. E— FEU {(UZ, U])}

2: Regenerate the key of U; from keys of its immediate predecessors.
3: for all U € ModifiedBFS(U;) do

4:  Regenerate the key of Us. {regenerate the key of U;’s successors}
5: end for

Ezample: In Fig. [ if a new relationship is added between the nodes C' and

D,

then the CA regenerates D’s key as Hi(H1(Kp)||Hs(Kc¢)), and secretly

transmits Hy(Kp) and Hs(K¢) to C and B, respectively.
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Adding a Node. To add a new node Uy to the hierarchy such that the nodes
in the set Vi become immediate predecessors of U and the nodes in the set
V/ becomes immediate successors of Uy, the CA performs the steps shown in
Algorithm 2.

Algorithm 2. Addnode(Ug, Vi, V})
1: V< VU{Us}

2: for allU; € V., do
3 E —FEU{(U,U)}
4: end for

5: for all U,, € V do
6.

7

8

E — EU{(Uk,Un)}

: end for

: if root(Uk) then
9:  Assign arbitrary key to U.
10: else
11: Generate key of Uy from the keys of nodes in V.
12: end if
13: for all U, € ModifiedBFS(Uj) do
14:  Regenerate the key of Us.
15: end for

Ezample: In Fig. [0 if a new root node G is added and C is made an immediate
successor of G, then G’s key is generated by CA and the keys of C, E, F' are
re-generated. If a node H is added and H is made an immediate successor of A
and immediate predecessor of F', then H's key is generated from A’s key and
F’s key is re-generated.

When an edge (U;, U;) is deleted, the classes that are at the higher level to U;
are given the access to the key of U;. So the algorithm for deleting a relationship
adds edges from all the immediate predecessors of U; to U;. The same operations
are performed in the case of deleting a node. When deleting a node Uy, edges
are added between immediate predecessors of Uy and its immediate successors.

Deleting a Relationship. To delete the relationship U; < U;, the CA per-
forms the steps shown in Algorithm 3.

Ezample: In Fig. [T, if the relationship between A and B is deleted, then no keys
are regenerated. If the relationship between C and F is deleted, then A is made
an immediate predecessor of A, and the key of E is re-generated.

Deleting a Node. To delete a node Uy, the CA performs the steps shown in
Algorithm 4.

Ezample: In Fig. [ if the node A is deleted, then the edges from A to B and C
are deleted, but the keys of B and C' are not changed. If the node C' is deleted,
then F and F become immediate successors of A, and therefore their keys are
re-generated.
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Algorithm 3. Delrelation(U;, U;) {comment: U; < U}
1: E—E—-{(U,Uj)}

2: if (root(U;) = 0 or root(U;) = 0) then

3: for all U, € Immpred(U;) do

4: E — EU{(U.,Uj)}

5.  end for

6: for all Us € ModifiedBFS(U;) do
T Regenerate the key of Us

8: end for

9: else

10:  do nothing

11: end if

Algorithm 4. Delnode(Uy)

V' « Immsucc(Ug)
V" « Immpred(Uy)
for all U; € V' do
E—E—{(U,U)}
end for
if (V" #0) then
for all U; € V" do
E —E—{(U,Us)}
for all U, € V' do
E —EU{(U,U,)}
end for
end for
: end if
: for all U; € V' do
if (root(U;) = 0) then
for all U,, € ModifiedBFS(U;) do
Re-generate the key of U,
end for
end if
: end for
Ve~V —{Us}

NN = = === = e
HQO©OXOND TR W 0P

3 Attacks
This section presents our attacks on Yang-Li scheme. We consider four scenarios.

Attack 1: Deleting a Root Node. If a root node is deleted and the im-
mediate successors of previous root node become root nodes after the deletion,
the keys of the new root nodes and their successors are not changed. The keys
of all these nodes are thus accessible to the previous root node which was deleted.
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Ezample: In Fig. [} if we delete the node A, then B and C become root nodes
and so their keys are not regenerated. The keys of B and C' as well as their
successors are still accessible to A.

Attack 2: Deleting a Relationship with Root Node. If the relationship
between a root node and its immediate successor is deleted and the successor
becomes a root node after the deletion, then no keys are changed. The old root
node can still derive the keys of the new root node as well as the keys of the
successors of the new root node.

Example: In the hierarchy given in Fig. [l if we delete the relationship between
A and B, then A will be no longer at the higher level than B. However A
can still derive the keys of B and all its successors because these keys are not
re-generated.

Attack 3: Deleting a Non-root Node. If the deleted node is not a root node,
then the keys of all its successors are regenerated. However, the old information
held by that node may still prove useful in deriving the new keys assigned to its
SUCCESSOors.

Ezample: Suppose that we delete node C' from the hierarchy given in Figure [1l
The key of E before deletion is Hy(Ho(Kpg)||H1(K¢)), where Kp and K¢ are
the keys of B and C, respectively. Ho(Kp) is known to C' and H;(K¢) is known
to B. Now after the deletion the key of F is regenerated, the new key is calculated
as Ho(H2(Kp)||H2(K 4)). Note that Hy(Kp) is known to C and Ha(K 4) is C’s
key itself. Thus, C' can derive the key of E.

Attack 4: Deleting a Relationship Between Non-root Nodes. This case
is similar to the previous one.

4 The Proposed Scheme

This section describes the proposed hash based scheme. The scheme has the
following properties.

— The private storage is reduced to one key per node. To achieve this we use
the fact that given x1 ® x2 we can not efficiently find either x1 or xo without
the knowledge of one of them. We assume that x; and x, are large integers
on which brute force attack is infeasible.

— In the Yang-Li scheme the key of a non-root node is calculated by finding the
hash value of its immediate predecessors’ keys. In our proposed scheme we
concatenate the public identifiers of the node and all its predecessors before
the hash operation is performed. This modification not only overcomes the
attacks proposed in the previous section, it also decreases the number of
hash functions required to one.
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Key Generation. The CA chooses a public one-way hash function H. Every
node in the hierarchy is assigned a unique random number. For each node U; in
the hierarchy, the CA assigns the keys as follows:

— If U; is a root node, then assign an arbitrary key.
— If U, has only one immediate predecessor U; with key K; (so U; < Uj), then
the key K assigned to Uj is calculated as

K = H(K;|lillj]|R;) 3)

Here ¢ and j are the identifiers of nodes U; and Uj, respectively. R; is a
public random number associated with U;.

— If U; has more than one immediate predecessors UL UZ2,...,U™, then its
key K is calculated as

Kj = H(H (K |[ir][ - - - [lim |7)H (K, [[i1]] - i [D)]] - - ]
H (K, |lix]] - lim|[5)]1R) (4)
Here K;,,..., K, are the keys and i1,...,1, are the identifiers of nodes
U, ..., U™, respectively. The CA also computes the following m — 1 values

and makes them public.

H (K [[ia]] - - lim 1)@ H (K, |[ia]] - - - [lim 1),
H (K, |[ia]] - - - im 1)@ H (K |[ia]] - - - [lim]]5),

H(K;,, il lim|[7)@H (K, |Jid]] - liml])-

Ezample: For the hierarchy given in Fig. [Il the keys are assigned as shown in
Table 2l The value (H(Kpg||B||C||E) ® H(Kc||B||C||E)) is made public.

Table 2. Key assignment in the proposed scheme

Node ID|Key

A K 4(chosen by CA)

B Kp = H(Kal|A||B||Rg)

c Ko = H(Ka||A[|C|[Rc)

D Kp = H(K3||B||D||Rp)

E Kp = H(H(K3g||B||C||E)[|H(Kc||BIIC||E)||Re)
F Kr = H(Kc||C||F||RF)

Key Derivation. Suppose that node U; wants to derive the key K; of its imme-
diate successor U;. Depending on whether U; is the only immediate predecessor
of Uj, the key K; can be computed using the appropriate equation above. When
U; has more than one immediate predecessor, then U; must calculate the re-
qulred inputs from the extra public information made available by the CA.
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Example: Suppose that node A wants to derive E’s key. First A computes B’s
key Kp as H(K4||A||B||Rg). Further A computes H(Kg||B||C||F) and xors
this value with H(Kp||B||C||E) ® H(K¢||B||C||E)) to get H(Kc¢||B||C||E).
Now A computes E’s key Kg by computing the hash of these two values, i.e.
Kp = H(H(Kg||B||C||E)||H(Kc||B||C||E)||RE). Alternatively, A can compute
C’s key K¢ as H(K||A||C) and then extract H(K||B||C||E).

4.1 Dynamic Access Control

Our scheme supports two types of updates to the hierarchy, one at the node
level, i.e. addition/deletion of nodes and relationships, and the other at the user
level, i.e. addition/deletion of users from a security class.

Node Level. The algorithms for addition of nodes and relationships are the
same as that in the Yang-Li scheme. In the case where a root node is deleted, if
a successor of the root node becomes a root node after the deletion, the Yang-Li
algorithm does not do anything. Therefore their scheme suffers from the ex-
member problem. We modify the algorithm for deleting a node such that all the
successors keys are regenerated when a node is deleted. The same modification
applies to the algorithm for deleting a relationship. These modifications prevent
Attacks 1 and 2. The algorithm for deleting a a non-root node is not modified.
Attacks 3 and 4 are avoided because of the additional information included in
the hash input.

Ezample: In Fig. [l if the node C is deleted then F and F become immediate
successors of A. The key of E before deletion is

H(H(Kp||B||C||E)|[H(Kc||B||C|E)||RE)

Note that H(Kp||B||C||E) is known to C' and H(K¢||B||C||E)) is known to B.
After the deletion E’s key is

H(H(Kal||BI|A|IE)|[H(Kg||BI|A|E)||RE) (®)

This value can not be obtained from the information held by C' in the past. So
Attack 3 is prevented. Likewise, if the relationship between C and F is deleted,
then the key of E is changed according to Equation (B]) and so Attack 4 is also
prevented.

User Level. When a user is added to a security class or deleted from a security
class, the random number associated with that node is changed. This changes
the key of the node. And correspondingly, the keys of all the successors are also
regenerated. The deleted user cannot obtain the keys of its past successors be-
cause it needs to invert the hash function. Likewise, we can also change the key
of a node by changing the random number of that node and correspondingly
regenerating the keys of the node and all its successors.
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Ezample: Suppose we delete a user from class B in Fig. [l Then the random
number corresponding to class B is changed to B’. So the keys of B, D and E
are changed.

5 Security Proof

This section presents a proof of security for the proposed scheme using a security
model defined by Wu and Wei [5]. We assume a static hierarchy; in other words,
we do not consider additions/deletions to the hierarchy. The following definition
of Wu and Wei captures the required security property.

A hierarchical access control scheme for poset hierarchy is secure if for
any group of classes in the poset, it is computationally infeasible to derive
the key of any class that is not a member of that group, nor a successor
of any member of that group.

Assume that H is a strong hash function with the following properties :

1. It is computationally infeasible to differentiate between the output of H and
output of a truly random function.

2. It is computationally infeasible to compute the inverse of H, i.e. to find x
given H(x).

3. It is computationally infeasible to find two values x; and x2 which hash to
the same value, i.e. H(z1) = H(x2).

We use the same notations as Wu-Wei. Suppose that P is the set of all nodes
in the hierarchy with a cardinality of n. We fix an arbitrary node T with key K.
Let A be the set of predecessors of T'. We will prove that even if all the nodes in
P — A—{T} collude they cannot compute K;. The set P — A — {T'} is divided
into three parts defined below:

— D is the set of immediate successors of T.
— B is the set of nodes in P — A —{T'} — D which share a common predecessor
or a common immediate successor with T', plus all their predecessors.

B'={x|2zeP - A—{T}-D and (x € Immsucc(A) or z € Immpred(D))}
B = B’ U{z| z € Predecessors(B’) and x ¢ AU{T}}

— The remaining set R=P - A—{T} - B—D.

First we establish four lemmas which prove that even if all users in B, D, BUD,
B U D U R collude they can not efficiently compute K;. Then we establish the
main theorem which is consequence of these lemmas, thus proving the secrecy
of our scheme.

Lemma 1. FEven if all users in the set B collude they cannot compute Ky in
polynomial time with non-negligible probability.
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Proof. There are only two ways by which the nodes in B can compute K;. One
is through common immediate predecessors and another through common im-
mediate successors. We shall prove the lemma for the two cases.

Case 1 Finding K; through immediate successors: The information about
K known to nodes in B is represented as

{H(K||T||(B;)*]|S;) | Sj € Sand 1< j<n}

Here S is set of nodes in D (immediate successors of T') which have T" and one
or more nodes from B as immediate predecessors, and (B;)* is concatenation
of identifiers of those nodes in B which are immediate predecessors of S;. As all
the node ids are public we can specify the information held by nodes in B as

{H(K¢||Pubj) | S; € Sand 1 < j < n}

where Pub; is concatenation of node ids of T and all its immediate predecessors.
Now we prove the lemma by contradiction. Suppose that there exists a proba-
bilistic polynomial time algorithm Z which computes K; from the above known
information with non negligible probability p.

Pr(Z(H(K,||Pub;)¥S; € S, K1) = p

Then we show that we can invert the hash function. Suppose that y = H(z) and
x is represented in binary as xoxi....2;—1. Then we can give H(zoz1 ... x1—1]|27)
as input to Z and find xgx....x;. Now we can find x by checking the value of y
with H(zoz1....2;-1||0) and H (zoz....x1-1]|1). So we end up with a way to find
the inverse of H, which contradicts the assumption about H.

Case 2 Finding K; through immediate predecessors: The key of node T
is generated as follows:
Ky = H(K})
where K| = Concat(H (K 4,||(A:;)"||T)) | A; € Immpred(T)

Concat: Returns concatenation of the elements given as input.
(A;)T: Concatenation all node ids of Immediate predecessors of T.

As all node ids are public we write:
K, = Concat(H (K a,||Pub;)) | A; € Immpred(T)

The keys of nodes in B; € B which have same immediate predecessor as T are
generated as follows:
Kp, = H(Kp,)

where K = Concat(H(K a,||(4;)"||B;)) | A; € Immpred(B;), B; € B
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We then write:
Kp, = Concat(H (K 4,||Pub})) | A; € Immpred(B;), B; € B

Suppose that there exists a probabilistic polynomial time algorithm which com-
putes K; from all Kp,’s with non-negligible probability p. As output of H is
indistinguishable from the output of a random function the only way to find K
is to find K4, for all A; € Immpred(T). Let the algorithm that computes K 4,’s
from Kp,’s be Z1. Then we can use Z; to invert H. Give H(H (zox1 ... xi—1||z1)]|
H(yoy1---yi-1lly))) as input to Z; which outputs (zozy...x;-1) and
(Yoy1 - - -yi—1)- Now we can try four possibilities, two each for x;, y; and compute
x, y. That means we are able to compute inverse of H, which contradicts the
assumption about H.

Lemma 2. Fven if all users in the set D collude they cannot compute Ky in
polynomial time with non-negligible probability.

Proof. The information that the users in D know about K; can be represented
as:
{H(H (K| |T||(Bs)" || Di)|[|(H(K g, ||T||(B:)")||D:i)*) | D; € D}

as all the node ids are stored publicly we can simplify it as:

{H (H (K||Pubi)||(H (K, ||(Pub:)')) ") | D; € D}

Suppose that there exists an algorithm Z, which can compute K; from the above
information with non-negligible probability. Then we show that we can find x
from H(x). Find H (y) for an arbitrary y and give H(H (zox1 ... x1—1||z1)||H (v))
as input to Z,. Then Z3 outputs zgz .. .x;—1. From this we can find = by trying
two possibilities for z;, which yields a contradiction.

Lemma 3. Fven if all users in the set BU D collude they cannot compute K,
i polynomial time with non negligible probability.

Proof. The users in B can obtain the information known to all the immediate
successors of B. So to find the information known to the users of B U D it is
enough to find the information known to the users of B and the information
known to the users of D who do not have any immediate predecessors in B (let
this set be §). This can be represented as:

{H(EK|TS:) | Si € S}
and
{H(KTII(D:)*||(B:)*) | Bi € B}
This can be simplified as
{H(K:||Pub;) | S; € S, H(Kt||Pub;) | B; € B}

Suppose that there exists an algorithm Z3 which computes K; from above in-
formation in polynomial time with non-negligible probability. As we know Pub;
and Pub;, we can find (K||Pub;) and (K¢||Pub’;), which is essentially equivalent
to inverting H.
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Lemma 4. Fven if all users in the set BU D U R collude they cannot compute
K in polynomial time with non negligible probability.

Proof. Since the users in R are either successors of BU D, whatever information
about K; that is known to the users in R is also known to users in B U D.
Therefore if the users in BU D U R can derive K;, then the users in B U D can
also derive K, which contradicts Lemma 3. Thus the users in BU D U R cannot
derive K efficiently.

From the above lemmas it follows that the only way for a user to derive the
key of other user is that the latter must be successors of the former. Therefore
we arrive at the following theorem.

Theorem 1. The proposed scheme is secure for a static hierarchy.

6 Conclusions

We have shown that Yang-Li scheme is insecure in the dynamic case. We pro-
posed a new hash based scheme which avoids the attacks, and also formally
proved its security for a static hierarchy.

Table 3 compares our modified scheme against the Yang-Li scheme and the
Atallah-Frikken-Blanton scheme; the latter has performance closest to our
scheme. For a n-node non-tree hierarchy, the number of edges e is O(n?). If we
let f to be the sum of the in-degrees of all the nodes having in-degree of at least
2, then f < e — 1. The total private storage required by the Yang-Li scheme

Table 3. Comparison of schemes

Property Yang-Li [6] Proposed Atallah et al [7]
Key Derivation Hashing Hashing Hashing
operation

Private Storage o(n?) n keys n keys

Public Storage O(n) o(n?) O(n?)

Dynamic access Requires rekeying|Requires rekeying|Requires rekeying
control of only successors |of only successors|of only successors
Security proof No Yes Yes

Ex-Member problem|Yes No No

User level Not Supported |[Supported Supported
dynamics

Changing secret Requires rekeying|Requires rekeying|Requires rekeying
key of all nodes of only successors |of only successors
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is O(f); that is, O(n?); whereas the private storage required by the Atallah-
Frikken-Blanton is O(n). From the table we can see that our modified scheme
is as efficient as the Atallah-Frikken-Blanton scheme. The Yang-Li scheme does
not have a proof of security, whereas both our scheme and the scheme of Atal-
lah et al have security proofs. There is a slight advantage that our scheme has
over their scheme. If we assume a tree hierarchy, i.e. a hierarchy where every
node has at most one immediate predecessor, then our scheme does not require
any extra public storage (beyond the random numbers associated with each
node), whereas their scheme requires an additional public value for every edge,
in addition to the public values associated with each node. Thus for the tree
hierarchies our scheme is more efficient in terms of public storage compared to
their scheme.
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Algorithm 5. ModifiedBFS(U;) { G; is the graph rooted at U;}
1: for allv € G1 — {U;} do

2:  color [v] «+ 0 {used for checking the vertex is visited already}
3: end for

4: color [Us] « 1

5. ENQUEUE(Q, U;) {Insert into queue Q}

6: while Q # ¢ do

7.  u+ DEQUEUE(Q) {Delete from queue Q}

8:  color [u] <1

9: for all v € Immsucc(u) do

10: Let v’ be the rightmost predecessor of v

11: if color [u']=1 then

12: color [v] «— 1

13: ENQUEUE(Q, v)

14: else
15: Do nothing
16: end if
17 end for

18:

end while
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Abstract. Network connectivity has undergone a significant change
since the appearance and increasing deployment of IEEE 802.11 technol-
ogy. Wireless links are inherently insecure and, in order to secure them,
the IEEE 802.11i amendment has defined the security mechanisms to be
used. The solution described in IEEE 802.11i is applicable, in theory,
to both infrastructure and ad-hoc networks. Nevertheless, the great de-
ployment of wireless access points and the potential economical benefits
derived from it impelled the standardization bodies to provide a secu-
rity solution for IEEE 802.11 access links. Therefore, IEEE 802.11i has
been designed as an infrastructure-oriented solution, and some of the
design decisions are not the most appropriate for its use in peer-to-peer
communications, showing several limitations to secure ad-hoc networks.
We have found the same drawbacks when trying to adapt the IEEE
802.1X model for providing end-to-end security at the link layer between
Ethernet peers. We have identified the shortcomings of the standardized
solution for its application in securing peer-to-peer communications, and
we propose some modifications to the IEEE 802.1X model that help to
overcome those limitations. These modifications have been implemented
and functionally tested for establishing secure communications between
end stations in Ethernet networks.

1 Introduction

According to the original Local Area Network (LAN) philosophy, network access
was allowed to any device that could connect to a network attachment point.
Provided that the switch port was enabled, there was no means of restricting the
connectivity service to authorized users. To address the security concerns raised
by this unauthorized access, the Institute of Electrical and Electronics Engineers
(IEEE) developed the 802.1X standard [I] to enable port-based network access
control. This standard defines how to authenticate and authorize devices con-
nected to a LAN port, preventing the connected device from exchanging traffic
through that port if the result of the authentication and authorization processes
is unsuccessful.

Today, IEEE 802.11 wireless LANs (WLAN) [2] are widely deployed in public
or semi-public sites. In these wireless access networks, the same access control
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issues have to be considered, but particularized to a more vulnerable scenario:
the usage of a share media based on radiofrequency makes the information ac-
cessible to any device in the surroundings of the transmitting station. Therefore,
a successful authentication is a pre-requisite for authorizing a port, as in the
wired case, but additionally the exchanged traffic should be cryptographically
protected by means of some keying material that should be previously estab-
lished. The security mechanisms to be applied in these networks are defined in
the IEEE 802.11i standard [3]. It specifies how to use IEEE 802.1X in IEEE
802.11 WLANS for authentication, defines a handshake protocol for key man-
agement, and establishes the use of TKIP and AES-CCMP for data protection.

The IEEE 802.11i standard describes the operation of the security procedures
for IEEE 802.11 networks in infrastructure and ad-hoc modes, defining the func-
tional models and the security association and key management procedures for
both cases.

The specified model and procedures are well-suited for the infrastructure case.
In fact, the infrastructure case is an evolution of a wired access network, where
the access switch is replaced by a wireless access point (AP) and the access link
is a radio link. Therefore the access control model defined in IEEE 802.1X is
valid, in the basics, for the infrastructure mode: the AP controls the access of the
mobile stations (MSs) to the network. This is the reason why IEEE 802.11i reuses
the port-based access control scheme defined in IEEE 802.1X. The novelties come
due to the usage of a shared media LAN for accessing the network, having to
ensure the reliability of the authentication exchange and the confidentiality and
integrity of exchanged data.

The ad-hoc case is completely different, however. There is no longer one device
wanting to gain access to a service provided by another one, but two devices
wanting to communicate with each other. In this case, a security association
has to be established between each pair of stations who want to communicate.
The adoption of the existing authentication, authorization and key management
model, without a review, implies not considering the particularities of this new
scenario: the establishment of secure peer-to-peer communications.

We are working on offering end-to-end security at the link layer between sta-
tions of an Ethernet network. When we analyzed the requirements for the secu-
rity association management in this scenario, we found that they were similar, to
a large extent, to those of the IEEE 802.11 ad-hoc networks. And we identified
the limitations of the model described in IEEE 802.1X and IEEE 802.11i for its
application to establish secure connections between pairs of stations.

In this paper, we firstly summarize the basic principles of IEEE 802.1X and
IEEE 802.11i, intended to provide security in IEEE 802 LANs. Next, we ana-
lyze this model from the perspective of its application for securing peer-to-peer
communications at the link layer, identifying some weak points. Afterwards we
propose some modifications in order to overcome those limitations and we re-
port our experience in a test bed where the described modifications have been
implemented. Finally we summarize the conclusions and outline the future work
to be made.
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2 Background: IEEE 802.1X Basic Concepts

The operation of IEEE 802.1X and IEEE 802.11i is thoroughly described in [1]
and [3]. In this section, a summary of the access control operation defined in
them is provided in order to ease the understanding of our analysis and proposal
to readers not familiarized with these standards.

2.1 Motivation of IEEE 802.1X

Many LANs are deployed in environments where attachment points are very
easily accessible, so any device or user can attach to the network. This posed
an important problem with the original definition of IEEE 802.1, because there
wasn’t any mechanism to authenticate the devices or users intending to access
the network, neither to authorize the access to the network in a specific port
according to the identity of the device or user connected to that port.

This problem of controlling network access through public network ports was
tackled by the IEEE 802.1X “Port-Based Network Access Control” standard [I].
This standard defines the mechanisms that allow a device to control the autho-
rizing state of a port. The decision of authorizing or not a port is determined by
the result, successful or unsuccessful, of a process of authentication of the user
or device connected to the port.

However, IEEE 802.1X doesn’t define the contents of the exchanged authenti-
cation information, neither the type of authentication to be performed. Instead,
it makes use of EAP (Extensible Authentication Protocol) [4] to exchange au-
thentication messages. EAP, in turn, doesn’t define a specific authentication
procedure, but provides a common framework which supports multiple authen-
tication methods; hence the term “extensible” in its name.

2.2 IEEE 802.1X Operation

There are two basic concepts in the IEEE 802.1X design. First, it defines a port-
based access control, assuming that each port provides point-to-point connec-
tivity with only one device. Therefore, once the device connected to that port
has successfully authenticated, the port can be authorized and the traffic allowed
through that port.

The other important point is the clear separation between authentication
and authorization. Initially, there is an authentication message exchange. Af-
terwards, the access switch establishes the state of the port as Authorized or
Unauthorized, according to the result of the previous authentication. This func-
tion separation enables the use of a back-end authentication server during the
authentication phase, in which case the switch transparently forwards the au-
thentication messages between the device connected to the port and the authenti-
cation server. This solution is easy to integrate with existing AAA infrastructure,
facilitating the deployment of IEEE 802.1X [5].

In short, IEEE 802.1X defines the protocol (EAPOL — EAP over LAN) used
to carry authentication information between the two devices connected to the
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LAN, and the mechanisms to control the state of both systems’ ports depending
on the result of the authentication procedure.

Following IEEE 802.1X terminology, the devices connected to a LAN (sys-
tems) may have one or more points of attachment to the LAN (ports). The port
of a system can adopt one of two roles:

— Authenticator: the port that enforces authentication before allowing access
to the services accessible via that port. In an Ethernet switched network, an
Authenticator is associated to each physical port of the access switch through
which a device can gain access to the network.

— Supplicant: the port that wishes to access the services offered by the Au-
thenticator. In an Ethernet switched network, the Supplicant is the LAN
port on the network adapter of the device requesting access to the network.

The Port Access Entity (PAE) is the logical entity that performs the algo-
rithms and protocols associated to the access control mechanisms for a port. A
PAE can support the functionality associated with an Authenticator, a Suppli-
cant, or both.

Additionally, there is a third role, the Authentication Server. The Authen-
tication Server performs the authentication functions to verify the credentials of
the Supplicant on behalf of the Authenticator, and then indicates to the Authen-
ticator whether or not the Supplicant is authorized to access the Authenticator’s
services.

The access control defined in IEEE 802.1X has the effect of splitting a port
into two access points: an uncontrolled port, which allows the uncontrolled ex-
change of traffic at any time, regardless the authorization state of the port; and
a controlled port, which allows the exchange of traffic only when the port is
in an Authorized state. The Authenticator and Supplicant PAEs exchange au-
thentication protocol messages via the uncontrolled port. The messages of other
protocols are exchanged via the controlled port, if it is in the Authorized state.

Figure [ shows the described operation of IEEE 802.1X. Uncontrolled and
controlled ports in both Authenticator and Supplicant systems are depicted: the
uncontrolled port for the authentication exchange, the controlled port for the
rest of protocols. The authentication messages are exchanged between the un-
controlled ports of the Supplicant and the Authenticator in the access LAN, and
between the Authenticator and Authentication Server in the internal network.
The result of the authentication procedure conditions the state of the controlled
port: Authorized if successful, Unauthorized if unsuccessful. When the controlled
port is Authorized, the traffic generated at or destined to the Supplicant that
requires the services offered by the Authenticator is allowed via the controlled
port.

2.3 IEEE 802.1X Operation in IEEE 802.11 Networks

Due to the nature of radio media, wireless networks are insecure and vulnerable.
The original IEEE 802.11 standard included a set of security features that soon
proved to be quite easily vulnerable [6]. The IEEE 802.11i standard [3] improved
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Fig. 1. IEEE 802.1X basic operation

WLAN security, addressing all the identified vulnerabilities. Essentially, it sepa-
rates authentication and message protection (integrity and privacy), linking the
two parts, however, in a security context [7].

IEEE 802.11i specifies the use of IEEE 802.1X for authentication and reuses its
controlled /uncontrolled port model for controlling the traffic flow. A key generat-
ing EAP method should be used with IEEE 802.1X to allow both communicating
stations to authenticate and derive a common master key. The master key provides
prove of identity and is used to derive session keys that will be used for encryption
and data protection as long as the security context is active. IEEE 802.11i defines
a key management handshake protocol to derive the session keys from the master
key, and two data confidentiality and integrity protocols, TKIP and AES-CCMP.

With regard to the use of IEEE 802.1X in WLAN, an important consideration
has to be made. The original scenario for which the IEEE 802.1X standard was
designed refers to a switched wired LAN, where the devices attach to the network
via a dedicated link to a port of an access switch. The fact that only one device
connects to each port of the switch contributes to an easy access control: Once
the device has successfully authenticated, its traffic can be allowed authorizing
the port, with the certainty that the device sending and receiving frames via
that port is the one that has been authenticated and authorized, and that no
other device can eavesdrop or modify that traffic.

This key assumption is no longer valid in shared media LANSs, such as IEEE
802.11 networks, where one physical port of a system provides connectivity to
more than one device. If the port were authorized when a device has success-
fully authenticated, access would be granted to any device connected through
that port. Therefore, in order to use IEEE 802.1X in shared media LAN seg-
ments, access control should be based on logical ports, instead of physical ports.
From the access control point of view, a physical port can be viewed as a set of
independent logical ports, each one controlling the access of a different device.
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Nevertheless, this per-device authentication is not enough to authorize the
traffic on that port. In a shared media LAN, it is necessary to apply indepen-
dent encryption in order to protect the traffic exchanged through each authorized
logical port, providing at least confidentiality, integrity, and data origin authen-
tication services. In consequence, a successful authentication in a logical port
should be followed by a key establishment procedure before the port is autho-
rized. This way, a security context can be established between the two concerned
systems, enabling the subsequent secure exchange of traffic between each other.

The explained behavior can be obtained thanks to some features of the IEEE
802.1X standard aimed to support port-based access control in shared media
LANSs, and some additional features defined in IEEE 802.11i.

First, IEEE 802.1X allows the use of individual MAC addresses as the desti-
nation address in frames that carry authentication and key management infor-
mation (as a complement to the use of a PAE group address in point-to-point
LAN access). In the case of IEEE 802.11, a MS must associate to an AP before
it can make use of the LAN. This association procedure makes both the MS
and AP learn each other’s MAC address, and create the logical port that will be
used for controlling the access of the system identified by that address. For the
port-based access control to work, the destination MAC address of the EAPOL
messages exchanged between the two PAEs will have to be the destination sys-
tem’s individual MAC address, instead of the generic PAE group address.

IEEE 802.1X also allows the exchange of cryptographic material between Au-
thenticator and Supplicant after a successful authentication exchange, for its use
in scenarios where encryption is available between the Authenticator and Suppli-
cant systems. For that purpose, IEEE 802.1X defines a type of EAPOL message,
EAPOL-Key. However, it doesn’t define which key values should be transmitted
within EAPOL-Key messages or what the Authenticator and Supplicant systems
should do with those keys.

It is the IEEE 802.11i standard that defines the content of the EAPOL-Key
messages exchanged between an Authenticator and a Supplicant in a wireless
LAN, and the functions to be performed with the exchanged information in
order to establish a secure channel. IEEE 802.11i defines a 4-way handshake
protocol, that is, the exchange of 4 EAPOL-Key messages whose contents allow
the Authenticator and Supplicant systems to derive in a secure manner the
transient keys that will be used to protect that session’s pairwise traffic between
both systems. It also defines a group handshake that allows an Authenticator
to deliver group keys to a Supplicant, so that the Supplicant system can receive
broadcast messages sent by the Authenticator system.

IEEE 802.11i completes the revised access control scheme by defining the
key management state machines for the Authenticator and the Supplicant, and
redefining the port access control state machines so that a port is not authorized
until the keys have been established in that port.

The security model described in IEEE 802.11i perfectly fits the infrastructure
mode, where the AP (Authenticator) controls the access of the MNs (Suppli-
cants) to the network, as it can be seen in Fig. Bl



226 P. Séiz et al.

Port Unauthorized

SUPPLICANT AUTHENTICATOR AUTHENTICATION
(Mobile ion) [ J (Access Point) SERVER

EAP-Packet (Request)
EAP-Packet (Response) Authentication

EAP-Pack-et (Success eXChange

Successful
Authentication

EAPOL-Key
EAPOL-Key

S5

Secure 1
Port Authorized

Key
handshake

~ik

e

Fig. 2. IEEE 802.11i authentication and key establishment in infrastructure network

But IEEE 802.11i gives also indications about how to secure communications
in ad-hoc networks, composed of stations within mutual communication range
of each other via the wireless medium. In this case, when a station wishes to
establish a security association with a peer, each one creates an Authenticator
and a Supplicant for that association. Therefore, either a preshared master key
is used or two authentication exchanges should take place, each between one
station’s Authenticator and the peer’s Supplicant, in order to satisfy both roles’
requirements at each station. In any of both cases, two key management hand-
shake exchanges have to be performed afterwards so that each station provides
its peer with its group key. The reason is that different group keys are used
to protect the broadcast traffic sent by each station, even if the same pairwise
key can be used to protect unicast traffic in both directions. Unfortunately, this
results also in two pairwise keys, so one of them is discarded.

It can be seen that, for a secure link to exist between two stations of an IEEE
802.11 ad-hoc network, both authentication procedures and both handshake ex-
changes have to be completed successfully. In order to achieve this behavior, the
Supplicant and Authenticator state machines have to interact so the port is not
authorized until both handshakes have finished.

3 Target Peer-to-Peer Scenario

eEurope2005 action plan [8] has as a main target “the widespread availability
and use of broadband networks throughout the Union by 2005, and the security
of networks and information”. In line with the established priorities within the
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European organizations, the scientific community is working in the bottlenecks
that nowadays avoid the provisioning of broadband solutions to the users.

The first conclusions identify “protocol translations” as the source of the com-
plexity and cost in the local loop and the MANSs. In order to avoid protocol con-
versions, the Telecom Network architectural model is moving to networks based
on the same link layer end-to-end. Many telecom operators are working on busi-
ness models based on the provisioning of Ethernet services within Metropolitan
environments for the interconnection of business network. Wideband services
for end users with a first mile link based on Ethernet are also considered. In
this scenario, we will be soon talking of end-to-end Ethernet networks with no
protocol translation.

However, in order to provide commercial Ethernet services, it is of vital im-
portance that a security environment is provided. We are working in line with
this objective to define a protocol architecture to provide security in end-to-
end Ethernet communications regarding data confidentiality and integrity and
authentication of data origin. As a required condition for a dynamic link layer
end-to-end encryption mechanism to be secure, both communicating ends should
have previously established a security association at the Ethernet level.

After an analysis of different possibilities, we reached the evidence that se-
curing Ethernet end-to-end communications presented a similar problem to that
of securing communications in an IEEE 802.11 ad-hoc network. Therefore, the
security association model to be used could be based on the one defined in IEEE
802.11i. In the following subsections, the similarities and differences between
both scenarios are explained

3.1 Similarities to IEEE 802.11 Ad-Hoc Networks

In TEEE 802.11i, traffic encryption is performed at link layer, with the keys
that have been obtained after authentication and key management exchanges
at the same link layer making use of 802.1X. In our target scenario, MAC layer
encryption was within the original objectives. In consequence, it makes sense to
perform authentication and key management also at link level, with the same
basic principles defined in IEEE 802.1X and IEEE 802.11i.

Another important coincidence is that the stations that are part of the secure
network have usually only one network interface, and all the traffic exchanged
with any other station belonging to the same network have to go through it.
Therefore, it is not possible to apply restrictions based on the physical port,
because it is shared by all the communications with every station in the net-
work. Instead, the logical port concept could be used: a system should create a
different logical port for every station with which it wishes to establish a secu-
rity association, and keep separately the state information needed for a correct
secure operation with every peer.

The two points mentioned above expose similarities between the Ethernet end-
to-end scenario and IEEE 802.11 wireless networks in general, not specifically
ad-hoc networks. But there is a very important issue where our target scenario
is different to the wireless infrastructure case and similar to the ad-hoc one: each
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station has to maintain separate security associations with each communicating
peer, unlike in infrastructure networks where a station has a security association
only with the AP.

With these evidences, the previously described access control and key man-
agement model seems to be adequate for the scenario we are concerned with.
Each station will create a separate logical port for controlling whether secure
traffic to/from each other station is authorized, depending on the result of au-
thentication and key establishment exchanges. But, in contrast to the stated in
section 23] EAPOL frames should carry the individual MAC address of the peer
station as the destination address although it is not a shared media LAN, so that
each frame is processed by the correct PAE at the right destination system.

3.2 Differences with IEEE 802.11 Ad-Hoc Networks

Apart from the obvious physical difference —wired Ethernet media instead of
wireless radio links—, there are some others that might have some impact in the
adaptation of the authentication and key exchange scheme.

First, two communicating stations within a switched Ethernet network need
more than one hop to reach each other, whereas there is only one hop between
two stations in an ad-hoc network, as considered in IEEE 802.11i. This could
represent a problem, because IEEE 802.1X was designed so that an Authenti-
cator is able to control whether the Supplicants that are at one hop’s distance
could have access to the services it provides, and this is the reason why:

— IEEE 802.1X selected one of the reserved set of group MAC addresses that
are not forwarded by switches for its use as the destination MAC address of
EAPOL frames (01-80-C2-00-00-03).

— IEEE 802.1X recommends that switches don’t forward EAPOL frames, iden-
tified by a special EtherType value (0x888E), for security’s sake.

The first item doesn’t represent a matter in our case because, as stated at the
end of Section B.1], individual MAC addresses should be used instead of the
group address. Regarding the second item, as some switches may not bridge
IEEE 802.1X frames, a distinct EtherType could be used to enable such devices
to bridge Ethernet end-to-end EAPOL frames.

Another important difference is that, in our case, stations attach to an existing
network infrastructure, in contrast to the temporary existence of the wireless ad-
hoc networks. This reality may be useful for facilitating the execution of certain
tasks, because a specialized server may be introduced in order to ease some
functions or to give support at others that are natively solved in a IEEE 802.11
wireless network but not in an Ethernet one.

For example, an IEEE 802.11 station can learn the peer’s MAC address and
security capabilities during the association procedure. This allows both stations
to create the logical port and to select the proper security mechanisms to be
used. In Ethernet, on the other hand, there is not a standard way for a station
to advertise its presence or security policy. A new announcement message could
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be defined, or alternatively rely on an external server where every station could
register its presence and capabilities, allowing the other stations to learn them.

The same or another server could be responsible, for instance, of creating,
managing and distributing the broadcast key. The presence of this server would
allow all the stations to share a common key for protecting all the broadcast
traffic exchanged in the network, instead of having a separate broadcast key for
each station that is used only for the broadcast traffic sent by that particular
station, which is the case in IEEE 802.11i ad-hoc networks.

4 Issues for the Use of IEEE 802.1X in Peer-to-Peer
Scenarios

Although the authentication and key management mechanisms defined in IEEE
802.11i seem a good starting point for creating security associations between
Ethernet end stations, a further analysis reveals that there are some issues that
could be enhanced, not only for the Ethernet case but also for wireless ad-hoc
networks.

First of all, the definition of two roles, Authenticator and Supplicant, is to-
tally meaningful when the purpose is to control network access: there is access
controlling equipment, such as an access switch in an Ethernet network or an
AP in an IEEE 802.11 infrastructure network, which act as Authenticators; and
stations that attempt to access the LAN through them, which act as Supplicants.
The Supplicant requesting access has to give prove of its identity to the Authen-
ticator, who controls network access and will grant the Supplicant’s access only
after successfully authenticating and authorizing it.

On the contrary, if the purpose is to establish a secure communication be-
tween peers, this separation is not so clear. The two stations are functionally
identical, the only difference being that the process is driven by the station
wishing to establish communication with the targeted one. Both stations need
to authenticate each other and establish cryptographic keys in order to allow the
secure traffic exchange with the peer. Therefore, the Authenticator and Suppli-
cant roles would not be strictly necessary, since both stations could be considered
as “Supplicating Authenticators”.

The second issue is that the requirement of each station having an Authenti-
cator and a Supplicant talking with the peer station’s Supplicant and Authen-
ticator respectively, in order to establish a pairwise association with that peer,
represents a waste of resources: processing and storage resources within each sta-
tion, because each role has its own state machines and a number of structures to
control the security context and state related to that port; and communication
resources, because each pair of stations have to maintain two coupled dialogs
to perform the correspondent authentication and key management exchange in
opposite directions. Moreover, mutual authentication may not be achieved sim-
ply running a one-way authentication protocol twice, once in each direction.
The reason is that messages communicated in one run could be exploited by an
attacker to compromise the run in the other direction.
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Even if a mutually authenticating EAP method is carried over IEEE 802.1X
frames, allowing the Supplicant and Authenticator to mutually authenticate with
only one exchange, this would only satisfy the Authenticator role at one station
and the Supplicant one at the other station. Then, what reasons may exist to
have both roles at each station, forcing two opposite authentication and key
management exchanges to have place, one in each direction? Section 6.7 of [1]
and section 2.4 of [4] show some cases. Two of them are directly applicable to
IEEE 802.11i ad-hoc networks:

— When the devices require the creation of separate key material in each direc-
tion but the keying protocol is unidirectional. This is the case of the group
handshake in IEEE 802.11 ad-hoc networks. It could be avoided using a
bidirectional group key handshake that derives different keys for each direc-
tion. Anyway, it does not represent any problem for the Ethernet end-to-end
case if the group key is managed and distributed by a third equipment, as
suggested at the end of Section

— When there is no support for “tie breaking” wherein two hosts initiating
authentication with each other will only go forward with a single authenti-
cation. This implies that even if IEEE 802.11 were to support a bidirectional
group key handshake, two authentications, one in each direction, might still
occur. But “tie breaking” could be supported with small modifications to
the IEEE 802.1X state machines.

Lastly, IEEE 802.1X state machines associated to an Authenticator or Sup-
plicant never disappear. When the Authenticator or Supplicant is created, its
state machines are started. From then on, they keep permanently running and
transition between different states depending on the events that occur, even if
the peer has died or doesn’t answer to the authentication dialog, or if both
stations don’t support a compatible set of security capabilities or don’t have
the required credentials for the authentication and key management to be suc-
cessful. The Held state is the most similar to the death of the state machine,
let’s say a coma. After an authentication failure, the port is unauthorized and
the Held state is entered, where the machine remains until the expiration of
a timer. At the Authenticator, the purpose of the Held state is to discourage
brute force attacks, because it discards all EAPOL frames received while in this
state. At the Supplicant, the purpose is to avoid continuously trying to authen-
ticate with an Authenticator that doesn’t exist or isn’t able to authenticate the
Supplicant.

The permanence of the state machines is not a major problem in the network
access control situation, where only one Supplicant resides in the device attempt-
ing to access the network, and the access switch or AP can be dimensioned so
that the supported number of Authenticators is sufficient for the expected num-
ber of Supplicants. But in the peer-to-peer situation, each station might want to
communicate along the time with any number of other stations, and for each of
them an Authenticator and a Supplicant would be created in the local machine.
The state machines related to the session with every peer the station has some-
time communicated with, remain forever in the local station consuming resources
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that are no longer needed. A solution for this situation could be to replace the
Held state by a new one, Kill, which would release all the resources associated
to the disappearing state machine.

5 Proposed Modifications for Adapting IEEE 802.1X
Model to Peer-to-Peer Scenarios

Taking into account the previous considerations, the solution we have adopted
for security association management between Ethernet end stations is based on
IEEE 802.1X and IEEE 802.11i models, with some modifications.

Although the involved stations are functionally equivalent, we have decided
to continue using the two roles, Authenticator and Supplicant. The reason is
that this role separation is basic in all the IEEE 802.1X operation: the EAPOL
and EAP protocols are defined to work between a requestor (Authenticator)
and a responder (Supplicant), and the correspondent state machines reflect this.
Therefore, maintaining the Authenticator-Supplicant scheme is essential in order
to reuse the existing protocols and state machines with minor modifications.

However, instead of each station of a pair having to implement both the
Authenticator and Supplicant roles, one of the stations will accommodate the
Authenticator and the other one the Supplicant, as shown in Fig.[Bl To be more
precise, the station that wishes to establish the communication will create a
Supplicant PAE for the peer station. On reception of the first EAPOL message
(EAPOL-Start), the targeted station will create an Authenticator PAE that will
start the authentication sending EAP requests, and the Supplicant will answer to
them with EAP responses. This way, if a mutually authenticating EAP method
is used, a sole authentication exchange will satisfy the PAEs controlling the port
at both ends.

A
%W

1]

C D

Fig. 3. PAESs’ roles in Ethernet peer-to-peer secure sessions

The EAPOL messages exchanged between the Authenticator and Suppli-
cant will have the standard format, but with a modified EtherType so that
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intermediate switches don’t apply any special handling to this traffic and for-
ward it through the switched network.

Some modifications are needed in the IEEE 802.1X state machines in order
to support “tie breaking”. In the case that two stations initiate authentication
with each other at the same time, only the one initiated by the station with the
highest MAC address will progress. Therefore, the station with the highest MAC
address will ignore any EAPOL-Start message received from a station towards
which it has a running Supplicant. In the Supplicant of the station with the
lowest MAC address, a retry and timeout mechanism will end without success
due to the absence of an answer from the peer and will cause the Supplicant’s
disappearance.

This possibility of killing an existing PAE is also new compared to the IEEE
802.1X state machines. A new state —Kill- has been defined, that kills the PAE
to which that state machine belongs, releasing all the resources reserved for
that PAE. The different situations where the authentication or key management
procedures might fail have been considered and analyzed. In the cases where a
subsequent successful exchange is not probable, and therefore there is no sense
in keeping the PAE alive, the state machines have been modified to transition
to the Kill state, killing the PAE.

Although each Ethernet station is connected to the switched network via a
dedicated link, the traffic exchanged between the peers is subject to multiple
attacks [9], so it has to be protected. For this reason, the EAP method used will
have to allow not only mutual authentication but also the derivation of a master
key. After successful authentication, the Authenticator and Supplicant will derive
a temporary key from that master key by means of the 4-way handshake defined
in IEEE 802.11i. As in the IEEE 802.11i case, after successful authentication and
key establishment, the Authenticator and Supplicant PAEs will authorize their
respective ports, allowing thereafter the traffic to and from the peer station,
encrypted with the derived key.

The proposed scheme has been implemented on a Linux platform with kernel
2.6.8. We have used hostapd (v0.4.7) and wpa_client (v0.4.7), an open source im-
plementation of an IEEE 802.1X infrastructure Authenticator and Supplicant,
modified to be supported on an Ethernet driver, together with a PAE module
that corrects a fault in the port authorizing capabilities of the Supplicant. We
have corrected, modified and complemented those packages in order to imple-
ment the aforementioned behavior, and the implementation is operational in a
controlled network of 4 stations. In particular, the features that have required
modifications in the original code include, amongst others:

— Several Authenticator and Supplicant PAEs have to coexist within the same
system, without mutual interference.

— Either a Supplicant or an Authenticator PAE has to be able to authorize a
port.

— Authenticator and Supplicant PAE’s state machines have to support “tie
breaking”
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— Authenticator and Supplicant PAE’s state machines have to include a Kill
state and transitions to it under different failure situations.
— The IEEE 802.11i handshakes have to be executed in an Ethernet

environment.

Functional tests have already been performed to check that the achieved im-
plementation behaves as desired in normal conditions and under failure situa-
tions. Performance tests are not finished but we don’t expect big problems.

6 Conclusions and Future Work

We have identified some weak points in the procedure defined at IEEE 802.1X-
IEEE 802.11i for the establishment of security associations when it is to be
used between peer stations, as in ad-hoc networks. These limitations are also
present if that model is applied to establish secure sessions between end stations
of an switched Ethernet network. We have proposed some modifications to the
original IEEE 802.1X model in order to easily overcome those limitations. The
proposed modifications do not negatively affect the utilization of the model in
the scenarios where these standards have been traditionally used.

In our current implementation, a station doesn’t discover the authentication
and cipher suites supported by the station it wishes to establish a session with.
Instead, all the stations make use of a predefined security capability set. However,
we are defining the interworking with a registering server, where every station
will register its security capabilities when it attaches to the network. Any station
wishing to establish a secure session with a peer will obtain from the server the
security capabilities supported by the targeted station, which will allow the
initiating station to select the most suitable policy and initiate authentication
and key establishment procedures.

As soon as the registering server is operative and every station contacts the
server when it attaches to the network, it is straightforward to assign to the server
the role of broadcast key manager: it will generate, manage and distribute the
broadcast key to all the stations registered in the network.

In parallel with this work, there are ongoing efforts within our research team
to develop a FPGA-based Ethernet interface card with advanced encryption
capabilities, which will encrypt/decrypt the traffic to/from a specific station
with the encryption algorithm selected and the keys established by means of the
mechanisms described in this paper.
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Abstract. A wireless sensor network (WSN), an ad hoc network of re-
source constrained sensor nodes, has become an attractive option for
monitoring applications. The wide use of sensor networks is due to the
cheap hardware and detailed information they provide to the end user. As
with every network of every computing device, security is one of the key
issue of sensor networks. The resource constrained nature of sensor nodes
make the security quite challenging. The sensor networks are prone to
many kinds of security attack viz. report fabrication attack, denial of ser-
vice attack, Sybil attack, traffic analysis attack, node replication attack,
physical attack etc. The report fabrication attack is a security attack
in which the adversary tries to generate bogus reports by compromising
the sensor nodes. This paper proposes a security solution that makes
cluster based sensor networks resilient to report fabrication attacks. The
proposed solution relies on symmetric key mechanisms, appropriate for
random deployment and also handles the node failures.

1 Introduction

Wireless sensor network is a network of resource constrained sensor nodes, where
the sensor nodes organize themselves to form a sensor network. The sensor net-
works are now a days widely used in applications such as health monitoring,
environmental monitoring, and military applications [I]. The popularity and ap-
plication domain of WSN’s are growing day by day, as they provide cost effective
solution to most of the applications.
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The sensor networks can be broadly classified as proactive sensor networks and
reactive sensor networks [2]. The proactive sensor network is the one in which the
sensor nodes periodically send the sensed values to the base station[] The reactive
sensor network is the one in which the sensor nodes react to the occurrence of
particular events such as abnormal variation in temperatures, pressure, detection
of enemy movement, etc and send the captured information (sensed value) to
the base station.

The sensor network is prone to security attacks as any other ad hoc network.
Security is an important aspect in sensor networks as:

— They are often deployed in hostile terrain in which the sensor nodes are left
unattended and the sensor nodes are physically accessible by adversaries.

— They are not manufactured to be tamper proof, in order to reduce the costs
of sensor nodes [3].

— They are often used in time critical applications such as monitoring leakage
of hazardous gases in industries and forest fire monitoring, etc [4].

Hence, the security in sensor network is critical to any application. Without
security, the use of wireless sensor network in any application domain may result
in undesirable consequences [5].

The security threats in sensor networks can range from eavesdropping the
communication channel to node compromises, where the adversary may be able
to get hold of all the information stored in sensor nodes [3], [6].

The security threats in sensor networks can be classified as outsider attacks
and insider attacks [3].

Outsider Attacks. The outsider attacks are the one in which the adversary
tries to attack the sensor network without having the knowledge about the
network. The security attacks such as eavesdropping the communication
channel (where the adversary obtains the sensed values by hearing the com-
munication channel), injecting malicious messages into the sensor network,
and denial of service attack (where the adversary jams the communication
channel using signals of high strength), come under the clause of outsider
attacks [6].

Insider Attacks. When the adversary compromises a sensor node, it gets hold
of the information stored in the sensor node such as the cryptographic keys,
location of the sensor node etc. If an adversary tries to launch an attack on
sensor network using that information, then this kind of attacks are known
as insider attacks. The security attacks such as report fabrication attack
(RFA), node replication, generation of bogus reports, Sybil attack [6] are
the type of insider attacks.

All the above security threats can be defended using strong cryptographic
mechanisms. But, the cryptographic mechanisms developed for traditional wired
networks can not be used for sensor networks due to the following node specific
and communication specific constraints:

1 1t is the end user for the wireless sensor network.
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Resource Constrained Nature. The sensor nodes are constrained in com-
putation, communication, and storage capabilities. For example, the MICA2
mote works on 4 MHz 8 bit AMTEL 128L processor, 128 KB onboard flash
memory, two AA batteries and provides a transmission range between 15
ft- 100 ft [7]. So, the security mechanisms for securing sensor networks
have to be developed in such a way that they consume minimal amount of
resources.

Communication Patterns. The communication paradigm in sensor network
can be either one-one, many-one, or many-many depending on application
requirements [8]. So the security mechanisms must be developed such that
they not only support one-one communication but also others.

Single Trusted Entity. The sensor networks will be generally deployed with
an assumption that base station is only the trusted entity in sensor network
[B]. As it is resourceful and is assumed not to be compromised by the ad-
versaries, the security mechanisms developed for sensor networks must be
scalable such that the base station should not become the bottleneck.

Requirements of In Network Processing. In most of the sensor network
applications, the data is aggregated and enroute to the base station to re-
duce the communication overhead and minimize the resource consumption.
So, the security mechanisms developed for sensor networks must support in
network processing [5].

Due to the above constraints, the security mechanisms basically developed for
two party communications which uses public key cryptography are not viable
for sensor networks. Thus new security mechanisms have to be developed or
existing mechanisms have to be scaled, such that they are feasible to be used by
the sensor nodes.

The remaining paper is organized as follows. Section 2 discusses about the re-
port fabrication attack and the related work. Section 3 presents the assumptions,
threat model and describes the proposed RFA management protocol in detail.
Section 4 explains the handling of the node failures. Section 5 presents the se-
curity analysis. Section 6 discusses the protocol implementation and simulation
results. Section 7 concludes the work and presents future work.

2 Report Fabrication Attacks

As discussed in section 1, report fabrication attack is an insider attack. In report
fabrication attack, a single compromised node or a set of compromised nodes are
used to generate forged report for a non existing event, either to misguide the
system or to deplete the resources of the sensor nodes in the sensor network. The
report fabrication attack is a severe security threat in reactive sensor networks.
For example when used for time critical applications, a single forged report can
cost much damage. So, there is a need to develop the security protocols which
are resilient to report fabrication attacks. An attempt for the same is carried
out in this paper.
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2.1 Related Work and Motivation

The Report fabrication attacks is one of the most recent security attack which
has been paid less attention in the wireless sensor network security literature [5],
[6]. The ITHA (An Interleaved Hop-by-Hop Authentication Scheme for Filtering
of Injected False Data in Sensor Networks) tries to make the cluster based sensor
networks resilient to report fabrication attacks [9], but there are some drawbacks
with this approach. The drawbacks are as follows:

— It assumes that all the clusters contain at least n+1 nodes. But when the
sensor nodes are randomly deployed, the number of nodes varies from clus-
ter to cluster [10], [I1]. So, this approach is not appropriate for random
deployment.

— It does not handle the unavailability of nodes either due to the physical
damage or node failure [12]. If a single node fails to report, then the report
generated by the cluster becomes invalid.

— It uses LEAP [13] for neighborhood discovery and shared key establishment,
which itself is prone to security attacks [I1].

— It is energy expensive as it requires fixed path to be maintained from the
cluster head to the base station.

In [14], an attempt was made to provide effective security solution for the
flat sensor network model. It uses the location dependent approach, where the
sensor nodes need to be deployed with careful planning. However, according to
[15] the solutions that have been designed for the flat networks are unlikely to be
optimal for a cluster based networks. So, a solution needs to be tailored to the
particular network organization (cluster based sensor networks) to be effective.

The existing approaches [9], [14] focus mainly on the enroute filtering frame-
work in which the forged report will be dropped enroute from source to the base
station and the node that has dropped the forged report generates alarm message
about the cluster that has generated the forged report. In this approach the base
station needs to trust the node which has generated the alarm message, as there
is a possibility of generation of bogus alarm messages about the lower associated
clusters or the cells by a compromised node enroute [3]. In the case of cluster
based sensor network, where the cluster head is responsible for aggregation and
generating final report, the probability of generation of false report is 1/n (n is
number of nodes in the cluster).

The strength of the approaches to defend against the report fabrication attacks
mainly depends on:

— The ability of sensor network to suppress the generation of the false reports.

— The ability of the base station to differentiate between the forged report
and legitimate report and take an action against the neighborhood that has
generated the forged report.

— The ability of the sensor network to restrict the scope of attacks of the
compromised nodes to a particular cluster in which they reside.

Due to the above reasons the enroute filtering has no role to play in cluster based
sensor networks.
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3 The Proposed RFA Management Protocol

This section describes the working of the proposed RFA (Report Fabrication
Attack) management protocol in detail. First, the threat model under consid-
eration is presented. This is followed by the assumption about wireless sensor
network and its components. A brief explanation on various notations is pre-
sented next. At last, algorithm is presented in detail along with explanation of
its different phases so as to illustrate working of the proposed RFA management
protocol.

3.1 Assumptions
The assumptions for the system model are as follows

— The base station is static, resourceful, and is a trusted entity.

— Sensor network once deployed will be static.

— All the sensor nodes in the sensor network have same capabilities in compu-
tation and communication.

— The data will be routed securely from the source to the base station with
out dropping or modifying enroute.

— The sensor network will not be attacked during the cluster setup phase and
topology discovery phase that is for the first ¢’ seconds [I1], [13].

— The denial of service attack in which the sensor node is intermittently iso-
lated from the sensor network is not addressed in this approach.

3.2 Threat Model
If a sensor node is compromised then

— All the information stored in sensor node will be revealed to the adversary.

— The adversary can create the clones of the sensor node and deploy them
across the sensor network.

— It may illegitimately take multiple identities.

The adversary may

— Eavesdrop the communication channel in the sensor network.
— Replay the old messages.

— Inject malicious messages into the sensor network.

— Physically destroy the sensor node.

3.3 Notation

FEx, : Encryption using key K,,.

K; ;: Shared key between nodes i and j.

MAC(k, s): Message Authentication Code computation on message ‘s’ using
key ‘k’.

RFT: Report Fabrication Threshold.
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3.4 Working of the Proposed RFA Management Protocol

The proposed RFA management protocol has been divided into four phases
namely

(1) Initialization phase,

(2) Secure cluster setup phase,

(8) Topology discovery phase, and

(4) Event detection and secure reporting.

These phases are presented in Algorithm 1.1 given below.

Algorithm 1.1 Algorithm for Proposed RFA Management Protocol

1 Initialization Phase:

2 Initialize status=NULL

3 Every node is initialized with Nodeid(N;), MasterKey(K,,), NodeKey(K;),
ClusterKey(K{), RFT

4 Secure Cluster Setup Phase:

5 every node initializes its holdback value randomly

6 after every t. seconds each node decrements the holdback value by one

7 if (holdback == 0 && status == NULL)

8 set status = CLUSTER_HEAD

9 broadcast cluster_hello

10 on receiving the cluster_hello broadcast

11 If (status == NULL)

12 set status = CLUSTER_-MEMBER

13 compute the shared key using secure hash function ‘b’
14 reply with cluster_hello_reply message to cluster head
15 else if (status != NULL)

16 store the cluster head information for future use

17 cluster head on receiving cluster_hello_reply message

18 computes the shared key with cluster members using ‘A’

19 Topology Discovery Phase:

20 base station initiates the topology discovery phase by broadcasting the base_hello
message

21 cluster head(s) on receiving first base_hello message

22 compute the shared key using hash function ‘4’ and forward the base_hello to

its neighbor cluster heads

23 send the base_reply

24 on receiving the base_reply

25 if (receiving node of base_reply == BASE_STATION)

26 compute the shared key using ‘h’

27 learn about the cluster using base_forward_reply

28 else if (receiving node of base_reply == CLUSTER_HEAD)

29 compute the shared key using the information in base_reply

30 forward the base_forward_reply part of it to next hop towards the base
station

31 on receiving further base_hello messages
32 send hello_reply to the cluster head from which the base_hello has been re-
ceived
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33 on receiving base_forward_reply

34 route the base_forward_reply to next hop towards the base station
35 on receiving hello_reply

36 the cluster head(s) compute the shared key using ‘h’

37 Event Detection and Secure Reporting Phase:

38 if the cluster member detects an event

39 it sends report to its own cluster head
40 if the cluster head receives at least ‘m’ reports from its members
41 it prepares the final_report and routes it to base station in hop-by-hop au-

thenticated fashion
42 End of Algorithm 1.1

Initialization Phase: The initialization phase takes place before the sensor
nodes are deployed. During initialization phase each and every node %’ is as-
signed unique identifier N; ranging from 0 to n-1 (where n is the number of sensor
nodes in the network), and is preloaded with the keying information listed below.

Master Key (K,,). A 64 bit key that is shared among all the sensor nodes and
the base station which is used during the secure cluster setup and topology
discovery phases. In order to ensure the security, this key will be erased after
topology discovery phase.

Node Key (K;). This is a secret 64 bit key that each and every node shares
with base station. This key will be used for authentication purpose while
reporting to the base station.

Cluster Key (KY). Each and every node %’ is loaded with unique cluster key
K¢ and will be used by the nodes that will become cluster heads.

Report Fabrication Threshold (RFT). RFT is the parameter that deter-
mines the number of nodes that have to endorse the occurrence of an event.
It is determined based on the number of nodes in the cluster as follows

m = [RFT * no. of nodes in the cluster];if m > 2
m=2;ifm<2 (1)

The RFT value can be varied from 0.5 to 1.0 (which ensures that at least 50
percent of the cluster members have to report the occurrence of event). If RFT
is 1 then all the nodes in the cluster have to endorse the occurrence of an event.
Depending on the security requirement of the application the RFT value can
be set.

Once all the nodes are preloaded with the required data the base station is
informed about the node and key mappings. The sensor nodes are deployed re-
dundantly such that each and every node has more than one cluster head in its
communication range (in order to overcome the disadvantage due to single point
failures).

Secure Cluster Setup Phase: During this phase, all the sensor nodes are
organized into disjoint clusters of different sizes. In this phase, each and every
sensor node is assigned a randomly generated holdback value as in [I0], which
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determines the amount of time the sensor node has to wait before advertising
its decision to become cluster head. When the holdback becomes zero the sensor
node advertises its decision to become cluster head by broadcasting cluster_hello
message.

cluster_hello : {cluster_hello, Ciq, K{ } gy, (2)

where (4 is node id of the node broadcasting cluster_hello

The nodes which are within the communication range of sensor node that have
not taken the decision to become the cluster head or have not received any
cluster head advertisement, receive and decrypt the message. They respond by

— Computing the shared key with the cluster head using secure hash function
7h 2
Keiag =W KF, Cial Kilj) 3)

— Acknowledge the cluster_hello by sending cluster_hello_reply, so that cluster
head knows the members of its cluster and computes the shared key as in
equation (3).

cluster_hello_reply : {cluster_hello_reply, Ciq, j, M AC(K.,, j, j|Cia)} E,,,
(4)

The sensor nodes does not switch off the timers as soon as they become the
member of single cluster. They wait for maximum time and collect the informa-
tion about the cluster heads within its communication range, which helps in the
case of single point failures.

By the end of the cluster setup phase all the sensor nodes are organized into
disjoint clusters, each and every cluster member computes a shared key with
the cluster head. Cluster head also does the same and computes the 'm’ value
(which determines the number of nodes within the cluster that have to endorse
the occurrence of a particular event).

Topology Discovery Phase: Topology discovery phase is the one during which
the sensor network is organized as a connected graph and the base station learns
about the topology of the network. The base station initiates this phase by
broadcasting base_hello message. Upon receiving the first base_hello message
each and every cluster head responds to it by

— Computing the shared key with the base station or the cluster head from
which it has received the base_hello as in equation (3).

base_hello : {base_hello, Ciq, hop_count} g, (5)

— Sending the base_reply to the sender of the base_hello. base_reply acts as
an acknowledgement to the base_hello. It also contains the payload holding
details of the cluster head and the cluster members destined to the base
station.



Secure Data Management in Reactive Sensor Networks 243

base_reply : yo < {id's of the cluster members}
Y1 — {yo,MAC(Kcid,yo)}EK%

y2 «— {base_forward_reply, Ciq, y1} (6)
ys < {base_reply, Cia, MAC(K.,, j, j|Cia), Y2} Ey.,.

base_reply consists of all the values calculated in yg, y1, and yo that is y3 is
nothing but the base_reply.

— Forwarding the base_hello to the downstream cluster heads by incrementing
the hop_count.

For further base_hello's the cluster heads respond by sending hello_reply which
acts as an acknowledgement to the base_hello. The hello_reply is similar to
cluster_hello_reply but cluster_hello_reply is intra-cluster reply and hello_reply
is inter-cluster reply which helps in setting up the connected graph between
clusters.

On receiving the base_reply the cluster head responds by computing the
shared key as in the secure cluster setup phase as in equation (3) and forwards
payload base_forward_reply to the base station. On receiving the hello_reply the
receiving cluster head responds by computing the shared key as in equation (3).

By the end of topology discovery phase the base station learns about the
topology of the network.

Event Detection and Secure Reporting: Once the network has been setup
the sensor nodes monitor the environment for the events of interest. If any event
occurs, each and every node %’ sensing the event prepares the report as in equa-
tion (7) and report it to it’s cluster head.

yo «— {event_info} (7)
y1 — {yo, MAC(Ki, yo), MAC (kc i, l/o)}EkciN
y2 < {report, Cig,y1}

The cluster head receives at least ‘m’ report from its member and takes MAC’s
(MCA'’s have been computed for the base station). Further, cluster head com-
putes XOR of all the MAC’s in order to reduce the communication overhead that
is XORing all the MAC’s rather than sending individually. Now, Cluster head
includes its own identity in the report to prepare the final report as in equation
(8). Finally, cluster head sends this final report to base station in hop-by-hop
authenticated fashion.

yo «— {eventinfo, MAC, & MACs & ..... & MAC,}
y1 — {yo, MAC(Kc,y, 90)} By,
Yo « {final_report, Ciq, y1 } (8)

The base station on receiving the final report checks for the source (that is the
cluster head from which the report has originated) and validates the report by
computing the MAC. If the report fails the validation check, the base station
discards the report, otherwise the base station initiates appropriate action.
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4 Handling Node Failures

The sensor networks are often deployed in hostile areas unattended. There is
great probability of physical damage to the sensor nodes. As the reactive sensor
networks are generally used in time critical applications, the failure of single
node may lead to disastrous consequences. So, there is a need to handle the
node failures effectively.

4.1 Cluster Member Failure

In order to handle the cluster member failures, this paper assumes that the
cluster head frequently pings the cluster members and keeps a track of them. If
a cluster member fails to respond to the cluster heads activity, the cluster head
notifies it to the base station so that the base station recomputes the ‘m’ value
and send it to the cluster head.

4.2 Cluster Head Failure

As the cluster members contain the information about the cluster heads within
the communication range (the cluster member gathers this information during
the cluster setup phase). If cluster head becomes unavailable, the cluster mem-
bers may execute orphan adoption protocol as in [T5].

5 Security Analysis

5.1 Secure Cluster Setup and Topology Discovery Phases

The security of the two phases is based on the assumptions that the sensor nodes
will not be tampered for the first ’t’ seconds after the sensor network deployment,
the sensor nodes will not behave undeterministically until and unless they are
tampered. So, the above assumptions [I1], [I3] ensure that only legitimate senor
nodes become part of sensor network. In order to ensure confidentiality all the
messages are encrypted using master key (K,,), which is shared by all the nodes
in the sensor network. The MAC (Messages Authentication Code), which ensures
authenticity and integrity of the message is used where ever required (for multi
hop messages). This work also assumes that all the nodes share a random counter
value with base station as well as single hop neighbors, as it offers semantic
security [8] and as well as protects against replaying of messages.

5.2 Event Detection and Secure Reporting

During the normal operation of network, the effect of the node compromise
depends upon the type of the node compromised. The compromised node may
be either the cluster head or cluster member. If a cluster member is compromised,
then the adversary tries to generate the bogus reports and send it to the cluster
head. But as the valid event must be endorsed by at least m nodes, it is violated
in such case. So if the cluster head receives less than m reports then it detects the
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node compromise with in the cluster, and takes an action either by re-computing
and distributing the new keys or issuing a refresh command so that all the nodes
hash the keys [II]. From the above approach, the adversary will only be able to
generate a forged report once it has compromised at least m nodes in the cluster.

If the cluster head has been compromised then the adversary can generate
bogus reports and route it to the base station. As the base station verifies the
authenticity of each and every report, the bogus report can be easily identified
by base station. The base station may respond to the bogus report by revoking
the cluster from the sensor network as in [I1]. The malicious cluster head may
also report about the unavailability of the cluster members unnecessarily. So
the base station does not isolate the node as soon as it receives such report. It
handles such situation by declaring the nodes as ORPHAN by unicasting the
orphan status to it. So, if the cluster member is available it may join other cluster
using the orphan adoption protocol [15].

6 Implementation Details and Simulation Results

6.1 Implementation Details

The RFA management protocol is implemented in NesC programming language
with the underlying operating system as TinyOS. Value of . is 750 milliseconds
that is after every 750 milliseconds holdback value of every node decreases by
one. The component graph of the protocol is as shown in the Fig. 1.

[ ClusterC J

FinalReport MsgAuthCode RawEvent

FinalReportC [ EventDetectC ]
MsgAuthCode
MsgAuthCodeC

Fig. 1. Component graph

CluserC. ClusterC is the main component. It Contains the logic for initializa-
tion phase, secure cluster setup phase, and topology discovery phase.

EventDetetionC. This component is responsible for monitoring the environ-
ment in which the sensor network is deployed, for occurrence of events of
interest.

MsgAuthC. This component computes MAC, and uses RC5 encryption algo-
rithm to encrypt the messages.

FinalReportC. This component generates the final report and also verifies the
received report during the event detection and secure reporting phase.
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Due to the resource constrained nature of sensor nodes, the cryptographic algo-
rithms are not only selected based on their strength, but also based on the on
energy conserving nature. As Evaluation of security mechanisms in in wireless
sensor networks [I6] identifies the RC5 encryption algorithm as the right candi-
date for sensor motes, we chose it for our implementation. In order to save the
memory the same algorithm is used for performing all cryptographic primitives
as in [8] this means that the same algorithm has been used for all purposes such
as encryption, key computation, and MAC computation.

6.2 Simulation Results

We simulated the RFA management protocol using the TOSSIM (TinyOS sim-
ulator) [I7] by varying the number of sensor nodes in the sensor network. The
following graph in Fig. 2. and Table 1. shows the relationship between the num-
ber of sensor nodes and simulation time for secure sensor network setup.

120
100
80 -
60 -
40 A
20 -

0 T T T
0 50 100 150 200

Humber of nodes

Simulation time (in sec)

Fig. 2. Number of nodes Vs Simulation time

Table 1. Number of nodes Vs Simulation time

Number of nodes|Simulation time (in sec)
20 31.763
40 45.737
80 68.196
150 101.819

7 Conclusion and Future Work

The proposed RFA management protocol provides the security mechanism to
report fabrication attack in cluster based sensor networks. This protocol is fea-
sible to run on a sensor mote. The simulation results show that the proposed
approach is scalable.
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The current work can be extended for energy-efficient security mechanism for

wireless sensor network so as to increase the life of the wireless sensor network.
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Abstract. Threat analysis and mitigation, both essential for corporate
security, are time consuming, complex and demand expert knowledge.
We present an approach for simulating threats to corporate assets, tak-
ing the entire infrastructure into account. Using this approach effective
countermeasures and their costs can be calculated quickly without expert
knowledge and a subsequent security decisions will be based on objec-
tive criteria. The ontology used for the simulation is based on Landwehr’s
[ALRL04] taxonomy of computer security and dependability.

Keywords: security ontology, threat modeling, risk analysis.

1 Introduction

Over the years, I'T-security has become a much diversified field of research, no
longer limited to the classical virus attack. Applied IT-security also has to con-
sider physical attacks, acts of nature beyond human control, industrial espionage,
etc.

Although security is crucial for every company, approaches to security, includ-
ing evaluation and implementation of safeguards, vary widely. Wrong decisions
are made based on insufficient knowledge about the security domain, threats,
possible countermeasures and the own infrastructure. The following reasons have
been identified:

First, security terminology is vaguely defined; this leads to confusion among
experts as well as the people who should be counseled and served [Don03]. With-
out a shared terminology communication, especially in a complicated domain like
security, cannot be successful. Ontologies provide a perfect solution: not only can
terms be defined, but also relationships between them. Reasoning about the gen-
erated knowledge opens further possibilities. Nonetheless, at the present time,
ontologies are not yet widely used in commercial applications.

Second, the development of adequate security concepts and plans requires a
thorough threat analysis. Small and medium sized businesses often avoid this
step due to a lack of skilled personnel and budget constraints. Various IT-
standards exist: the GSHB [BSI04], for example, is a comprehensive and well

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 249-[Z59] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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developed approach to security. Companies can become certified if they meet
a specified baseline. Drawbacks of this standard are the complexity (approx-
imately 3,000 pages) and insufficient risk analysis support - quantitative risk
evaluation is not addressed. Cobit [COBO06], an IT governance framework based
on best practices, is complex to use and does not address security threats and
safeguards in detail. The ISO 17799 standard [ISO06] includes risk analysis and
benchmarking, but the operational expense to obtain a certification is usually
too high for small and medium sized businesses.

Every security decision must consider the concrete company environment. The
employee responsible for security is often not aware of all relevant details of the
infrastructure. To obtain the necessary information by interviewing colleagues
or studying plans is time consuming and thus the risk analysis is often based on
an incomplete picture.

Throughout this paper we use the following definition for the term ontology:

"An ontology defines the basic terms and relations comprising the vocabulary of
a topic area as well as the rules for combining terms and relations to define
extensions to the vocabulary.” [GPFLC04]

Furthermore, we distinguish lightweight and heavyweight ontologies. Light-
weight ontologies include concepts, concept taxonomies, relationships between
concepts, and properties that describe concepts [GPFLC04]. Heavyweight on-
tologies add axioms and constraints to lightweight ontologies [GPFLC04].

The security ontology is based on Landwehr’s [ALRL04, [LBMC94] taxon-
omy; we extended it to form a heavyweight ontology. Landwehr’s security and
dependability classification [ALRL04] (for further details see Section ”Security
Ontology”) was enriched by domain specific concepts and attributes to incorpo-
rate enterprise infrastructure and role schemes.

The main goal of current research activities is to provide a security ontol-
ogy that unifies existing approaches such as [BSI04], [ALRLO04], [LBMC94], and
[eCI06] to support small and medium sized businesses’ IT-security risk analysis
and mitigation. The ontology "knows” which threats endanger which assets and
which countermeasures could lower the probability of occurrence, the potential
loss or the speed of propagation for cascading failures. In addition, each infras-
tructure object in the ontology can be annotated with outage costs and each
countermeasure object with acquisition and maintenance costs. These capabili-
ties enable the company to calculate the outage costs caused by a certain disaster
and the costs of different countermeasures. The costs of countermeasures can be
read directly from the ontology, while the benefit is calculated in simulation runs

(see B3).

2 Security Ontology

The security ontology comnsists of three parts. The first part is based on the
security and dependability taxonomy by Landwehr [ALRLO04], the second part
describes concepts of the (IT) infrastructure domain, and the third part provides
enterprises with the option to map their persons and role models.
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The ontology is coded in OWL (Web Ontology Language [OWL04]) and the
Protege Ontology Editor was used to edit and visualize the ontology and
its corresponding instances.

The following subsections describe the parts in more detail:

2.1 Security and Dependability Taxonomy

Figure [l shows the security and dependability tazonomy’s concept structure;
for further information the paper provides the reader with a detailed
description. As Figure [Il shows, the taxonomy is designed in a very general

— Auvailability
——  Reliability
21— safety
E:
S —— Confidentiality
]
—— Integrity
L——  Maintainability
——  Development faults
—— Faults ——  Physical faults
5—' —— Interaction faults
@ +—— Errors
g. ——  Service failures
'—— Failures Development failures
'—— Dependability failures
——  Fault Prevention
Concurrent Detection
——  Error Detection —|
Preemptive Detection
—— Fault Tolerance —
Error Handling
—— Recovery —|:
Fault Handling
% Static Verification
% —— Verification —E
7] Dynamic Verification
—— Diagnosis
—— Fault Removal —
——  Correction
Non-regression
Verification
Ordinal Evaluation
—— Fault Forecastlng—[ Probabilistic Modeling
Evaluation

Operational Testing

Fig. 1. Security and Dependability Taxonomy

way, which makes it easy to extend it with additional concepts. Instances and
dependencies were inserted to populate the taxonomy. Figure [2 represents the
sub-tree ”sec:Threat,” which is part of the security ontology and was derived
from Landwehr’s taxonomy [ALRL04].
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The sub-concept ”sec:Fire” was inserted as the first real concept; it is clas-
sified as a physical fault, which belongs to the super-concept ”sec:Threat.”
With ”sec:threatened” and ”sec:affects,” the first dependencies were inserted;
”sec:threatened” describes how every instance of any ”sec:Threat” sub-concept
threatens all instances of any ”ent:Infrastructure” subclass. ”sec:affects” shows
how every instance of a "sec:Threat” subconcept affects one or more instances
of the ”sec:Attribute” concept. To every introduced concept in the ontology, a

sec;Threat

isg” sec:threatened®

sec:D ependabilityFailure sec:ServiceFailure sec:DevelopmentFailure

sec:PhysicalFault ‘ sec:D evelopmentFault ‘

sec:InteractionFault ‘

53

sec:Fire

Fig. 2. Sub-tree ’sec:Threat’

semantic definition in natural language in form of a 'rdfs:comment’ is added. To
provide useful knowledge for simulating threats to corporate assets, the ontology
still has to be extended with additional concepts describing the (IT) infrastruc-
ture and personnel structure.

2.2 Infrastructure Concepts

Figure Bl shows the security ontology’s infrastructure area. The company build-
ing, with its corresponding floors and rooms, can be described using the infras-
tructure framework. To map the entire building plan exactly on the security
ontology, each room is described by its position within the building. The on-
tology ”"knows” in which building and on which floor a certain room is located.
The attributes ”ent:next ToRoomHorizontal” and ” ent:next ToRoomVertical” de-
scribe the exact location of each room. Each instance of ”ent:ElectronicDevice”
and ”ent:Safguard” is located in a particular room. A room can, of course, also
contain more concepts. The current ontology uses a flexible and easily extendable
structure: additional concepts can be included without effort.

The concept "ent:Safeguard” is subdivided into ”ent:CounterMeasure” and
"ent:Detector,” which are used to model detectors (fire, smoke, noise, etc.) and
their corresponding countermeasures (fire extinguisher, alarm system, etc.).

Beside ”ent:Infrastructure,” the concepts ”ent:Role” and ”per:Person” ensure
that both technical and personnel structures can be mapped into the current
ontology.
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Fig. 3. Sub-tree ’ent:Infrastructure’

2.3 Person and Role Concepts

The concept ”per:Person” enables the ontology to map natural persons. Figured
represents the role concept for assigning certain roles to natural persons. Several
instances of ”per:Person” were created in order to assign them with different
roles. The current ontology considers only sub-concepts of ”ent:Employee”; if
necessary, additional roles can be added easily.

After describing the security ontology, the next section presents a practical
example and makes the benefit for SME’s clear.

UrsulaGoetz1014

per:hasRole

‘WalterHitzinger1013

RudolfJettmar1012 ‘ ‘ ent:TechnicalStaff | ‘ ent: AdministrativeStaff ‘

I

‘ ent:Manager ‘ ent:Secretary ‘

per:hasRole [ per:hasRole per:hasRole

perhasRole berhasRole

per:hasRole | ent: Administrator

Administrtor

Fig. 4. Sub-tree ’per:Person’ and ’ent:Role’
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3 Example

In this section we provide an example of how a company would use the afore-
mentioned security ontology to model an IT infrastructure.

3.1 The Company

The company is an SME with six employees. Their main business is software
sales and custom programming to modify their standard software. The company
rents two floors (first and second floor) of a five-floor building in the center of a
small town. On the first floor (Figure[), there is one office, a storage room and

o |
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= m@@ﬁ | & -loopo
%
Fig. 5. Floor I Fig. 6. Floor 11

a lunchroom. The server room, a meeting room, and two more offices are located
on the second floor (see Figure [B]). The following listing shows the allocation of
relevant (IT) infrastructure elements:

— First floor - Office room (R0103): 2 PC’s

First floor - Storage room (R0104): data media (archived)

— Second floor - Server room (R0202): 4 Servers, 1 Router, 2 Switches, 1 Mo-
dem

Second floor - Office room (R0203): 1 PC, 1 Notebook

— Second floor - Office room (R0204): 3 PC’s

The infrastructure is mapped on the sub-tree ”ent:Infrastructure” (compare Fig-
ure [3)). The following listing gives an example for an OWL definition describing
a certain PC with its attributes:

<ent:PersonalComputer rdf:ID="Pc4”>
<ent:deliveryTime rdf:datatype="http://www.w3.0rg/2001/
XMLSchema#int”>3</ent: deliveryTime>
<ent:assetCost rdf:datatype="http://www.w3.o0org/2001/
XMLSchema#int” >1500</ent : asset Cost >
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<ent:outageCost rdf:datatype="http://www.w3.o0rg/2001/

XMLSchema#int”>0</ent : outageCost >

<ent:antiVirus rdf:datatype="http://www.w3.o0rg/2001/

XMLSchema#tboolean”>false </ent:antiVirus>

<ent:hasOs rdf:datatype="http://www.w3.o0org/2001/

XMLSchema#string”>WinXpPro</ent : hasOs>

<ent:located rdf:resource="#R0204”/>
</ent:PersonalComputer>

The concept ”ent:PersonalComputer” with its concrete instance ”Pc4” has the at-
tributes ”ent:deliveryTime,” ”ent:assetCost,” ”ent:outageCost,” ”ent:antivirus,”
”ent:hasOs,” and ”ent:located.” If this or any other instance is destroyed by a
particular disaster, the ontology ”"knows” how long it will take to get a new one,
how much it costs, where it is located, and the outage costs per day. Apart from
“ent:antivirus” and ”ent:hasOs,” all attributes are inherited from the supra-
concept ”ent:Infrastructure.”

3.2 The Disaster

After describing the company with its infrastructure, the current subsection
defines the disaster that will hit our software company.

We chose the event of fire as a physical threat scenario. The simulation should
show the amount of damage over a certain period of time and in consideration of
the fire source. A certain room can be defined as the fire source; the speed of prop-
agation without any countermeasures will be five minutes per floor and five min-
utes per room. Every element of the infrastructure is assigned to a certain room.
In the case of fire, all infrastructure elements within a room will be completely
destroyed. The outage costs per room correspond to the outage costs sum of all
destroyed elements, which are located in the room. It is possible to assign coun-
termeasures to any room. These safeguards can lower the probability of occur-
rence and the speed of propagation in the case of fire. The attribute ”ent:damage”
addresses the damage which results when the countermeasure is executed.

The following OWL code-snippet shows an example of the countermeasure
element ”ent:WaterFireExtinguisher”:

<ent: WaterFireExtinguisher rdf:ID="WaterFireExtinguisher0102”>
<ent:located rdf:resource="#R0102”/>
<ent:assetCost rdf:datatype="http://www.w3.o0rg/2001/
XMLSchema#int” >500</ent: assetCost >
<ent:damage rdf:datatype="http://www.w3.o0rg/2001/
XMLSchema#tfloat” >0.7</ent : damage>
<ent:deliveryTime rdf:datatype="http://www.w3.0rg/2001/
XMLSchema#int”>5</ent : delivery Time>
<ent:startTime rdf:datatype="http://www.w3.o0rg/2001/
XMLSchema#float” >0.0</ent:startTime>
<ent:extinguishingTimeRoom rdf:datatype="http://
www.w3.org /2001 /XMLSchema#int”>1</ent:extinguishingTimeRoom>
</ent: WaterFireExtinguisher >

We can see that this extinguisher is located in room R0102 and will start im-
mediately when switched on. Instance ” WaterFireExtinguisher0102” will extin-
guish the room within one minute. The attribute ”ent:startTime” is important
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for countermeasures that are not activated automatically (e.g. hand fire extin-
guisher).

3.3 The Simulation

The framework for our threat analysis has been explained in the preceding sec-
tions, we will now present a tool called ”SecOntManger,” which processes the
ontology knowledge of simulated threats. This prototype handles IT costs and
poses as proof of concept. Further threat effects, as well as infrastructure com-
ponents, can be added easily due to the generic structure.

In our example the management wants to know the impact that fire will have
on the infrastructure, what countermeasures exist and the benefits they offer. For
this purpose we show two program runs, one against the unprotected company
and another including safeguards:

— The first program run without countermeasures: ”SecOntManager” offers
an intuitive graphical user interface, shown in Figure [l A threat and a
corresponding starting point have to be chosen before a simulation can be
started. We chose fire as the threat and the server room (room0202) as the
origin of the fire. The program run produces a detailed log file, which shows
how the fire spreads from room to room and what damage it causes. An
abridgment of this file can be seen in the following listing:

Current Room: <http://secont.com/secont.rdf#R0203>
http://secont.com/secont.rdf#Pc7: 0
used by Person: http://secont.com/secont.rdf#AntonWais1011
Salary: 3000
Total outage costs of infrastructure component / 5min: 0.347
Total damage costs of infrastructure component: 2000
Recovery time and costs: 4 days: 2200

Search Detectors:
Detector found: /
Countermeasure activated: /

At the end of the simulation all occuring costs are visualized in a line chart
(see Figure [M). The time axis unit is set to minutes. Four curves, reflect-
ing different cost categories, exist: The blue curve visualizes the damage.
In the example, the damage costs rise very fast due to the speed of fire
- within 30 minutes every room was destroyed. By zooming in, displaying
only the first 30 minutes, we can see how the damage evolves. After all
rooms "burned down,” no further damage could occur. Red are the outage
costs, taken from assigned outage costs of infrastructure components and em-
ployee’s costs. Outage costs rise constantly in the simulation until recovery.
The green curve shows recovery costs: delivery times for destroyed compo-
nents are taken into consideration. When components are available and paid,
connected outage costs decrease, visually spoken, the red line flattens. Ad-
ditional installation costs lift the recovery costs upon damage. When every
component is recovered, the pre-threat state is reached and outage costs do
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not rise anymore. Furthermore the total of all costs is reflected by the yellow
curve. Fire costs 73,605 and it takes a minimum of five days to recover from
the effects.

< SecOntManager =]

File Help

Simulation Fire Costs
Threat: [fire [=] 75000 |

70.000 |

05000 {

80,000 {

55.000 |

Options
50.000
Starting Place: [R0202 " ‘ 45,000 |

40.000 |

Costs

35,000 |
30,000 |

Information 25,000 { = ve—

ExchangeServer. 20000
Outage Costs: 300 Asset Costs: 3000
15,000 1
PhoneServer:

Outage Costs: 100 Asset Costs: 2000

10.000

5000 -
DevelopmentServer. -
ol

Outage Costs: 300 Asset Costs: 3000
0 250 500 750 1.000 1250 1500

FileServer YD

Outage Costs: 200 Asset Costs: 3000 |7 Outage Costs — Damage Costs — Recovery Costs  Total Costs

Router!
Outage Costs: 0 Asset Costs: 300

Bwitch2:

Simulate

Fig. 7. SecOntManager: Without countermeasures

— Second program run with countermeasures enabled: We now concentrate on
reducing the damage by installing safeguards. ”SecOntManager” offers to in-
stall fire suppression systems in the building. We decide for pre-action pipes
in the entire building. Necessary detectors and fire extinguishers are added
to rooms in the OWL file. The costs amount to 7,200. Running the simula-
tion produces the cost chart in Figure 8l As can be seen, the total damage
decreases drastically to 28,329. After installing safeguards, the fire cannot
spread; it is detected and extinguished shortly after breakout. Nevertheless
costs and recovery times are still very high. The reason is that water ex-
tinguishers have a high damage factor concerning electronic devices and we
have chosen the server room as place of fire origin. ”SecOntManager” also
offers CO2 fire extinguishers for locations with high electronically damages.
Replacing the water extinguisher by a more expensive C02 extinguisher the
total costs are reduced to 10934, which are mostly outage costs of one server
which caused the fire. By adding a redundant server the outage time and
costs could be cut to zero.
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Fig. 8. SecOntManager: With countermeasures enabled

4 Conclusion

We presented an approach that eliminates the former flaws and allows us to
simulate threats to corporate assets while taking the entire infrastructure into
account. Increasingly, businesses require accurate security concepts and plans to
protect themselves and their clients against various threats, including physical
attacks, acts of nature beyond human control, industrial espionage, etc. Estab-
lishing an all-encompassing I'T-security concept demands in-depth knowledge of
existing threats, the company, and possible countermeasures. We propose an
ontology-based approach combining security- with business-domain knowledge
to model companies. The ontology guarantees shared and accurate terminology
as well as portability. Knowledge of threats and corresponding countermeasures,
derived from IT-security standards, are integrated into the ontology framework.
Moreover, we implemented a prototype capable of simulating threats against
the modeled company by processing the knowledge contained in the ontology.
”SecOntManager” visualizes the damage caused by specific threats, outage costs,
and the recovery time. Running the program with added safeguards shows their
benefits and offers objective data for decision making, which safeguards to im-
plement and to avoid installing countermeasures that are not cost-effective. An
enhanced prototype with advanced risk analysis and broader threat support will
take failure probability into account and will be developed in pilot installations
with partner companies.
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Abstract. A phenomenal growth in the number of credit card trans-
actions, especially for on-line purchases, has also led to a substantial
rise in fraudulent activities. Implementation of efficient fraud detection
systems has thus become imperative for all credit card companies in or-
der to minimize their losses. In real life, fraudulent transactions could
be interspersed with genuine transactions and simple pattern matching
techniques are not often sufficient to detect the fraudulent transactions
efficiently. In this paper, we propose a hybrid approach in which anomaly
detection and misuse detection models are combined. Sequence alignment
is used to determine similarity of an incoming sequence of transactions to
both a genuine card holder’s sequence as well as to sequences generated
by a validated fraud model. The scores from these two stages are com-
bined to determine if a transaction is genuine or not. We use stochastic
models for studying the performance of the system.

1 Introduction

The popularity of online shopping has been growing rapidly over the last several
years. According to a recently conducted ACNielsen study, one-tenth of the
world’s population has now started shopping online [I]. Germany and Great
Britain have the largest number of online shoppers and credit card is the most
popular mode of payment (59%) [1]. As the number of credit card users rises
worldwide, opportunity for thieves to steal credit card details and subsequently
commit fraud also increases. Credit card frauds can be broadly categorized into
the following three types.

a) Physical card gets lost or stolen and is used by a fraudster.

b) Card number is stolen and used in indirect shopping.

¢) Credit card skimming, where the data from a card magnetic strip is elec-
tronically copied onto another card.

The first type can lead to a huge financial loss as long as the card holder does
not realize the loss of the card. Once the card holder realizes, the institution
issuing the card can cancel it. In the second and the third type of fraud, the
card holder normally comes to know about the fraudulent transactions after a
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long period of time, often on receipt of monthly credit card bill. The only way
to detect these two types of fraud is to analyze the transaction patterns of the
card holder and find out unusual transactions.

The total amount of credit card fraud in the USA itself is reported to be
$2.7 billion in 2005 and estimated to be $3.0 billion in 2006 out of which $1.6
billion and $1.7 billion, respectively, are the estimates of on-line fraud [2]. The
estimated fraud in the UK due to card skimming is more than £100m a year.
The second type of fraud is also quite common, accounting for £150.8m a year
in the UK alone [3].

As humans tend to exhibit specific behavioristic profiles with certain proba-
bility, a card holder’s behavior can be captured by a set of sequences containing
information about the typical purchase category, the time since the last purchase,
the amount of money spent, etc. Credit card fraud can be reduced substantially
by detecting fraud through an analysis of past spending patterns. The basic idea
of our approach is that fraudsters are not familiar with the card holder’s spend-
ing profile and as they try to derive maximum gain in a limited time, they show
some behavioristic deviation from the normal profile.

Currently available fraud detection systems (FDS) are either misuse-based or
anomaly-based. A misuse-based FDS cannot detect any new fraud pattern. On
the other hand, anomaly based detection systems often raise a large number
of false alarms. We use sequence alignment techniques, normally used to solve
problems in the bioinformatics domain, to determine possible cases of fraudulent
transactions. Our model is based on the strengths of both anomaly and misuse
based detection models. This feature of our FDS helps to overcome the drawbacks
of existing fraud detection systems and makes it an efficient fraud detection
model.

The rest of the paper is organized as follows. Section 2 describes background
work related to credit card fraud detection and sequence alignment. Section 3
presents the architecture and algorithm of our two-stage fraud detection system.
In Section 4, we explain the experiments conducted and analyze the results.
Finally, we conclude in Section 5 of the paper.

2 Background

2.1 Credit Card Fraud Detection

Credit card fraud detection has drawn a lot of interest and a number of tech-
niques, with special emphasis on data mining and neural networks, have been
proposed. One of the early attempts was by Ghosh and Reilly [4], who pro-
posed credit card fraud detection with a neural network. They have built a
system which is trained on a large sample of labeled credit card transactions.
These transactions contain example fraud cases due to lost cards, stolen cards,
application fraud, counterfeit fraud, mail-order fraud and NRI (non-received
issue) fraud. Stolfo et al [5] have suggested a credit card fraud detection sys-
tem using meta-learning techniques to learn models of fraudulent transactions.
Meta-learning is a general strategy that provides a means for combining and
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integrating a number of separately learned classifiers or models. A meta-classifier
is thus trained on the correlation of the predictions of the base classifiers. The
meta-learning system allows financial institutions to share their models of fraud-
ulent transactions by exchanging classifier agents. Aleskerov et al [6] have pre-
sented CARDWATCH, a database mining system used for credit card fraud
detection. The system, based on a neural learning module, provides an interface
to a variety of commercial databases. Fan et al [7] have suggested the application
of distributed data mining in credit card fraud detection. Brause et al [§] have
presented an approach involving advanced data mining techniques and neural
network algorithms to obtain high fraud coverage combined with low false alarm
rate. Chiu et al [9] have proposed web services and data mining techniques to
establish a collaborative scheme for credit card fraud detection in the banking
industry. In this scheme, participant banks share their knowledge about fraud
patterns in a heterogeneous and distributed environment. To establish a smooth
channel of data exchange, web services techniques such as XML, SOAP and
WSDL are used. Phua et al [I0] have done an extensive survey of existing data
mining based fraud detection systems and published a comprehensive report.
Vatsa et al [I1] have recently proposed a game theoretic approach for credit
card fraud detection. They have modeled the interaction between attacker and
fraud detection system as a multi-stage game between two players, each trying
to maximize his payoff.

Since fraud is the result of an act of intrusion where transactions are not
performed by legitimate users, fraud detection systems are closely related to in-
trusion detection systems except for some specific requirements that they have.
Recent research in the field of intrusion detection shows that algorithms com-
monly used in the bioinformatics domain can be applied in the field of intrusion
detection as well. Takeda [12] has suggested the use of sequence alignment for
network intrusion detection. Coul et al [I3] have proposed pair-wise sequence
alignment for intrusion detection. According to their work, simple pattern match-
ing is not effective in a detection model where new patterns are a mix of both
good and bad data. Transactions coming to a credit card processing system also
form a combination of genuine and fraudulent transactions when a card has been
compromised. Novel techniques, therefore, need to be developed to handle this
complex situation. We feel that detection of fraudulent credit card transactions
can be modeled as a string matching problem and sequence alignment algorithms
can be effectively used. In the next subsection, we briefly describe the sequence
alignment technique and indicate how it can be applied to the field of credit card
fraud detection. To the best of our knowledge, this is the first ever attempt to
develop credit card fraud detection system using sequence alignment.

2.2 Sequence Alignment

A sequence is an ordered list of elements. A sequence S’is a subsequence of a se-
quence S if S"can be derived from S by deleting some of the elements of S without
disturbing the relative position of the other elements. Let S; and Sabe two given
sequences and S"be a subsequence of both S; and Ss, then 5is called a common
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subsequence of S7 and S;. Sequence alignment is a technique used to arrange
two or more sequences in order to measure their similarity. It is a generaliza-
tion of the longest common subsequence problem where the purpose is to find a
common subsequence of greatest possible length. Figure [l shows an example of
sequence alignment. Here the sequence S; = < GTCATGCGATAAGAGGCCTT > is
aligned with the sequence Sy =< GTCTGCGATGCAAGCCTT >. In Ss, a gap (-)
is introduced after ‘GTC’ since the very next element ‘A’ in S1 does not match
with the next element ‘T’ in S5. Similarly, two gaps are introduced in S; and
three gaps in S;. The symbols that match in their current position in the two
sequences are shown with a match (1) marker.

GTCATGCGAT

AAGAGGCCTT

G TC -

TGCGATGCAAG -

Fig. 1. Example of sequence alignment with gap (-) and match (1)marker

Global Alignment:

-ATCGGATT- -~-ATGCCAAATGCGAT--AAG--ATGCT

GCATCG- -TTGGATGCC- - -TGCGATACAAGTTA--CT

Local Alignment:
GATCCGGATGGTATGCCATGCGATAAGATGCAT
[ R | [ T N A |

CTTAGATGCC-TGCGAT

Fig. 2. Global alignment and local alignment

There are two main types of sequence alignment, namely, global alignment
and local alignment. A global alignment is an arrangement of sequences in
which all the elements in both the sequences participate in the alignment. Lo-
cal alignment method finds related regions within sequences having significant
similarity. Global alignment is effective when the two given sequences are al-
most similar in length and have homogeneity over the entire string. For se-
quences having different length or without homogeneity over entire string, local
alignment is preferred. Figure [2] shows an example in which all the elements
in both the sequences participate in the global alignment but related regions
(< ATGCCATGCGAT >, < ATGCCTGCGAT >) within the sequences participate
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in local alignment. Needleman-Wunsch first proposed an efficient dynamic al-
gorithm for global alignment [14]. The algorithm uses a matrix method of cal-
culation. If we have to align two sequences S; and S, then each cell in the
score matrix denotes a sub-alignment between the two subsequences that form
a sub-matrix. At this point, there are three ways to proceed, “insert a gap in 51
sequence and move down the matrix”, “insert a gap in Ss sequence and move
to right of the matrix” or “try for a match in both S; and Ss and move for-
ward diagonally”. Smith-Waterman proposed a local alignment algorithm [I5],
which is only a slight modification of the Needleman-Wunsch’s global alignment
algorithm. The algorithm sets all negative Needleman-Wunsch’s scoring matrix
cells to zero and starts back-tracing from the highest scoring matrix cell and
proceeds until a cell with score zero is encountered. The time complexity of both
Needleman-Wunsch’s algorithm and Smith-Waterman’s algorithm are O(mn)
for two given sequences of length m and m. Some heuristics can change the
performance of these algorithms drastically. The Basic Local Alignment Search
Tool (BLAST) and a FAST-All (FASTA) are the two most popular heuristic ap-
proaches for sequence alignment [16]. Both BLAST and FASTA search for local
sequence similarity but BLAST is extremely fast. The BLAST program achieves
much of its speed by avoiding the calculation of optimal alignment scores for
a handful of unrelated sequences. Credit card transactions also demand on-line
response time. A fraud detection system embedded in credit card transaction
processing should not adversely affect the response time. At the same time, the
FDS should also be effective. Any attempt to align credit card transaction se-
quences without using heuristics is bound to slow down the speed of processing.
Hence, we use BLAST as the sequence alignment tool.

BLAST comprises of three steps. In the first step, it compiles a list of high-
scoring words (neighboring word) of length W from a given query sequence. In
the second step, each of the neighboring words is compared with database se-
quences. If the neighboring word is identical to a word (sequence fragment) of
database, a hit is recorded. Basically, a neighboring word is smaller compared to
a database sequence so that it can be matched with a fragment of a database se-
quence and not with the whole sequence. In the third step, every hit-sequence is
extended without gap in both directions and the extension is stopped as soon as
the score is less than a threshold value. In the second step only one neighboring
word may hit a database sequence but finally in the third step, since the hit re-
gion is extended in both directions, local alignment is achieved with respect to the
query sequence. All the extended segment pairs whose scores are equal to or bet-
ter than the threshold are retained. These segment pairs are called HSP (High-
scoring Segment Pair) and the best one is called MSP (Maximal Segment Pair).

3 Two-Stage Fraud Detection System

In credit card processing system, every card has a certain credit limit and any
transaction within the available credit limit is a theoretically valid transaction.
A fraudster can guess the credit limit of a card and impersonate as the genuine
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card holder. So, credit limit itself is not sufficient to prevent fraud in credit
cards. Credit card users normally do transactions of value much lower than the
credit limit of the card. They also follow some typical spending behaviors. For
example, on a given card, at the beginning of the billing period, usually high value
transactions are carried out, then medium value transactions, and at the end of
the period, low value transactions occur. The card holder’s spending behavior
also depends on his income. Even the probability of a number of successive
high value transactions for a genuine card holder can be quite low. In most of
the cases, each card holder’s spending behavior is somewhat different from the
others. Since a fraudster is not expected to be familiar with a card holder’s
behavior and as he tries to have maximum possible gain in a limited time,
there can be significant behavioristic deviation in his actions. The card holder’s
spending behavior can be captured by quantizing the transaction amount up to
credit limit into a number of ranges. Weekly or monthly behavior of the card
holder can then be represented using a sequence of these quantized amounts.
In our model, we quantize the transaction amount into three ranges, namely,
low, medium and high. Based on the past history of fraudulent transactions,
a credit card issuing bank can build a set of sequences potentially followed by
credit card thieves. For example, repeating high value transactions three times
in succession could be a possible sequence of actions of a thief, while repeating
low value transactions may not be a valid signature. In such cases, a potential
fraud sequence of length three would be High, High, High and not Low, Low,
Low. It should be noted at this stage that, our system is not limited by any
assumption about a fixed fraud model. Any fraud model developed and refined
by the issuing bank and its corresponding sequence of fraudulent transactions
can be used seamlessly in this approach. This is one of the biggest advantages
of our work. Good sequences, on the other hand, are card holder specific, and
can be easily developed based on the transaction history of the card holder. The
detailed working principle and the architecture are explained later in this section.

3.1 Problem Formulation

Definition 1. GD-sequence and BD-sequence: Let DS= {S1, S2, S5, -+, Sn} be
the set of good or genuine transaction sequences for a credit card C. Then each
sequence S;e DS is called a GD-sequence for the credit card Cy. BD-sequences are
the sequences of bad or fraudulent transactions that have already been identified
by the credit card issuing bank using a validated fraud model.

Definition 2. @Q-sequence: A transaction sequence yet to be verified by the
FDS is called a @-sequence. A Q-sequence with N elements can be divided into
a number of small consecutive subsequences (words) of size N’ where N’ < N.
This window size N’ is called QW-size (query window size)and each word is
called a Q-word (Query word).

Definition 3. High-scoring Segment Pair: A High-scoring Segment Pair (HSP)
is a pair of two sequence fragments of arbitrary but equal length whose alignment
is locally maximal and for which the alignment score exceeds a given threshold.
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When a transaction is carried out on a given credit card, the current value of
transaction amount is quantized to generate an element of a sequence. The cur-
rent element along with the last N — 1 number of elements forms a sequence
of elements of length N. If this sequence contains only elements from genuine
transactions, then the sequence is expected to align well with the GD-sequence
for this particular card holder. On the other hand, if all the elements are from
fraudulent transactions, then the sequence would align well with a BD-sequence
generated from a validated fraud model. In the event of a credit card having
been compromised with the card holder unaware of the theft, the sequence of
elements is expected to contain a mix of both genuine and fraudulent transac-
tions. This sequence of good and bad transactions represented by their amounts
forms a Q-word. In the first stage, the Q-word is aligned with the GD-sequence.
Had the fraudulent transactions not been there, the Q-words would have aligned
well with the GD-sequences. However, due to the presence of transactions de-
viating from the GD-sequence, mismatches will be observed when the Q-words
are aligned with the GD-sequences. If the mismatches are indeed caused by
fraudulent transactions, the sequence of elements in the Q-words not aligned
with GD-sequence, would now align well with the BD-sequence. In a second
stage, we, therefore, perform alignment of non-matched elements from the first
stage to the BD-sequence. A good score (G-score) is assigned according to the
similarity between Q-word and GD-sequence obtained in the first stage. A bad
score (B-score) is assigned according to the similarity between deviated trans-
actions in Q-word and BD-sequence in the second stage. The FDS finally raises
an alarm if the total score (G-score — B-score) is below the alarm threshold
(A-threshold).

It may be argued that one-stage sequence alignment is itself sufficient for
anomaly-based fraud detection as indicated in [6]. However, the problem with
one stage alignment is that even due to occasional variations in the spending
pattern of the card holder, a large number of false alarms would be raised a
typical situation in anomaly-based FDSs. Using the second stage, in which the
deviations observed in the first stage are matched with learnt fraud signatures,
we eventually combine a misuse model with anomaly model - a unique approach
proposed by us. If the fraud model and hence, the BD-sequence is not available,
the approach reduces to an anomaly based fraud detection system.

3.2 Implementation Details

The architecture of the proposed system is shown in Figure Bl As new trans-
actions come to the credit card processing system, a Q-sequence is formed by
taking the last N number of transactions. A list of Q-words is generated from
the Q-sequence in the first stage. Since a Q-word may not match completely
with GD-sequences due to the presence of potentially bad transactions, some
transactions from the Q-word can be removed to get a significant match with a
GD-sequence. The ordered list of removed transactions is called an R-sequence
(removed sequence), which is next checked to see if it has a high similarity with
BD-sequence.
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M

(o ) D.
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G-score { B-score ] [ T-score ]

E Stage one E Stage two E

Fig. 3. Architecture of the proposed two-stage fraud detection system

A unit match score 0 is assigned to each matched element in the aligned
sequence and a unit mismatch score @’ is assigned to each mismatched element
in that aligned sequence. Let L be the length of a Q-word and N be the number
of matches with aligned GD-sequence, then

G-score=N x 9 —(L—N) x 9. (1)

The R-sequence of length L-N is next aligned with BD-sequence. Let M be the
number of matches with aligned BD-sequence and R-sequence, then

B-score=M x 9 — ((L—N)— M) x 9. (2)

A set of R-sequences is formed for each combination of GD-sequence and Q-
word where G-score is above a certain threshold value. Each R-Sequence taken
from the set of R-Sequences is aligned with BD-Sequences to obtain the B-score
for maximal segment pair. The total score (T-score) is computed by the detector
as follows.

T-score = G-score — B-score. (3)

Figure [3] shows that the first stage of our fraud detection system evaluates
G-score in the alignment process with Q-sequence and GD-sequence. The sec-
ond stage evaluates B-score in the alignment process with R-sequence and BD-
sequence. Both the first stage and the second stage use BLAST for sequence
alignment. Figure [4] shows the complete algorithm of the two-stage fraud de-
tection system. A set of HSPs is obtained from a Q-word and for each HSP
an R-sequence is obtained. G-score and B-score are evaluated by the alignment
process and alarm is raised when T-score < A-threshold.
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Agorithm: Two stage frauwd detection

Begin - -
Input: O-sequence, (W-size, A-threshold
Output: T-score

For each Q—-word in 0-sequence do
Begin
HSP set = Blast GD alignment{0-word)
For each HSP in HSP =et do
Begin -
G-score = Get score (HSP, 0-word)
B-sequence = ﬁet_rsequence{}[ﬂl’; 0-word)
MEP = Blast DB alignment {R-sequence)
B-score = (et score (MSF, R-sequence):
T-score = G-score — B-score
If {(T-score = HA-threshold) then
Raisze alarm()/* Raize alarm to notify fraud */
End
End
End

Myorithm: Blast & alignment
f* Returns all high scoring segment pairs for a given
O—mord *f

Mygorithm: Get score
f* Returns good score or had score for a given segment pair
(HSP or M5P) along with Q-word or R-sequence*f

Mygorithm: Get rsequence
f* Returns the ordered mismatch symbols from (Q-word of
given HSP and Q-word *j§

Myorithm: Blast DB alignment
f* Returns maximal segment pair by comparing a given
gequence with DB-segquences * f

Fig. 4. Algorithm of the proposed two-stage fraud detection system

4 Results and Discussions

Performance analysis of the proposed system can be done meaningfully only
when a sufficient number of genuine and fraudulent transactions are available. To
achieve this, we have built a simulator that generates transactions with various
distributions. Card holders are broadly classified into three categories, namely,
low, medium and high spending groups. A large percentage of transactions of
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the high spending group card holders contain high priced items. Medium and
low spending groups are defined similarly. The thieves are also classified into
three categories, namely, low, medium and high risk-loving groups. Thieves in
the high risk-loving group carry out frequent high-value transactions. Medium
and low risk-loving groups are defined similarly.

Ogp

Fig. 5. (a)Transaction generator (b)Two-state MMPP

The simulator (transaction generator) can generate transactions for a group
of card holders or a group of fraudsters using three different states Qg, Qs
and @, with their associated state transition rates ¢;; where ie{H, M, L} and
je{H, M, L}. Figure shows a three-state transaction generator where high-
value transactions are generated in the Qg state, medium-value transactions in
Qv and low-value transactions in Q7. As mentioned before, fraudulent transac-
tions are interspersed with genuine transactions. The two types of transactions
are generated by two different parties, namely, genuine card holders and fraud-
sters. Hence, these are independent events with separate arrival rates. This real
life scenario is captured using a Markov Modulated Poisson Process (MMPP).
It is a doubly stochastic Poisson process where the arrival rate is determined by
the state of the underlying Markov Chain. Since the Markov Chain has a finite
number of states, the Poisson arrival rate takes discrete values corresponding
to each state. A two-state MMPP is shown in Figure The model has two
states Q¢ (Good state) and Qp (Bad state). In the Q¢ state, Poisson arrival
rate is Ag while in @ g, arrival rate is Ag. qgp is the probability of transition
from Qg to @p. ¢pc is defined similarly. In Q¢, good transactions are gener-
ated by the transaction generator of Figure according to a specified card
holder’s group. Bad transactions are generated in the Qg state using the same
transaction generator of Figure according to a specified fraudster’s group. It
should be kept in mind that two instances of the transaction generator in Figure
5 are running, one in each state of Figure
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We use standard performance metrics to analyze the different test cases. True
Positive (TP) is the percentage of fraudulent transactions identified as fraudu-
lent, True Negative (TN) is the percentage of genuine transactions identified as
genuine, False Positives (FP) is the percentage of genuine transactions identified
as fraudulent, and False Negative (FN) is the percentage of fraudulent trans-
actions identified as genuine. FN and TN can be represented in terms of TP
and FP, respectively as FN = 100 — TP and TN = 100 — FP. It is important
to achieve high TP and low FP in a fraud detection system. However, design
constraints are such that any attempt to improve TP, results in higher FP as
well. So, we empirically determine the design parameters of the system and then
simulate with input variations.

Different possible cases were considered over a large number of transactions
generated by the simulator. The results observed were plotted for groups of
thieves and for groups of users. The effectiveness of the fraud detection system
is dependent on the Q-word length (W) and the alarm threshold (T). In Figures
B8, we study the percentage of TP/FP for different values of T and W under
three combinations of thief profiles for a given card holder’s profile. We set user
profile to be high and vary thief profile as low, medium and high.

[—=—T ——a—FP

TPIFP(%)

TPIFP(%)

Fig. 6. Variation of TP/FP for High spending user and Low risk-loving thief (a) Vari-
ation with T keeping W fixed at 7 and (b) Variation with W keeping T fixed at -1

In the first set of each figure, namely, Figures[6(a)] [7(a)] and [8(a), we vary T
keeping W fixed at 7. In the second set of results, we vary W keeping T fixed
at -1. From Figures [6(a)), [7(a)| and [8(a)} it is clear that TP and FP decrease
with increasing value of T. A genuine sequence is treated as fraudulent if it
has alignment score below T. As the value of T decreases, FP also decreases.
The same explanation holds for TP also. Figures [6(b)} [7(b)] and [8(b)] show the
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Fig. 7. Variation of TP/FP for High spending user and Medium risk-loving thief (a)
Variation with T keeping W fixed at 7 and (b) Variation with W keeping T fixed at -1
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Fig. 8. Variation of TP/FP for High spending user and High risk-loving thief (a)
Variation with T keeping W fixed at 7 and (b) Variation with W keeping T fixed at -1
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variation on TP/FP with W for a fixed value of T. It is seen that both TP and
FP increase with increasing value of W. The reason is that as W increases, the Q-
words become less similar with GD-Sequences due to the probabilistic behavior
of the card holder, causing FP to increase. A fraudulent sequence is detected as
fraudulent (TP) if it has a score below T. As W increases, the Q-word becomes
less similar to GD-Sequences, which makes the score fall below T. Based on the
above observations, we set W=7 and T= -1 in our FDS design.

From the above figures, it is also observed that the effectiveness of the FDS
depends on the combination of the category of the thief and that of the user. The
FDS works more effectively for “High spending user and Low risk-loving thief”
combination compared to “High spending user and High risk-loving thief” com-
bination. This is expected since higher the deviation of the thief’s behavioristic
pattern, higher is the probability of detecting a fraudulent transaction.

The probability of fraud detection also increases if there are successive fraud-
ulent transactions in the Q-word. While simulating, the number of successive
occurrences of fraudulent transactions can be increased by increasing the Pois-
son arrival rate (Ag) in the Bad state of Figure The results are shown
in Figure [ It is observed that as A\p increases, the number of successive bad
transactions within a given window size also increases, causing TP to rise.

[ —=—T1F ——a—FF]

— N ——— u
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___________ o m————— ——— - —— —_____ _,
o4 T T )
5 ) A a4 5

Fig. 9. Variation of TP/FP with rate of generation of fraudulent transactions

The fraud detection probability improves when the number of fraudulent
transactions increases in a Q-word. Lower probability of transition ggp with
constant ¢ implies less number of fraudulent transactions in a Q-word. In this
situation, FP increases as shown in Figure Lower of transition probability
gBc with constant ggp results in an opposite effect as shown in Figure [L0(b)]

Finally, in Figuresfwe show the effect of adding the second stage
in the fraud detection process. In these figures, TP1 and FP1 denote true posi-
tives and false positives in one-stage FDS i.e., an FDS in which only deviations
from genuine card holder’s behavior is measured. TP2 and FP2 denote the same
in a two-stage FDS as proposed here. Results are shown with variation in W
and T, respectively. It is observed that the percentage of true positives is much
higher in the two-stage approach as proposed in this paper. The number of false
positives is also comparable in the two approaches.
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Fig. 11. Comparative study of TP/FP for a one-stage FDS and a Two-stage FDS (a)
Variation with T keeping W=7 (b) Variation with W keeping T= -1
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5 Conclusions

We have proposed a novel two-stage fraud detection model which is based on the
strengths of both anomaly and misuse based detection techniques. In the first
stage, a genuine card holder’s profile is used to find any behavioristic deviation of
a transaction. The second stage is based on misuse detection in which signatures
of fraudulent transactions, which have previously been caught by the credit card
company, are used as a fraud model. The deviated transactions from the first
stage are passed to the second stage to check for any behavioristic similarity
with a fraudster’s profile. A simple scoring system is used to compute both good
score and bad score, which are combined to determine if there is any cause for
alarm.
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Abstract. Most of the commercial antivirus software fail to detect un-
known and new malicious code. In order to handle this problem generic
virus detection is a viable option. Generic virus detector needs features
that are common to viruses. Recently Kolter et al. [I6] propose an effi-
cient generic virus detector using n-grams as features. The fixed length
n-grams used there suffer from the drawback that they cannot capture
meaningful sequences of different lengths. In this paper we propose a
new method of variable-length n-grams extraction based on the concept
of episodes and demonstrate that they outperform fixed length n-grams
in malicious code detection. The proposed algorithm requires only two
scans over the whole data set whereas most of the classical algorithms
require scans proportional to the maximum length of n-grams.

Keywords: Malicious code detection, n-grams, Data Mining, Episodes.

1 Introduction

Malicious code is any code added, changed, or removed from a software system
to intentionally cause harm or subvert the system’s intended function [19]. Any
computer system is vulnerable to malicious code whether or not it is attached
to other systems. Examples of malicious code include viruses, Trojan horses,
worms, back doors, spyware, Java attack applets, dangerous ActiveX and attack
scripts. Combining two or more of these categories can lead to fatal attack tools.
Recent Gartner report [12] ranked viruses and worms as top security threats and
hence detecting malicious code has become one of the prime research interests
in the field of information security. In this paper, we concentrate on computer
viruses. These are self-replicating software entities that attach themselves to
other programs. There are two approaches that are poles apart in virus detection.
One approach is too generic which includes Activity monitors and Integrity
management systems. The other approach, Signature based virus detection, is
too specific and also popular. Almost all the commercial antivirus products rely
on this approach. In this, a database of virus signatures is maintained and a
program is detected as a virus program based on the presence of these virus
signatures. There are two main disadvantages in this technique [19].

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 276-[Z88] 2006.
© Springer-Verlag Berlin Heidelberg 2006



New Malicious Code Detection Using Variable Length n-grams 277

— Unknown and new viruses will easily escape the detection by simple defenses,
like code obfuscation, as their signatures are not present in the database [6].

— This technique is not scalable. As the number of known viruses increases,
the size of the signature database increases and also the time of checking a
file for virus signatures increases.

Generation of virus signature is a cumbersome process and is prone to gen-
erating false positives on benign programs. Unlike signature based detection,
generic virus detector uses features that are common to most of the viruses and
that characterize only the virus programs. The assumption here is that viruses
have certain typical characteristics in common and these characteristics are not
present in benign programs. For instance, most of the virus writers use virus
generating toolkits [25], for example PS-MPC (Phalcon-Skism Mass-Produced
Code Generator), to write and compile their code. It is believed that more than
15,000 variants of viruses were generated using this kit alone and there are more
than 130 such kits available. The viruses generated using a toolkit have certain
features that are specific to the toolkit, the compiler and also the programming
environment [3].

It is clear from the foregoing discussion that a generic virus detector is though
desirable is very difficult to accomplish in its true form. A practical approach is to
develop a machine learning based detector where the detection process learns the
generic characteristics from a set of known examples but avoids identifying any
specific signatures. Recently there have been several such attempts for detection
of malicious code.

Kephart et al. [I5] propose the use of Neural Networks to detect boot sec-
tor malicious binaries. Using a Neural Network classifier with all bytes from the
boot sector malicious executables as input, it is shown that unknown boot sector
malicious executables can be successfully identified with low false positive rate.
Later, Arnold et al. [2] apply the same techniques to Win32 binaries. Motivated
by the success of data mining techniques in host based and network intrusion
system, Schultz et al. [23] propose several data mining techniques to detect dif-
ferent types of malicious executables. In a companion paper [24] the authors
develop a UNIX mail filter that detects malicious Windows executables based
on the above work. Byte sequences are used as the set of features as machine
codes are most informative to represent executables. The RIPPER algorithm of
rule discovery and Naive Bayes classifiers are used for classification in this study.
Abou-Assaleh et al. [3] observe that n-grams extracted from byte sequences can
be used as an effective feature. They use Common n-gram (CNG) as the fea-
tures and propose a k-NN classification for detecting computer virus. Kolter et
al. [T6] independently realise that n-grams can possibly be used as a set of fea-
tures. However, as the set of all n-grams is very large, it is proposed to use few
of them selected based on their information gain. Kolter et al. [16] also inves-
tigate several classification techniques, which are implemented in WEKA [27]
and boosted J48 algorithm reportedly gave good results. Static analysis, where
analysis of program is done without executing it, is attempted in [6/T7]. Dynamic
analysis which combines testing and debugging to detect malicious activities by
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running a program includes wrappers [4], sandboxing [I] etc. Behavior blocker is
a method used in Bloodhound technology (Symantec) and ScriptTrap technique
(Trend Inc.).

It is also interesting to note that many of these techniques use byte n-grams
as the basic features to detect malicious codes. Byte n-grams are overlapping
continuous substrings, collected in a sliding-window fashion where the windows
of fixed size n slides one byte at a time. N-grams have the ability to capture
implicit features of the input that are difficult to detect explicitly. Byte n-grams
can be viewed as features in the present context when an executable program is
viewed as a sequence of bytes. Importance of byte n-gram in detecting computer
virus has been realised more than once in the computer virology research. In
1994, a byte n-gram-based method is used for automatic extraction of virus
signatures [15]. The major difficulty in considering byte n-grams as a feature is
that the set of all byte n-grams obtained from the set of byte strings of virus as
well as of the benign programs is very large. There are several feature selection
techniques proposed in [28] and the important ones are document frequency and
information gain. Recently, it is shown in [22] that class-wise relevant n-grams
can be a better feature selection technique.

The main disadvantage of fixed-length n-grams is that they cannot capture
meaningful n-gram sequences [9] of different lengths. Though variable length
n-grams are previously used in intrusion detection [SJ9T4IT8] and text cate-
gorization [BIT1], no attempts have been made to use them in malicious code
detection. Recently, we have [§ demonstrated that episodes as variable length
n-grams can be used for IDS. In this paper we propose a very elegant and novel
method of detection of malicious codes by extracting the common features of
virus programs as variable length n-grams, based on the concept of episodes [7].
The proposed detection technique works as follows.

We use an efficient method of extracting variable length n-grams (episodes)
and select class-wise relevant n-grams. We take m relevant n-grams from each of
the two classes virus and benign to get M features which are used in vector space
model representation. We use supervised classification techniques such as Ada
Boost, J48 and demonstrate that variable length n-gram method of detection is
better than fixed length approach.

The rest of the paper is organized as follows. In section 2, we propose an
episode discovery algorithm that is used for a set of sequences. The episode
discovery algorithm proposed in [§] is only for one sequence at a time. But
in the present case, it is necessary to find episodes for a set of sequences. In
section 3 we describe the concept of relevant episodes. Section 4 describes the
experimental results of the proposed method and comparative study with earlier
methods. Conclusion follows in section 5.

2 Episode Discovery Algorithm

Episodes are meaningful subsequences of a continuous sequence. Any method
of finding episodes in a large sequence is essentially finding the break points in
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the sequence and hence can be viewed as sequence segmentation method [13].
There are many proposals of segmenting sequence in general and specifically
segmenting time series in the fields of telecommunications, speech processing,
signal processing, text processing etc. The objective of sequence segmentation
can be different in different contexts [10]. In the present context, we are interested
in segmenting categorical sequence into meaningful subsequences. Cohen et al. [7]
proposed an efficient method of sequence segmentation based on voting experts
approach. We adopt this algorithm for the present context and extend the same
to handle multiple sequences.

The main idea of Cohen et al. [7] algorithm is that it has two experts who vote
their inference for break points. The frequency expert measures the likelyhood
of a subsequence to be an episode based on its frequency of occurrence. The
higher the frequency of subsequences, the lower is the chance that it contains a
break point. Similarly the entropy expert measures the entropy at a point. If an
element associates (precedes) itself with several other elements then it has higher
probability of being a break point compared to an element which precedes only
few elements. This phenomenon is captured by computing the entropy of the
association. The original algorithm combines the frequency and entropy scores
at each location of the sequence and identifies the possible location of break
points. The subsequence between two consecutive break points is an episode.
In order to efficiently handle the computation of entropy and frequency along
different locations in a sequence, it is proposed [7] to represent this information
in a trie structure.

In order to build the trie for a sequence, a user specified parameter d, the
depth of the trie is needed. The sequence is read one symbol at a time and its
preceding d — 1 symbols are also taken. Each of the d subsequences are inserted
into the trie with frequency value set to 1 if, the subsequence is not yet present
in the trie. Else, the frequency of the subsequence is incremented by 1. The
complete algorithm for construction of trie is given in [§].

Definition 1. Entropy of a node (e(x)) refers to the entropy of the sequence
from the root node to the concerned node (z). Let f(x) be the frequency of the

node x and 1, Ta, ..., Ty be its child nodes. The probability of the subsequence
represented at node x1, denoted as p(x1), is given by
f(z1)
P Xr1) =
=)

The entropy of x is given by

L

e(x) = - Zp(xz) log p(:)

i=1

It can be noted that the entropy for the leaf nodes is zero. Now, each of the nodes
in the trie has two parameters, frequency (f) and entropy (e). We standardize
these parameters [7] for each of the level in the trie taking means (f, €) and
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standard deviations (o7, oz). Both the parameters contribute equally in finding
the break points by assigning scores to the probable positions.

In the present context, we extend the algorithm to determine episodes from
a set of sequences. The simple extension would mean that we construct one trie
for each sequence. But we propose to store the information of all sequences in
a single trie structure. Thus we can capture the frequency and entropy of any
element over all the sequences together. The method of construction of trie for
multiple sequences is illustrated in Example 1.

Example 1: Let us consider the following set of four sequences.
S1 = (bf Oe 3a bf d8 3a 3a bf)

S5 = (3a bf bf Oe 3a 3a bf bf d8 3a)

S3 = (bf d8 3a bf Oe 3a bf Oe 3a Oe 3a)

Sy = (0e 3a bf d8 3a 3a bf 3a bf Oe 3a)

The trie structure for S; can be obtained by using algorithm in [8] with d = 4 as
shown in Figure[Il From the trie structure we note that (bf) appears 3 times in
S1, (3a bf) appears twice and (3a 3a) appears once. The structure captures
the frequency of n-grams of different lengths (at most d—1). We embed Ss on this
structure to get the trie representing Sy and Sy (Figure2]). The final trie structure
after considering all the sequences is shown in FigureBl The algorithm for finding
episodes from each of the sequences, using the above obtained combined trie
structure (7T}), is given in Figure [l 0O

For each of the sequence S; we take a sliding window of length k(= d — 1). Let
Z1,%2,...,Z, be the elements falling in the window at one instance. For each
of the k possible break points in the window, we examine the frequency and
entropy as follows.

The entropy at location i (between x;, z;+1) is the entropy of the node z; at
level i of the trie along path z1, xo, ..., z;. For example, for Sy, with k=3 we get
a window (bf|0e|3a|) with 3 positions for break points. The entropy at the first
location is entropy of the node labelled (bf) at the first level of the trie. Similarly
entropy at the second location is the entropy of the node labelled (0e) at level 2

bf | 3 [0e] 1 3l 3 as| 1]
loe| 1] |as| 1] ]3a"1\ lbf| 2| [3a] 1] ]3a"1\
]3a" 1 ]3a" 1 ]bf" 1 ]dsv 1 ]bf" 1 ]3a" 1

Fig. 1. Trie for S; in Example 1 with depth=4
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root

bf | 7 3a| 7 dg| 2

T
[oe] 2] [as] 2] [bf] 2] /@% o] 4] [3a] 2] [3a] 2]

Gal 2] [ 2] [oof 1] [w] 1] [off 1] [3a] 1] [w8] 1] [ot] 2] [ot] 2] [3a 1]

2
niGn e[ 1] [al3

Fig. 3. Combined trie for all the four sequences in Example 1 with depth=4

with (3a) as the parent at level 1 in the trie. The location corresponding to the
highest entropy in the window is identified and its score is incremented by 1.

The frequency at location ¢ is calculated by the sum of the frequencies of
subsequences (x7...x;) and (x;41...x). For example, the frequency at the
first location of the window (bf|0e|3a|) is f(bf)+ f(0e 3a), where f(bf) refers
to frequency of the node labelled (bf) at the first level of the trie and f(0Oe 3a)
refers to frequency of the node labelled (3a) at the second level of the trie whose
parent node is (Oe) at level 1. The score at the location with highest frequency is
incremented by 1. In this case, our goal is to maximize the sum of the frequencies
of the left and right subsequences of the probable break point.

After sliding the window across the sequence, we end up with scores for each
location in the sequence. In a stream of |S;| 1-grams, there are |S;| — 1 positions
within the sequence. If a position is repeatedly voted for break point by differ-
ent windows then it is likely to accrue a locally-maximum score. We choose the
positions with local maximum of the score as break points of the episode.

Example 1 (Contd.): Continuing Example 1, we can find the list of episodes
from each of the four sequences using the algorithm given in Figure[dl These are
as follows.

E; = ((bf 0e 3a), (bf d8 3a), (3a bf))

E> = ((3a bf), (bf Oe 3a), (3a bf), (bf d8 3a))
Es; = ((bf d8 3a), (bf Oe 3a), (bf Oe 3a), (0e 3a))
E4s = ((0e 3a), (bf d8 3a), (3a bf), (3a bf Oe 3a))
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Algorithm: to find episodes for a set of sequences S
Input: Ty (trie of depth d) and S

do for each of the node = € Ty
calculate entropy e(x)

enddo

do for each level L; of Ty

find mean frequency (f) and mean entropy ()
find standard deviations (o7 and oz) taking f and e respectively

flx) = —f(zl);@) for z € L;
7

e(x) = @ for x € L;
enddo ‘
do for each sequence Si(s1,S2,...,5|s,]) €S
Episodes Fy = ¢
initialize score(i) =0, for 1 <7 < | S|
dofori=1%o (|S¢|—k+1)
take a window of length k starting at position ¢ in S
do for each of the k possible boundary positions in the window
find Maa:j{f(si, RN 82’+j) + f(8i+j+1, ey SiJrkfl)}, 0<ji<k
increment score(i + j)
find Maa:j{e(si, ey Si.»,.j)}, 0<< k
increment score(i + j)
enddo
enddo
start =1
do for i =2 to (|S¢] — 1)
if (score(i) > score(i — 1)) and (score(i) > score(i + 1))
end =1
add (Sstart, .-, Send) to Et
start = end
endif
enddo
add (Sstamg, Ceey S|5t|) to B}
enddo

Fig. 4. Episode discovery algorithm for a set of sequences using a combined trie

Observing the above episodes, it is clear that episode discovery algorithm
gives meaningful sequences. If we consider fixed length n-grams, say n = 2, then
obviously we lose valuable information by missing 3-grams.

3 Relevant Episodes

We observe that there can be large number of episodes for a single program and
when we consider all the programs in the training set the set of distinct episodes
becomes very large. We introduce here two novel concepts- relevant episodes for
a class and a new feature selection measure, namely class-wise episode frequency.
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The main aim of feature selection is to identify a smaller set of features that are
representative of the virus and benign classes.
Let the set of virus programs be V' and the set of benign programs be B.

Definition 2. The class-wise episode frequency of an episode with respect to a
class V (or, B) is the number of times it occurs in the class V (or, B).

While the term frequency is a kind of global measure, the class-wise episode
frequency is a local measure with respect to a class. The main advantage of
class-wise episode frequency is that we can analyze each class independently.
This saves memory requirement as we handle only episodes of one class at a time.

For each executable program ¢ in a class T of programs, let F; be the set of
all episodes. The set of all episodes for T, E(T') is User E;. We assume that the
elements of E(T) are arranged in the non-increasing order of class-wise episode
frequency.

Definition 3. We define E*(T) as the relevant episodes for T which is a subset
of E(T) containing only first k elements.

Thus the relevant episodes for classes V and B are E¥(V) and E*(B), re-
spectively. We get the set of relevant episodes for the whole training data as
E¥(V)U E*(B).

With the set of relevant episodes for the data set, we build the vector space
model which is a concept derived from information retrieval. An executable
program is represented as a vector of t1, ta,..., tar, where t;(1 < i < M) is
a binary (0-1) value denoting the occurrence of the i*" relevant episode. The
value 1 represents the occurrence of an episode and its absence is represented by
0. Thus each unique relevant episode corresponds to a dimension. Our training
set consists of a set of labeled vectors — the vector representation of the set of
programs together with the respective class label (virus or benign).

As we observed, the detection problem reduces essentially to supervised clas-
sification problem. Several algorithms exist [20] for supervised classification like
support vector machine, decision tree, neural networks etc. We use the metaclas-
sifier Ada Boost with J48 as base classifier available in WEKA [27]. The reason
for choosing this particular classifier is that the authors of previous work [16] in
this area claimed that they got the best results for this classifier.

4 Experimental Setup and Results

No standard data set is available for the detection of malicious executables un-
like intrusion detection. Data sets (i.e. viruses) collected from the website VX
Heavens [26] were used by [3[16]. The benign executables were collected from
their respective laboratories. We collected 250 viruses from [26] and 250 benign
executables from our lab. For viruses, we used only the loader programs; we did
not use the infected programs in our analysis. At present, we only concentrate
on viruses. Each executable in the dataset is converted to hexadecimal codes in
an ASCII format.



284 D.K.S. Reddy, S.K. Dash, and A.K. Pujari

The set of programs for each class V and B are used to build the trie with
d=4 and from the tries, the set of episodes for each individual executables are
extracted. The top m episodes in order of class-wise frequency are selected for
each class. These are combined to get a set of relevant episodes of size M with
duplicates removed.

We experimented with M values as 100 and 500. The classification is done with
the metaclassifier Ada Boost M1 with J48 as base classifier. These algorithms are
implemented in WEKA [27], which is a collection of machine learning algorithms
for solving data mining problems implemented in Java and open sourced under
the GPL. For the classifiers we use the default values given by WEKA and to
evaluate our approach, we used stratified ten-fold cross-validation.

We compared our method with that of the method proposed by Kolter et
al. [16] for two reasons. First, the method in [16] is so far the best method of
generic virus detection using n-grams. The other reason is that this method takes
fixed length n-grams as features and information gain as the measure for feature
selection. We use the same dataset for both the methods for comparison. We
experimented with n as 2, 3 and 4, whereas M is taken as 100 and 500. We give
the results as ROC curves in Figures B8

In Data Mining, ROC (Receiver Operating Characteristics) curves are used to
compare classification capability of different algorithms. The more the area under
the ROC curve of an algorithm, the more robust and better it is in classification.
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Fig. 5. Fixed vs Variable length n-grams: Profile length = 100, n = 2 for fixed length
n-grams

Figure Bl shows the ROC curves of the proposed method and the fixed-length
n-gram approach (with n = 2) with profile length as 100. It is evident from the
graph that the proposed method gives a 100% detection rate with a false positive
rate of 0.11 whereas the fixed-length method attains it with a false positive rate
of 0.216. Even for fixed-length of n=3 and 4, proposed method gives consistantly
better results in comparison to fixed-length n-gram approach as can be seen from
figures [6] and [7
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Fig. 7. Fixed vs Variable length n-grams: Profile length = 100, n = 4 for fixed length
n-grams

For profile length of 500, as given in Figure B the accuracy of our method is
more pronounced than the fixed-length approach. The proposed method achieved
a detection rate of 70.8% with zero false positive, and 100% detection with 2.6%
false positive rate. For the same profile length fixed-length n-gram method, for
n=4, shows the lowest detection rate of 15% with 1.5% false positive rate and
attains 100% detection rate with 20% false positive rate.

Taking area under ROC curve as performance criteria, from the visual inspec-
tion of the ROC curves it is clear that our proposed method outperforms the
method in [16] in all cases. Based on the experimentation we infer the following.
The variable-length n-grams approach is better than fixed length n-grams ap-
proach as the fixed-length n-grams do not capture the long meaningful sequences
while keeping the size and number of n-grams manageable. Moreover it is also
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observed that possibly class-wise episode frequency is a better measure for fea-
ture selection than the information gain. This is also demonstrated in detail in
the context of fixed length n-grams in [22].

When it comes to advanced computer viruses like polymorphic viruses, static
analysis methods do not work. To tackle these viruses, static analysis methods
should be combined with dynamic analysis methods for efficient detection. For
example, polymorphic virus consists of three components — decryption routine,
mutation engine and virus body. Since the mutation engine and the virus body
are encrypted and decryption routine is different in each replication, it is not
possible to directly apply any static analysis method (including our method) to
detect this virus. Instead we can use a dynamic analysis technique (like sand-
boxing) that trick a polymorphic virus into decrypting and revealing itself [2T].
On this decrypted virus we can use the static analysis method. Here we assume
that a polymorphic virus must decrypt before it can execute normally.

5 Conclusion

The main objective of the present work is to establish that proper feature ex-
traction and selection technique can help in efficiently detecting virus programs.
We showed here that episodes as variable length n-grams are better than usual
fixed length n-grams. We also showed that selecting frequent episodes in terms of
class-wise relevance is a better feature selection technique. We demonstrate that
a supervised classification by the proposed feature selection method gives better
accuracy and less false positive in comparison to earlier proposed methods.

In n-gram approach attaching semantic meaning for the relevant n-grams
(episodes) is not yet explored by us. Our future work will be to develop a semantic
aware method and include different kinds of malicious and benign executables
in our training data.
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Abstract. Even though self-healing techniques for transactional pro-
cesses have attracted enough attention in recent years, several critical
issues regarding the distributed systems have not been addressed. For
example, if we do the recovery under sustained attacks, in which condi-
tion the recovery can terminate? Is a synchronized clock necessary for
distributed recovery? In this paper, we proposed a dead-lock free al-
gorithm for coordinated recovery and answered related questions. We
also proved that under specific situations, we have to freeze the recovery
scheme to guarantee that the recovery can make progress.

Keywords: Attack recovery, self-healing, distributed systems, transac-
tional processes.

1 Introduction

Distributed transactional processing systems (e.g., distributed database systems
and workflow systems) are important in most critical infrastructures such as
financial services. These services rely on the correctness, availability, and relia-
bility of the processing systems. Each transactional process consists of a set of
transactions (or taskdl) that are related to each other in terms of the semantics
of a business process. Each transaction represents a specific unit of work that the
business needs to do (e.g., a specific application program, a database transac-
tion). A consistent and reliable execution of distributed transactional processes
is crucial for all organizations.

However, it is well known that system vulnerabilities cannot be totally elim-
inated, and such vulnerabilities can be exploited by attackers who penetrate
the system. We believe in that at least four aspects should be considered while
building defense mechanisms for a secure, reliable system: protection, detec-
tion, response, and restore. Current research pays more attention to the re-
search of protection, detection, and response, e.g., access control of a secure
system, intrusion detection of both systems or network, congestion control of
network, than to the research of restore that recovers a system to normal service
level.

L' A workflow transaction is also called a “task”. We do not distinguish them in our
paper.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 289-[302] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The attack recovery is important because no defense, or detection system is
perfect in the real world. Therefore, after the attacker successfully breaks into
the system, we need to bring the system back to its original integrity level. Our
work focuses on the recovery from successful attacks.

In this work, we focus on those intrusions that inject malicious transactions
into a distributed transaction processing system instead of the attacks that only
crash the system. These intrusions can happen in many situations, for example,
when attackers access a system with stolen (guessed, cracked, etc.) passwords
or when some defense mechanisms, such as access control, are broken by the
attackers. Under such intrusions, transactions and data may be forged or cor-
rupted. For one example, an attacker may forge bank transactions to steal money
from accounts of others, thereby generating malicious transactions. For another
example, the attacker may schedule a travel with forged credit card information
that carries incorrect data in transactions.

If these malicious transactions were not recovered in time, they would sooner
or later spread misleading information or damage to a lot of legitimate trans-
actions and other hosts, generating more trash data in the distributed system.
To correct the situation, the malicious transactions must be removed from the
system, and all affected transactions must be repaired.

However, the solution is not trivial. For example, the damage can spread not
only among transactional processes, but also across hosts. The local view to the
system is not enough for correct and complete recovery. The global knowledge
of the distributed system is necessary to trace damage spreading and repair
damage.

Existing techniques cannot solve above problems. For example, intrusion de-
tection (ID) techniques, which have received much attention, are very limited
in tracing the damage spreading. The damage directly caused by the attacker
may be spread by the execution of normal, legitimate transactions without be-
ing detected by an IDS. Furthermore, the IDS could have a delay especially if
the IDS depends on the system log [I4]. If a transaction appears in the sys-
tem log, the transaction has already been successfully executed and commit-
ted. It cannot be handled by any workflow fault handling mechanism [6l3l37]
because it does not appear as a fault to the system. It is a successful
intrusion of corrupting data and appears as a normal transaction to the sys-
tem. In fact, an immediately detected and stopped attack is not a success-
ful attack. It is not harmful to the system and it is out of the scope of this
paper.

Previous work [TI2312412722I26/28], especially [38J39], has built fundamental
theories and a simple prototype system for attack recovery. Based on the de-
pendency relations among the transactions, which can be obtained through the
analysis of the system log or the applications, our system finds out all the dam-
age and generates recovery transactions to repair the damage. However, some
theoretical issues regarding the distributed system have not been addressed. For
example, the termination and dead-lock of recovery. We will address these prob-
lems in this paper.
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2 Preliminaries

We have proposed two attack recovery models for transactional processes in
previous work [40J39]. However, these models ignored some important features
in distributed systems for the theoretical simplicity.

2.1 Unrecoverable Transactions

In a distributed system, we need to consider both inside operations and interac-
tions with the outside world. The formal models in our previous work failed to
formalize interactions with the outside world. Since interactions with the out-
side world are not recoverable, we use an OW S (outside world site) to model
the outside world. All transactions happened on an OW'S' are unrecoverable. We
consider all inputs obtained from users and all outputs to the users happen on a
user site S, which is a OW S. All user’s transactions are called OWT's (outside
world transactions). For example, a transaction that a user withdraws money
from a ATM cannot be recovered. It is an OWT and the ATM is an OW S.

2.2 Notation of Distributed Transactions

Existing attack recovery models also failed to describe site bindings and process
qualifiers that will be defined in the following example. Therefore, they are unable
to describe distributed transactional processes accurately. By introducing new
notations through an example, we will build a dependency relation based model
to describe all theoretical results in a formal way.

Figure [l demonstrates several typical damage spreading modes. In the figure,

Recovery Line
wy : %1 13 wi ;s

2(1) \’\3)\1’/;,1&'2 W Tt /
SZ N w2 t3
S5 w :ta \

wa 1 ’ w2ty

Fig. 1. Two transactional processes with forward domino effects

each node (circle) is a transaction. Every transaction belongs to a transactional
process, e.g., w1 : t1 belongs to process wy and we : t1 belongs to process wo, where
we is a process qualifier. When the location where a transaction executes matters,
we use a pair (w; : tj, sg), which is called a site binding, to represent transaction
w1 : t; executing on site s, e.g., (w1 : t1,80) and (wsq : t3, $2) in the figure.

2.3 Dependency Relations

We define dependency relations in the following since damage spreads through
dependency relations and executing orders of recovery transactions are
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determined by dependency relations. In Figure [, the start node of an arrow
will be executed right before the end node, which defines a precedence relation.
For example, w; : t1 precedes w : to, which is denoted by wy : ¢1 < wy : t5. There
are two execution paths in wy. One is wy : t1tatsts. The other one is wq : t1tots.
wy : to makes decision on which execution path will be selected. The selection
between wy : t2’s successor wy : t3 or wi : t4 is called control dependence, which
is denoted by w; : to —, wy : t3 and wy : to —, wy : t4. In the figure, execution
path wy : t1tatyts was selected.

Assume < is a relation on set S then we define minimal(S, <) = = where
r € SAPz’ € 8,2’ < x. Note there may be more than one result qualified by the
definition of minimal(S, <). For example, S = {t;,t;,t}, t; <t and t; < tg,
then both t; and ¢; are qualified results for minimal(S, <). In cases like this,
we randomly select one qualified result as the value of minimal(S, <). The task
scheduler is supposed to choose minimal(S, <) to execute.

Once ws : ty is identified as a transaction compromised by the attacker, and
the selection of execution path wy : t1t2t4t5 was wrong, the execution of wi : t4
and w; : t5 need to be recovered. Furthermore, if wy : t3 reads information
generated by wy : t4, which is flow data dependence denoted by w; : t4 —f wy :
ts, the damage will be spread to ws : t3. Note that even though no message has
been sent from w; : t4 to ws : t3, they may still have data dependencies since they
may share data objects on the same site. Similarly, if we have wy : t3 —f wa : {4
then ws : t4 will be damaged as well.

In the above example, damage is spread through dependency relations. We
can similarly define the other two types of data dependence. If t; modifies data
objects after ¢; reads them, then t; is anti-flow dependent on t;, which is denoted
by t; —a tj. If t; < t;, and they have common data objects to modify, then ¢; is
output dependent on t;, which is denoted by t; —, ¢;.

All the relations — ¢, —, and —, are data dependency relations and are not
transitive. From the well known results of concurrency and parallel computing,
if ¢; is data dependent on ¢;, then they cannot run in parallel or concurrently,
and t; < t; must be satisfied. Otherwise, we will get wrong results.

2.4 Concurrency Restrictions in Recovery

We use a simple example to explain that there do exist such restrictions on
executing orders of transactions in dependency relation based recovery.

Since the process qualifier and site binding do not change the results of the
following discussion, we remove them in notations for the simplicity. Consider
transactions t1 : a = 1,3 : b = 2, and t3 : y = a + b, which are executed in the
sequence of t1 < ta < t3. We have ¢; — t3 Aty —f t3. Assume that ¢o has been
identified as compromised by an IDS, so the value of b is corrupted. Therefore, t3
is also corrupted since it reads a incorrect b. To recover, t2 needs to be undone
followed by redone. t3 needs to be redone. We must satisfy the sequence of
undo(tz) < redo(f2) < redo(ts) in the recovery. Any other execution will get
wrong results. The precedence relations introduced by dependency relations is
called concurrency restrictions.
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The concurrency restriction for transactions without process qualifiers and site
bindings has been studied and formally described in [39/40]. The concurrency
restriction is also caused by dependency relations. However, we can break anti-
flow dependency relations by introducing multi-version data, as described in [40].

2.5 Transactional Processes

With above notations, transactional processes can be modeled as (T, 5, <, —,
—a, 0, —c), Where T' is a set of transactions with process qualifiers, S is a
set of sites that are corresponding to a host or a processor in the distributed
system, S, € S is an OW S, and all dependency relations among transactions.
With the model, we can trace damage spreading in the distributed system, work
out concurrency restrictions, and solve other important problems addressed in
the rest of the paper.

3 The Integrated Recovery Algorithm

Our algorithm includes recovery analysis as the first part and damage repair as
the second part.

We assume that the recovery components of the system, and all related in-
formation and communication are trustable. For example, we assume that all
information is authenticated.

The following algorithm runs on each site for the attack recovery.

—_

Wait o seconds, where ¢ < « (a will be explained in Section Hl), for the set of
damaged transactions B; reported by an IDS or the set Bs reported by other sites
Local recovery analysis generates (R, <) based on Bs N By;

Send all s;|wi|t; € R as set B, where j # i, and < to site s;;

If minimal(R N T, <) has been changed in « seconds, then go to step [I}

do the repair according to G(R, <)

go to step [}

S et W

In the algorithm, T" contains all transactions submitted by users. We assume that
recovery transactions in R consist of undo transactions and redo transactions.
RN T includes damaged transactions that need to be redone.

We assume that dependency relations are carried by transactional processes.
There are two kinds of information being transferred among different sites during
the recovery: 1) identified damage transactions, and 2) recovery transactions and
executing orders.

In the algorithm, step [0l to step @l are for recovery analysis, which generates
recovery a recovery scheme denoted by G(R, <). Step [l repairs the damage.

Our recovery algorithm does not need a global synchronized clock because
the recovery, including the recovery analysis and the repair, depends only on the
precedence relations among transactions. The precedence relations usually are
integrated in the specification of transactional processes.

The rationale and termination of the algorithm will be discussed in the fol-
lowing sections.
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4 Recovery Analysis

Recovery analysis consists of damage tracing and recovery scheme generation.
Damage is spread through dependency relations, including both data dependen-
cies and control dependencies. The damage can be spread intra-transactional
processes, or inter-transactional processes. Damage tracing identifies all dam-
aged transactions through dependency relations.

We consider G(T',—) as a dependency graph. Since transactional processes
can be modeled as a dependency graph, the procedure of damage tracing can
be described as a procedure of chasing the dependency graph. Rules proposed
in [39] describes how to chase the graph to identify all damaged transactions.
A sink node which has 0 out degree will not affect any other nodes even if it is
damaged.

Recovery scheme generation generates recovery transactions and execution
orders according to the results of damage tracing. The recovery scheme can be
modeled as G(R, <), where R is the set of recovery transactions, and < is the
precedence relations. The recovery scheme generation constructs the recovery
graph increasingly.

4.1 Overlaps of Undetermined Segments

In a distributed system, message may arrive the destination not in the same
order as they were sent. An IDS may identify damage not in the same order as
the damage happened. These situations affect the progress of recovery analysis.

Definition 1. If an IDS reports an incidents sequence iyis - - - i,, where for any
ij and ix, 1 < j <k < n,i; <1 then the IDS reports incidents in the temporal
order.

It is possible that IDSs do not report incidents according to the temporal order,
then the situation in Figure [2l needs to be considered.

S1

t1 | ta] t3 | ta| t5 | te | t7r | ts
A4

Fig. 2. Overlap of Two Segments

In the figure, the IDS, or a message from other sites, firstly reports t5 as a
damaged transaction, which leads to t4, t7, and tg identified as damaged transac-
tions. All these transactions are in segment Ss. Transaction ¢; may be reported
as damaged after the incident reporting t3. According to the dependency rela-
tions denoted by curve arrows in the figure, segment S; will be re-scanned. There
will be a overlap between S; and Sa, where S1 N Sy # ¢.
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In the figure, since t4 has been identified as damaged in S, it is not necessary
to re-scan all transactions in S;. We found the following truth regarding the
local recovery analysis.

Theorem 1. A Local recovery analysis can terminate for a finite sequence of
incidents no matter if the segment of incidents are reported in temporal orders
or not.

PROOF: For each incident, the length of the system log is limit since the number of
transactions committed islimit. Therefore the scan of the system log can terminate.
For a finite sequence of incidents, the scan of the system log can terminate because
the possible overlaps do not affect the total number of committed transactions. [

4.2 Termination of Recovery Analysis for Temporal Reports

If damage is reported in temporal order, we have the following results for the
global recovery analysis.

Lemma 1. If all IDSs report incidents in the temporal order, the global recovery
analysis of minimal(T, <) is acyclic, and the transaction is identified by the IDS.

PRrROOF: By contradiction. Assume that in the recovery analysis, t € minimal
(T, <) in the distributed system has been visited twice. In other words, ¢ is in a
circle in the recovery analysis. Since the IDS reports incidents in the temporal
order, the IDS will not report the incident including ¢ twice. Therefore, the
second visit to the transaction should be caused by damage spreading, say, the
transaction is dependent on other transactions happened earlier, e.g., ' < ¢
which is contradictory to our assumption that ¢t € minimal(T, <).

According to our discussion, since t is not affected by other transactions, ¢
should be reported by the IDS. (]

Theorem 2. If all IDSs report incidents in the temporal order, the global re-
covery analysis can make progress.

PROOF: Since all IDSs report incidents in the temporal order, according to
Lemma [I] the recovery analysis of ¢t € minimal(T, <) will not be cyclic. There-
fore, ¢ can be recovered anyway. We can always choose minimal(T, <) in the
rest transactions. (Il

Theorem 3. If all IDSs report incidents in the temporal order and there is no
further incidents reported or the damage is contained, the global recovery analysis
will terminate.

PROOF: This can be concluded from Theorem [2] directly. (Il

4.3 Termination of Recovery Analysis for Temporally Segmented
Reports

It is difficult to require an IDS to report all incidences according to the temporal
order strictly. We have the following theorem to weaken the requirement to the
IDS.
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Definition 2. If an incidence sequence reported by the IDS can be segmented
into several segments, S1,S2,- -+, Sp, foranyi; € S5 andip € Sk, 1 <j <k <n,
ij < i, then the incidents reported by the IDS can be temporally segmented. The
time span that a segment S; covers is called the cycle a; of S;. The cycle of an
incidence sequence is defined as « = max(S1, Sa,...,Sn).

Note that a appears in the algorithm.

Lemma 2. If all incident sequence generated by IDSs can be temporally seg-
mented, the global recovery analysis of minimal(T, <) is acyclic.

PROOF: Since all incident sequence generated by IDSs can be temporally seg-
mented, each of them can be denoted by Si,S2,---,S,, for any i; € S; and
ir € Sk, 1 <j<k<n,ij <i Assume that ey = minimal(T, <) and ey € Sk,
then for any e; € Sj and ey € Si, 1 <j <k <m,ej < ep.

According to the discussion of the overlap of undetermined segments, the
recovery will not be pull back further than e, = minimal(T, <) in each segment.

minimal(T, <) in the global recovery analysis will not be visited twice for the
same reason in Lemma [I] (Il

Theorem 4. If all incident sequence generated by IDSs can be temporally seg-
mented, the global recovery analysis can make progress.

PROOF: According to Lemma [ the recovery analysis of minimal(T, <) is
acyclic, so its recovery analysis can be done. We can always choose minimal(7T,<)
from the rest transactions. Therefore, the global recovery analysis can make
progress. (|

Definition 3. For task t, if there does not exist t’, such that t' — t, we say the
recovery of t is independent.

Theorem 5. For any damage spreading graph G'(T', <) containing t, t €
minimal(T', <) if and only if t is independent.

PROOF: This can be proved according to Definition [3 (Il

As long as the damage chasing speed is faster than the spreading speed, the
recovery analysis can terminate.

Theorem 6. If 1)all incident sequence generated by IDSs can be temporally seg-
mented, , 2)there is no further incidents reported, and 3)the damage is contained,
then the global recovery analysis will terminate.

PROOF: According to Theorem[] the recovery analysis can always make progress,
which reduces the total number of incidents to be analyzed. Since incidents
reported has limit number and damage is contained, which means the total
number of damaged transactions will not increase. Therefore, the global recovery
analysis will terminate. O

Assume there are n sites in the system and M; = minimal(T;, <) for the ith site,
then M = My N My N ...N M, is the recovery line. For any transaction ¢ < ¢/,
t' € M, t does need recover. The recovery line indicates the “left” boundary
of recovery. Any transactions on the left of the recovery line, in other words,
happened earlier then the recovery line, does not need to be recovered.
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5 Damage Containment and Repair

Definition 4. A recovery graph is a directed graph containing all recovery tasks
as vertices and precedence relations as edges.

The procedure of repair is the traversal of the recovery graph.

If referring to the data in the recovery graph is not allowed, we say the damage
is contained. If no further revision is allowed on the recovery graph, we say the
recovery graph is frozen. Damage contain requires that all data items generated
by damaged transactions not to be referred until these transactions are recovered.

When the damage chasing is done, the recovery graph can be frozen. The
condition to freeze a recovery graph can be determined by several times longer
then the length of IDS report segments. By this way, even though overlaps
between recoveries may occur, we can guarantee the progress of recovery.

Theorem 7. If a transactional process is acyclic, then the repair procedure is
dead-lock free.

Proor: Figure B shows the recovery graph (the right one) constructed from

= b b’

D

C

a b

Fig. 3. The construction of a recovery graph

a < bAa = c (the left one). In the figure, a’,b’, ¢’ are undo transactions of a, b,
and c. The recovery graph is acyclic.

According to our previous conclusions [3940] (theorems to generate prece-
dence relations), all possible precedence relations between undo and redo trans-
actions are displayed in the figure. Since the original transactional process is
acyclic, the recovery graph will also be acyclic. Therefore, the repair procedure
will be dead lock free. O

Theorem 8. The repair procedure can make progress and terminate if 1)the
damage is contained, 2)the recovery graph is frozen, and 3) all transactional
processes are acyclic.

PROOF: According to the definition of containment and freezing of the recovery
graph, damage will not be spread by referring the recovery graph and the recov-
ery line has been identified. Since we can choose to recover any transaction in
the recovery line, the recovery line will move forward. In other words, the recov-
ery can make progress. Since the recovery graph has been frozen. The number
of recovery transactions is limit. Furthermore, the recovery is dead-lock free ac-
cording to Theorem [dsince all transactional processes are acyclic. Therefore, the
recovery can terminate. O
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6 Related Work

Intrusion Detection. One critical step towards intrusion-tolerant systems is
intrusion detection (ID), which has attracted much attention over the past
years [BI2ZTTOIBTIZ2IB0/I5II7]. The existing methodology of ID can be roughly
classed as anomaly detection, which is based on profiles of normal behaviors
[12033UT634], and misuse detection, which is based on known patterns of
attacks, called signatures [TOJSI35]. However, existing anomaly detection tech-
niques focuses on identifying attacks on OS and computer networks, which can-
not be directly used to detect malicious transactions. Although there are some
works on database ID [4I306], these methods are neither application aware nor
at transaction-level, which are the two major design requirements of the ID
component of the attack recovery system.

An Intrusion Detection System (IDS) [I§] can detect some intrusions. But,
in a distributed computing system, the damage directly caused by the attacker
may be spread by executing normal transactions without being detected by the
IDS. The IDS is unable to trace damage spreading and cannot locate all damage
to the system.

Fault Tolerance. The failure handling of workflow has been discussed in
recent work [6J3I37]. Failure handling is different from attack recovery in two
aspects. On one hand, they have different goals. Failure handling tries to guar-
antee the atomic of workflows. When failure happens, their work find out which
transactions should be aborted. If all transactions are successfully executed, fail-
ure handling does nothing for the workflow. Attack recovery has different goals,
which need to do nothing for failure transactions even if they are malicious
because failure malicious transactions have no effects on the workflow system.
Attack recovery focuses on malicious transactions that are successfully executed.
It tries to remove all effects of such transactions. On the other hand, these two
systems active at different times. Failure handling occurs when the workflows are
in progress. When the IDS reports attacks, the malicious transactions usually
have been successfully executed. Failure handling can do nothing because no
failure occurred. Attack recovery is supposed to remove the effects of malicious
transactions after they are committed.

The checkpoint techniques [I9120] also do not work for efficient attack re-
covery. A checkpoint rolls back the whole system to a specific time. All work,
including both malicious transactions and normal transactions, after the specific
time will be lost, especially when the delay of the IDS is very long. In addition,
checkpoints introduce extra storage cost.

Distributed Computing Systems. De-centralized distributed computing is
becoming more and more popular. In distributed computing models, transactions
specifications cannot be accessed in a center node. They are carried by workflow
itself or stored in a distributed style. In either case, our theories are still practical.
We need to process the specifications of distributed transactional processes in a
distributed style.

In some work such as [2], security and privacy is important, and the whole
specification of workflows avoids being exposed to all processing nodes to protect
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privacy. Our theories are based on the dependence relations among transactions.
The specification can be best protected by exposing only dependent relations to
the recovery system.

Rollback Recovery. Rollback recovery, e.g. [I3I21], is surveyed in [7]. Roll-
back recovery focuses on the relationship of message passing and considers tem-
poral sequences based on message passing. In contrast, we focus on data and
control dependence relations inside transactions. In fact, message passing is a
kind of data dependence relation but not vice versa (e.g., a data dependence
relation caused by more than one message passing steps or by sharing data).
We also observed that in attack recovery an execution path may change due to
control dependence, causing different patterns of message passing. In addition,
our methods exploit more detail in dependence relations than the methods that
are message passing based; therefore our method is more effective and efficient
for attack recovery. Our method also better matches the workflow model.

In our work, we deal with transactional processes. Although rollback recovery
is a good analogy to transactional processes, it is simply not a dual of the latter
and its results cannot be simply applied to transactional processes. A comparison
between transactional processes and the message passing model is shown in
Figure @ Figure Bl and Table [11

Table 1. A Comparison between the Dependency Relation based Model and the Mes-
sage passing Model

Dependency Relation based|Message Passing Model

Model
Where to executelon multiple sites on a single site
a process
Where failures|in the middle of a transactional|at the end of a computing pro-
happen process cess
Domino effects  |forwards backward
Recovery through compensate transac-|through check pointing

tions
is not strictly time related while|is strictly time related while not
strictly dependence related strictly dependence related
orphan transactions and orphan|orphan messages and orphan
processes processes

Damage caused

Consequences
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Self-Healing Database Systems. In [I23], When intrusions have been
detected by the IDS, the database system isolates and confines the impaired
data. Then, the system carries out recovery for malicious transactions. ITDB
has actually implemented the on-the-fly damage assessment and repair algo-
rithm proposed in [I]. In [25], the authors have proposed a general isolation
algorithm. However, this algorithm cannot be directly implemented on top of
an off-the-shelf DBMS. ITDB has developed a novel SQL rewriting approach
to implement the algorithm. Finally, the design and implementation of almost
every key ITDB component have been described in detail in previous publi-
cations [2412722/26281], Recent work considering more detailed dependency
relations has been published in [40/39].

However, this work is the first work on fundamental theories regarding the
feasibility of self-healing distributed transactional processes.

7 Conclusions

In this paper, we proposed a dead-lock free self-healing algorithm for distributed
transactional processes. We discussed dead-lock, progress, and terminating prob-
lems regarding the distributed algorithm by introducing a serial theorems. Our
results can serve as guidelines to design other dead-lock free and effective dis-
tributed recovery algorithms.
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Abstract. Devising public key cryptosystems that are secure against
chosen ciphertext attacks has been the subject of investigation by many
researchers. However, there are actually very few secure and efficient
systems in the literature.

In this paper, we introduce a secure and efficient public key cryptosys-
tem. The main advantage of our schemes is that we employ a problem
equivalent to the well-studied RSA problem, and thus our schemes do not
rely on conjectures or unproven claims. Therefore, the resulting schemes
are as secure as the RSA system.

Keywords: RSA Cryptosystem, Semantic Security, Chosen Ciphertext
Attack, Equivalent-RSA Problem.

1 Introduction

Public key cryptosystems, in the sense of Diffy-Hellman [7], provide public access
to the encryption key while the decryption key is kept secret by the recipient of
the cryptogram. The algebraic structure of public key cryptosystems provides a
considerably strong tool to the cryptanalyst. This is why very few secure pub-
lic key cryptosystems have been discovered since the invention of its concept in
1976. Even the classical version of the most popular public key cryptosystem, i.e.
the RSA [17] system, does not satisfy some security criterion (e.g., it is neither
semantically secure nor secure against adaptive chosen ciphertext attack).

Semantic Security: This notion of security simply means that a cryptogram
should not reveal any useful information about the plaintext. That is, in a se-
mantically secure encryption system, a cryptogram is indistinguishable from a
random string. The indistinguishability of encryptions, was first introduced by
Goldwasser and Micali [I1]. Under this notion of security, a semantically secure
encryption system is said to be broken if the cryptanalyst can find two messages
mg and my, such that it can distinguish between their cryptograms. Assessment
of a public key cryptosystem against this attack can be made in the following
scenario. Let the encryption system be an oracle that accepts the plaintext and
outputs the cryptogram. The cryptanalyst can choose polynomially many plain-
texts, and obtain their relevant cryptograms. Then it chooses two messages my,

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 303-[314] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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my and submits them to the encryption oracle. At this stage, we assume that
the oracle chooses a random bit b € {0,1} and outputs the encryption of my,.
The semantical security of the encryption system is broken if the cryptanalyst
can distinguish (with more than 50% probability) whether the output is the
cryptogram of mg or m;.

Semantic security is of paramount importance where the message space is
small (e.g., in electronic auction, where a bidding value must be chosen from a
predetermined list). It is hard to believe that a deterministic public key cryp-
tosystem can be semantically secure, since one can compute the encryption of
all possible messages, and compare them with the target cryptogram. That is,
semantic security requires probabilistic encryptio. Note that the classical RSA
system is not secure against this attack, but OAEP [I] and the ElGamal [9] en-
cryption systems are semantically secure [19].

Chosen Ciphertext Security: To assist the security of a public key cryptosys-
tem against the Chosen Ciphertext Attack (CCA), the assumption is that the
cryptanalyst also has access to the decryption oracle. The cryptanalyst can se-
lect any cryptogram, and observe the corresponding plaintext. The cryptanalyst
aims to find out the secret key or encrypt a “target” cryptogram. A cryptosystem
is said to be secure against CCA if the cryptanalyst fails in this attack.

A restricted scenario for the cryptanalyst is that the cryptanalyst has not seen
the “target” cryptogram before having access to the decryption oracle. This sce-
nario, also called the “lunch-time” or “midnight” attack, was first introduced by
Naor and Yung [I3]. The most powerful attack to a cryptosystem is, however, the
adaptive chosen ciphertext attack, which is defined by Rackoff and Simon [16]. In
this scenario, the adversary has seen the “target” cryptogram before having ac-
cess to the decryption oracle. The adversary is not allowed to ask the decryption
of the “target” cryptogram, but can obtain the decryption of any relevant cryp-
togram (even modified ones based on the target cryptogram). A cryptosystem is
said to be secure against the Adaptive Chosen Ciphertext Attack (ACCA) if the
cryptanalyst fails to obtain any partial information about the plaintext relevant
to the “target” cryptogram. Note that classical public key cryptosystems, i.e.,
the original RSA and ElGamal public key cryptosystems, are not secure against
this attack. For example, in an RSA system with public parameters (n,e), let
the target cryptogram be ¢, where ¢ = m® (mod n). The cryptanalyst can ask
for decryption of the cryptogram ¢/, where ¢’ = cr¢, for some random r. Af-
ter receiving the result m’ = (/)¢ = (m®r®)? = mr, the original message m
can be computed, using m = m//r. A similar attack is applied to the ElGamal
cryptosystemy.

1 Although randomness is necessary, it is not sufficient. In section B we introduce a
scheme, which is probabilistic, but not semantically secure.

2 An alternative security notion is the non-malleability [8]. A cryptosystem is said to
be non-malleable if, given a cryptogram, it is hard to generate another cryptogram
such that there is a known relationship between the plaintexts relevant to the original
and the generated cryptogram. According to this definition, the non-malleability is
equivalent to the security against ACCA.
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One way of immunizing a cryptosystem against ACCA is that the encryption
algorithm should destroy the mathematical relationship between the plaintext
and its cryptogram. Moreover, the decryption algorithm must be designed in a
way such that it does not output the result, if the result does not satisfy a prede-
termined structure. In this way, not every cryptogram is a good/acceptable input
to the decryption oracle. In other words, finding an acceptable cryptogram im-
plies that the message is known to the adversary (this is known as the Plaintext-
Awareness [1]). However, if the adversary knows the message, he learns nothing
from deciphering the cryptogram (i.e., the chosen ciphertext attack makes no
sense).

Our Contribution: We present a new public key cryptosystem, which is secure
against ACCA. Compared to Pointcheval’s work [I5], which is claimed to be
very efficient, our scheme is about two times faster. In addition, the proposed
cryptosystem has the following advantages:

1. We utilize a mathematical problem, which is proven to be equivalent to the
well-studied RSA problem.

2. Consequently, the security of resulting schemes do not rely on any conjecture
and/or unproven claims.

3. Its efficiency is the same as the classical RSA system, while it is secure from
the viewpoint of semantic and CCA/ACCA criteria.

The organization of this paper is as follows. In section 2] we first give a brief
review of previous works. We then review the results achieved by Pointcheval [15],
since the proposed scheme follows a similar structure. In section 3] we introduce
an equivalent-RSA (ERSA) problem. We also introduce a basic scheme built
over the ERSA problem. In section [, we show how to construct secure systems
according to our basic scheme. We also discuss the security of the proposed
systems. In section B} we discuss the efficiency of the proposed schemes.

2 Previous Work

Naor and Yung [I3] have shown how to construct a public key cryptosystem
secure against CCA. Later Dolev, Dwork and Naor [§], and Rackoff and Si-
mon [I6] have shown how to construct cryptosystems secure against ACCA.
Although these schemes are provably secure, they are very inefficient and there-
fore completely impractical.

The first attempt to design an efficient public-key cryptosystem secure against
CCA was made by Damgard [6]. In this work two constructions, one based on
any deterministic public key system and the other based on the ElGamal public
key system, have been presented. However, there is no proof of security in this
system (in fact, the work ends with an open problem; asking the reader to prove
or disprove the assumption made in the paper). This scheme is secure against
the “lunch-time” attack, but is not secure against ACCA [20/19)].

Zheng and Seberry [20] presented three methods for immunizing public key
cryptosystems against ACCA. In [12], Lim and Lee have shown that, in some
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cryptosystems, Zheng-Seberry’s method fails under known plaintext attacks.
They then presented two schemes that are claimed to be secure against ACCA.
However, both schemes were subsequently broken by Frankel and Yung [10].

Bellare and Rogaway [I] presented the OAEP concept, which is heuristically
secure under the random oracle model (a hash function plays the role of random
oracle).

Cramer and Shoup [B] have pointed out that, although the security under
the random oracle model is valuable, it is not reliable. They also presented a
new public key cryptosystem, which is secure against ACCA under standard
intractability assumptions. Their work was possibly the best achievement to
date in the design of public key cryptosystems secure against ACCA.

Pointcheval [I5] argued that Cramer and Shoup’s scheme [5] requires more
than four exponentiations for an encryption, and presented a new scheme based
on the dependent-RSA problem. Informally, the dependent-RSA problem of [I5]
states that “given m® in an RSA system, find (m+1)¢.” Their conjecture is that,
this problem is hard. In order to achieve semantic security, they have defined
another problem called the Decisional Dependent-RSA problem. This problem
states that, for a randomly chosen r, two pairs (m¢,r) and (m®, (m + 1)¢) are
indistinguishable. Their conjecture is that this problem is intractable when e is
greater than 26°. Based on these conjectures, they have then presented the fol-
lowing schemes:

The DRSA Encryption Scheme: This scheme is an RSA-version of the El-
Gamal encryption. That is, in order to encrypt a message m for the RSA system
with public parameters (n,e), the sender chooses k €r Z! and computes the
cryptogram C' = (A, B), where

A=k° (modn) and B=mx(k+1)° (modn).

The recipient of the cryptogram retrieves the message by first computing k = A%
(mod n), and then m = B/(k+1)¢ (mod n). This scheme is shown to be se-
mantically secure (due to the indistinguishability of k¢ and (k + 1)¢ mod n).

The DRSA-1 Encryption Scheme: This is a strengthened version of the
DRSA encryption scheme for attaining security against ACCA. Let ¢ be a secu-
rity parameter, and h : Z,, x Z, — {0,1}* be a hash function. The ciphertext of
a message m is a triple (A4, B, H), such that:

A=k° B=mx((k+1)° and H =h(m,k).
Here, k is a random value. To decrypt the cryptogram, the receiver computes:

k=A% (modn), and m=B/(k+1)° (mod n),

and then checks for equality H ~ h(m, k). If the equality is satisfied, then m is
accepted to be the message; otherwise, the cryptogram is rejected. This scheme
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is shown to be secure against ACCA, since the probability of generating an ac-
ceptable cryptogram, without knowing the message, is negligible.

The DRSA-2 Encryption Scheme: This is similar to DRSA-1, but the re-
sulting scheme is equivalent to the computational problem rather than to the
decisional one. Let k1 be the size of the plaintext, ko a security parameter, let
hy: Z, — {0,1}¥ and hg : {0,1}* x Z,, — {0,1}*2 be two hash functions. The
cryptogram of a message m is a triple (A, B, H), such that:

A=k B=m®h (k+1)°modn), and H = ha(m,k).
To decrypt the cryptogram, the receiver computes:

k=A% (modn) and m = B®hy((k+1)°modn),

and then checks for equality H L ha(m, k). They have shown that this scheme
is also non-malleable, and thus secure against ACCA.

3 Definitions

In the RSA cryptosystem, the modulus n is the product of two large (and prefer-
ably safe) primes, i.e., n = pq, where p = 2p’ 4+ 1 and ¢ = 2¢' + 1. The public-key
is an integer e, which is co-prime with ¢(n), where ¢(n) = (p — 1)(¢ — 1). The
decryption key d, is the inverse of e modulo ¢(n), i.e., d x e = 1 mod ¢(n).
The public parameters of the system are (n,e), while the prime numbers are
discarded and d is kept secret.

Encryptiorﬁ of a message m, is ¢, where ¢ = m® (mod n). The recipient,
who knows the secret key, d, can retrieve the message m, using c? = (m¢)? = m.
Anyone else, who has no knowledge about the secret key, d, is faced with the

following problem, which is known as the RSA problem.

Name:  The RSA Problem

Instance: Given RSA public parameters (n, e) and a cryptogram ¢ = m

Question: Find m

This problem is believed to be intractable for proper construction of the un-
derlying RSA system.

In this section we introduce a new problem, derived from the RSA problem.
We will show that the problem is equivalent to the RSA problem.

€

Name:  The Equivalent RSA Problem (ERSA)
Instance: Given RSA public parameters (n, e) and a cryptogram ¢ = m
Question: Find m¢*!  (mod n)

€

Theorem 1. The RSA and ERSA problems are equivalent.

3 The standard practice for encrypting a message with RSA is to first encode the
message and then raise the encoded value to the public exponent e [4].
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Proof. Let there be an algorithm A that solves the RSA problem, i.e., it can
retrieve m from m¢ mod n. We apply algorithm A to the ERSA problem. First
we obtain m from m¢, and then compute m®™ (mod n) (with just one multi-
plication, i.e., m x m¢).

On the other hand, let there be an algorithm B that can solve the ERSA prob-
lem. That is, given m® mod n, it can compute m*! mod n. We apply algorithm
B on the RSA problem. First we obtain m®t! from m¢, and then compute m,
using (m®*1)/(m¢) mod n.

3.1 Basic Scheme

Utilizing the ERSA problem we construct a probabilistic encryption scheme,
which is as secure as the RSA system.

Initialization: Consider an RSA setting with public parameters (n, e), and the
secret key d, where d = 1/e mod ¢(n).

Encryption: To encrypt a message 0 < m < n, the sender chooses k €r Z7,
and computes:

a=k% (modn), and b=mx k"™ (mod n).
The cryptogram is (a, ).

Decryption: The recipient of the cryptogram (a,b) can retrieve the message m,
using:

k=a? (modn) and m=0b/(axk).

Theorem 2. The basic scheme (presented above) is as secure as the RSA
system.

Proof. Let there be an algorithm A that can break the RSA system. i.e., given
a cryptogram m® mod n, it can retrieve m. We apply this algorithm to our basic
scheme, where the cryptogram is (a,b). From the first entry of this pair, the
algorithm can retrieve k. Then, the message m can be computed using m =
b/(a x k).

On the other hand, assume that there exists an algorithm 5 that can break
our basic scheme, i.e., given a cryptogram (k¢, m x k°*1), it can retrieve m. We
show that the algorithm B can be used in order to break the RSA system. Given
a cryptogram ¢ = m® in an RSA system (n,e), we choose r €r Z,, and set the
pair (c,7) = (m® k x m**1) as a cryptogram for our proposed schemd!. That
is, we have a cryptogram (m¢, k x m®*1), which is a cryptogram for our basic

4 Although we do not know m , and thus m®*!, there exists a random k that satisfies
the equation r = k x m®** mod n —that is, & = r/(m°"!) mod n (note that the
inverse of m¢™! mod n always exists, otherwise m must have a common factor with
n, which enables the sender to break the RSA system.)
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scheme (here, k plays the role of a message and m plays the role of a random
value). Now, by applying the algorithm B on pair (m¢, k x m¢*?1), we first retrieve
k and then compute m, using r/(k x ¢). That is, we retrieve the message from
the cryptogram of a classical RSA system.

Theorem 3. The presented probabilistic encryption scheme is not semantically
secure.

Proof. Given a cryptogram (k¢,7), where r = m; x k1, and two messages
mg, m1, one can easily find the relevant plaintext. It works as follows; compute
u =r/(mo x k). If u® = k°, then (k°,r) is a cryptogram for the message myo,
otherwise it is a cryptogram for the message m;.

That is, given two pairs (a1,b1) and (as,b2), where one pair is a genuine cryp-
togram for a message m and the other is chosen randomly, one can distinguish
these two pairs. This is because, if (a;,b;) = (k¢,m x k°*1), for an index i,

i € {1,2}, then
b; c
( ) =a; (mod n).
m X a;

While for a randomly chosen pair probability of satisfying this equality is negli-
gible.

4 Schemes Secure Against CCA and ACCA

In order to achieve indistinguishability of a cryptogram with a random pair, we
employ a proper hash function (i.e., with collision resistance a and randomness
property) to hide k¢*1.

4.1 ERSA Encryption Scheme

This scheme is similar to our basic scheme, but it utilizes a hash function. The
scheme works as follows:

Initialization: An RSA system with public parameters (n,e), where n is the
RSA modulus and e is the encryption key. Let d be the decryption key and h be
a proper hash function.

Encryption: To encrypt a message 0 < m < n, select k €r Z%, and compute:
a=k* (modn), and b=h(k")xm (modn)
The cryptogram is (a, b).

Decryption: The recipient of the cryptogram (a, b) first computes k = a?, and
then retrieves the message, using
b

m = AlReTT) (mod n).
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Theorem 4. The ERSA encryption scheme is semantically secure against CCA.
Proof. See [15].

It is not difficult to show that a cryptogram in ERSA system looks like a ran-
domly chosen pair, since the first entry is a cryptogram of a random value in
the original RSA and thus is indistinguishable from a random value. The second
entry is the multiplication of the message, m, in the output of a hash function,
and therefore is random. Note that in a random pair, one cannot find any logical
relationship between two entries. While in ERSA system, there is a strong rela-
tionship between two entries of a cryptogram. This relationship, however, cannot
be utilized in order to distinguish a cryptogram from a random pair, except one
can solve the RSA problem. That is, we proved the following theorem.

Theorem 5. If RSA problem is intractable, then a cryptogram in the ERSA
system is indistinguishable from a random pair.

In spite of randomness characteristic of cryptograms in the ERSA system, the
scheme is not non-malleable.

Theorem 6. The FRSA scheme is not secure against ACCA.

Proof. Let (a,b) be a cryptogram for a message m, i.e., a=k® and b="h (kT xm,
for some random value k. One can ask for decryption of an innocent looking
cryptogram (a,r), where r = u x b = u x m x k**1, for some random value u. As
it can be seen, the modified cryptogram is a correct cryptogram for the message
m’ = u x m. Hence, after receiving m’, the original message m = m//u will be
retrieved.

4.2 ERSA-1 Encryption Scheme

In order to achieve security against ACCA, a common technique is to attach a
tag to the cryptogram.

Initialization: Consider an RSA system with public parameters (n, e¢) and the
secret key d. Let h be a proper hash function.

Encryption: To encrypt a message 0 < m < n, select k €r Z, and compute,
a=k° b=nhk")xm, and c=h(m|k).
where m||k denotes the concatenation of m and k. The cryptogram is (a, b, ¢).

Decryption: For this scheme we assume that the encryption algorithm is an
oracle that works in the following way.

1. It computes k = a® (mod n), and then retrieves the message, m, using
b/h(ketL).
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2. Tt outputs the message m if ¢ = h(ml|k), otherwise it returns ‘?’, denoting
that the cryptogram is not genuine.

As can be seen, any modification to the second entry of the cryptogram implies
some modification of the third entry, otherwise the encryption oracle will detect
the modification. However, the third entry is a hash function. Because of the
one-wayness property of the underlying hash function, it is intractable to know
the output without knowledge of the input. But the input to this hash function
is a concatenation of m and k. Hence, generating a good/acceptable cryptogram
implies knowledge of the message. That is, the plaintext awareness property,
which is equivalent to non-malleability is achieved.

Theorem 7. The ERSA-1 encryption scheme is semantically secure against
ACCA.

Note that in some systems, prior to the decryption process the cryptogram may
be examined to verify whether or not it satisfies any predetermined conditions.
This property is very useful, especially when the scheme is used by a group
instead of an individual (i.e., in society-oriented cryptographic applications —
see [18]).

4.3 ERSA-2 Encryption Scheme

Initialization: Consider an RSA system with public parameters (n,e). Let £
be the size of the plaintext and hi(.),ha(.) be two hash functions, such that
hi: Z, — {0,1}".

Encryption: To encrypt a message 0 < m < n, the sender chooses k €r 2
and computes:

a=k* (modn), b=m®h (kT modn), and c= hy(m|lk).
The cryptogram then is a triple (a, b, c).
Decryption: The recipient of the cryptogram first computes;
k=a? (modn), and m =b® hi(k*! mod n).
If ¢ = ha(m||k), then it outputs the message m; otherwise, it outputs ‘?’.

Theorem 8. The ERSA-2 encryption scheme is semantically secure against
adaptive chosen ciphertext attack.

Proof. See [15].
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4.4 Security

Security of ERSA, ERSA-1, and ERSA-2 encryption schemes (from the point
of view of semantical security and security against chosen ciphertext attacks)
can be demonstrated in the way of Pointcheval’s work, since these schemes are
similar to DRSA, DRSA-1, and DRSA-2 (we refer interested readers to [19]).
The substantial difference in the security of these two schemes, however, is that
our schemes are constructed over a problem that is proven to be equivalent to
the RSA problem, and we have not utilized any conjecture an/or any unproven
claim. That is, the security of our schemes is equivalent to the security of the
classical RSA system.

Note that in our basic scheme, the cryptogram (k¢, m x k¢*1) does not help an
opponent to learn any useful information about the message. That is, dividing the
second entry by the first entry and /or computing the greatest common divisors of
these two items gives absolutely no useful information to the opponent (indeed,
we have shown that the security of our basic scheme is equivalent to the security
of classical RSA system —see Theorem [2]).

5 Efficiency

In [15], it has been claimed that their scheme is the most efficient scheme to
date in this field. Here, we compare the efficiency of our schemes with their
work. Both schemes have similar structures and it is straightforward to compare
their efficiency. In [15], the sender and the receiver each needs to perform two
exponentiations. This is because calculation of k¢ and (k + 1)¢ must be done
by both the sender and the receiver. In our scheme, although the sender and
the receiver must compute k¢ and k°t!, the calculation of k¢! needs just one
multiplication (i.e., k¢t = k¢ x k).

Another efficiency factor in our schemes is that our schemes do not require
any constraint on the size of the public-key, e. However, in order to achieve
reasonable level of security in [I5], it has been conjectured that the chosen e
must be larger than 260,

Altogether, the efficiency of our scheme is comparable to the classical RSA
system. The sender needs to perform one exponentiation (to the size of the pub-
lic key), and the receiver also needs to perform one exponentiation (to the size
of the secret key) —with one or two extra multiplications and/or computing hash
functions.

Remark: Okamoto and Pointcheval [14] have presented the RSA-REACT, which
works as follows:

Initialization: Consider an RSA system with public parameters (n, ) and the
secret key d. Let h be a proper hash function, g be a random generator, and Sym
be a secure symmetric cryptosystem.



An Efficient Public Key Cryptosystem 313

Encryption: To encrypt a message m, select kK €r Z, and compute,
a=k% u=g(k), b=SymE,(m), and c= h(k||m]|lal|b).
The cryptogram is (a, b, ¢).

Decryption: They assume that the encryption algorithm is an oracle that works
in the following way.

1. It computes k = a? (mod n), and then retrieves u, using the generator g,
as u = g(k).

2. It uses the computed u as a decryption key for the predetermind symmetric
system Sym, in order to retrieve the message m, using m = SymD,,(b).

3. It outputs the message m if ¢ = h(k||m||a||b), otherwise it returns ‘?’, de-
noting that the cryptogram is not genuine.

Our observation is that, if m is a long message then (the RSA system is used
for key exchanging in a symmetric cryptosystem environment) the efficiency
of this scheme is comparable to the efficiency of our schemes (in our schemes,
m will plays the role of the key for symmteric scheme which is passed to the
other party, and then can be used to encrypt/decrypt a message/cryptogram).
Howevere, in case of short messages (i.e., 0 < m < n this scheme is less efficient
than our proposed schemes (set aside the assumption of having a secure random
generator and a secure symmetric cryptosystem).
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Abstract. We propose an effective approach for partial image encryp-
tion with pseudo random sequences (PRS). It is known that an image can
be considered as a combination of correlated and uncorrelated data as
well as most of the perceptual information are present in the correlated
data rather than the uncorrelated data. Hence, the amount of residual
intelligence present in an encrypted image depends on the correlated
data. It is, therefore, sufficient to encrypt the correlated data instead of
encrypting the entire image in order to speed up the entire operation.
From the perception point of view, the most significant bit (MSB) planes
have high adjacent correlation between the pixels whereas the least sig-
nificant bit (LSB) planes contain comparatively more uncorrelated data.
PRS with simple hardware like m-sequences and Gold sequences have
less correlation between the adjacent bits. These can therefore serve as a
good alternative for partially encrypting the MSB planes with low com-
plexity to provide security against casual listeners. It is observed from
the results that the new approach is able to reduce the residual intelli-
gence as would have been obtained by encrypting the entire image.

Keywords: Partial encryption, Residual intelligence, Pseudo random
sequence.

1 Introduction

In the present era, it is important to protect the information when it is passed
through an insecure channel. One way to provide such protection is to convert the
intelligible data into the unintelligible ones prior to transmission and such a pro-
cess of conversion with a key is called encryption [I]-[5]. Decryption is a reverse
process of the encryption. To protect the information from unauthorized users,
the key must be kept secret. Private and public key encryptions are two kinds
in cryptography. In symmetric or private key encryption [3]-[4], the encryption
and decryption processes are performed with the same key. But in asymmet-
ric or public key encryption [2], these operations are performed with different
keys. The entire security of the encryption technique depends on the key. Fur-
ther, the security needed may be against two types of attackers, namely, casual
listeners/observers or professional unauthorized recipients, termed as cryptan-
alysts. In the former case, the security is needed only in terms of hours while
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in the later it may be in terms of years. The duration roughly indicates the
amount of time that is needed to analyze the information available in unintelli-
gible form in the insecure channel without the knowledge of keys to derive the
underlying information. The scenario where security is needed against casual
listener/observer, the cryptographic structure should be as simple as possible in
order to reduce the cost.

Our proposed scheme is mainly concentrated towards the private key en-
cryption. Both symmetric and asymmetric key encryption provides nearly same
amount of security. Depending on the application either of the technique is pre-
ferred. In real time applications, where security needs to be provided against
casual listeners, the encryption of the entire image with classical techniques
[6]-[8] like advanced encryption standard (AES), or, international data encryp-
tion algorithm (IDEA) are not always advantageous due to high computational
complexity. Further, in multimedia applications classical techniques consume
enough computational time for encryption due to its bulk size. Partial encryp-
tion approach therefore outperforms the conventional ones when speed is the
main criteria. In partial encryption techniques usually the significant informa-
tion have to be encrypted and insignificant information remain non-encrypted.
Considerable amount of recent research papers have focused towards different
kinds of partial encryption techniques in image processing. Such partial encryp-
tion techniques, reported in the literature [9]-[I2], can be categorized into three
broad classes with the first one being encrypting only the AC-coefficients in dis-
crete cosine transform (DCT) domain. This technique, however, does not provide
sufficient security due to the perceptual information present in DC-coefficients
[9). The next method is to encrypt the first few significant coefficients or few
subbands in wavelet domain which becomes complex in selection of significant
coefficients, and, the last one is the encryption of selective bitplanes in the im-
age with classical algorithms with high computational complexity. We focus on
a partial encryption technique with pseudo random sequences which is less com-
putationally complex yet effective. To the best of our knowledge, no work has
been reported in the literature using the same technique till now.

Pseudo random sequences (PRS) [13]-[15] are simple to generate yet offer rea-
sonably considerable security and can be produced with linear feedback shift
registers in high speed. The PRS are widely used in communications due to
their randomness based on the properties of low cross correlations. Images usu-
ally have high correlation between the neighborhood pixels, demanding the need
of sequences which would possess low adjacent correlation properties to pro-
vide sufficient security. PRS with simple hardware like m-sequences and Gold
sequences therefore emerge as a good alternative for partially encrypting the
MSB planes. It can also be observed from the results that the new approach
provides is able to reduce the residual intelligence as would have been obtained
by encrypting the entire image.

The paper is organized as follows. In Section 2], we deal with the PRS, and in
particular, m-sequences and Gold sequences. Section [B] provides the main idea
behind the partial encryption techniques at length. The proposed scheme of



A Partial Image Encryption Method with Pseudo Random Sequences 317

s Pseudo random

sequence

C
0

(INITIAL SEED ( which is transmitted through secured channel )

Fig. 1. Block diagram of a m-sequence generator

partial encryption with PRS is introduced in Section @ Section [{] presents the
results and also briefs about the effectiveness of the proposed scheme. The paper
is concluded by summarizing the present work along with the scope of future
work in Section

2 Pseudo Random Sequences (PRS)

PRS are periodic sequences that contain the following noise like properties: (i)
balance property, (ii) single peak auto correlation function property, and, (iii)
run property. These three properties make PRS efficient for encryption. However,
due to the second property, adjacent bits’ correlation becomes considerably less,
thereby making the PRS more effective for image encryption when compared
with data encryption due to high adjacent correlation present in the images.

2.1 Maximal Length Sequences

The m-sequence generator is usually constructed with linear feedback shift reg-
isters (LFSR). The general structure of such a m-sequence generator is shown
in Fig. 1. The m-sequences are, by definition, the largest codes that can be gen-
erated by a given shift register or a delay element of given length. A m-sequence
generator contains n shift registers and is initiated with a starting seed, which is
usually transmitted through a secured channel for intended users only. The out-
puts of the shift registers are multiplied with the coefficients (C,,—1, Cp—a,. . .,C1,
Cp) of a primitive polynomial with respect to mod-2 operation. The resultant
output obtained by the modulo operation is then fed back to the first shift regis-
ter. The resultant output is called as m-sequence. Note that the periodicity of a
m-sequence generator is 2"~ !, which, in turn, means the length of the sequence
depends on the length of the LFSR. The primitive polynomial can be also be
found from the 2n length sequence. M-sequences contains the following two au-
tocorrelation values: 1 and —%. M-sequences produce the autocorrelation value
—% with even one bit delay, making the adjacent correlation value very low.
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Fig. 2. A typical Gold sequence generator

2.2 Gold Sequences

As shown in Fig. [2] the Gold sequences can be generated by the xor operation
of the two m-sequences. Note that with only a few chosen pairs of m-sequences
we can produce the Gold sequences which are called preferred pairs. The length
of the Gold sequences is also same as the individual m-sequence’s length. But it
provides more security compared to m-sequences. Gold sequences are very simple
to generate. Using two preferred m-sequence generators of degree n, with a fixed
non-zero seed in the first generator, 2" Gold codes are obtained by changing
the seed of the second generator from 0 to 2" — 1. Another Gold sequence can
be obtained by setting all zero to the first generator, which is the second m-
sequence itself. In total, 2™ +1 Gold codes are available. Consider an m-sequence
represented by a binary vector a of length N, and a second sequence a’ obtained
by sampling every ¢*" symbol of a. In other words, a’ = a[q], where ¢ is odd and
either ¢ = 2F +1 or ¢ = 22% — 2% 4 1. Two m-sequences a and @’ are called the
preferred pair if

n#0 (mod 4) (1)

ie, nisodd or n =2 (mod 4). The relation between n and k in such Gold
sequences follows the below stated property.

1 for n odd
ged(n, k) = {2 forn=2 (mod 4) (2)

Gold sequence autocorrelation R, (k) and cross correlation functions Ry, (k)
can be defined as

1 k=0
sz(k):{{_t(n) 1 W}k;«éo (3)

N ' N

R SUGIE SRS (@
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Fig. 4. Crosscorrelation function of Gold sequences

where

t(n)

[ 142050FY) for n odd
T 114205+ for i even

The auto and cross correlations for one/multiple typical Gold sequence(s) of
period 2'? — 1 are shown in Fig. Bl and Fig. @

3 Partial Encryption Techniques

In these schemes the significant and insignificant information is separated from
the image. The significant part of the image is to be encrypted and insignificant
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Fig. 5. Block diagram of partial encryption technique

part remains non-encrypted. After the encryption the significant and insignifi-
cant parts are combined before transmission. This encrypted image is transmit-
ted through an insecure channel to the receiver. At the receiver the encrypted
image is again decomposed into significant and insignificant components, the
decryption operation is performed only on significant part and then combined
to get original image. If the significant information is very less the public key
encryption techniques will be preferred or otherwise the private key techniques
are often used.

4 The Proposed Scheme

In the proposed scheme, the image is initially separated into correlated and
uncorrelated data by dividing it into first four MSB planes and last four LSB
planes. The correlated data (first four MB planes) are encrypted with the highly
uncorrelated PRS while keeping the uncorrelated data as unencrypted ones.
After the encryption of correlated data, it is combined with the remaining data
to form the final encrypted image. The block diagram of the proposed scheme
is shown in Fig. Bl In the present work we consider the first four MSB planes as
correlated data as it is seen that for reducing the residual intelligence as could
be obtained by encrypting the entire image, we need to encrypt a minimum of
these four bit planes. Here first we encrypt the MSB planes of the image with
the m-sequence generated by the pseudo random generator as shown in Fig. 1.
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(9 (h) @

Fig. 6. Decomposition of image. (a) Original image. (b)-(i) The bitplanes starting from
the MSB to LSB planes respectively.

4.1 Partial Encryption with Gold Sequences

M-sequences can be estimated if some part of the sequence is known. To over-
come this disadvantage, the length of LFSR should be large. Therefore, encryp-
tion with m-sequence trades off security against the length of the shift register.
One good alternative to overcome this problem is to use Gold sequences. With
four different auto correlation values, sometimes Gold sequences produce ad-
jacent correlation less than the m-sequence. Due to less adjacent correlation
Gold sequence offers more security and removes the redundancy better than m-
sequences. The adjacent correlation will be very high in first four MSB planes
compared to the remaining bitplanes. After the encryption, the correlation de-
creases very significantly and achieves nearly equal to the LSB planes.

5 Results and Discussions

The proposed scheme has been implemented in the Matlab with several test
images. Below are some results applied on the standard Peppers gray scale image.
The Fig. [0 shows the bit planes in the Peppers image. The most significant
bitplanes have high adjacent correlation between the bits and least significant
bitplanes have very less correlation. So they appear as noisy bitplanes.

5.1 Partial Encryption with M-Sequences

We can observe that the adjacent correlation is present in the first four bit-
planes in Fig. Gl Fig. [1 shows the partial encryption of image. The bit planes
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(9 (h) @

Fig. 7. Partial encryption with m-sequences. (a) Original image. (b, d, f, h) Bit planes
to be encrypted from the MSB plane. (c, e, g, i) Encrypted images using the combina-
tion of encrypted and remaining bit planes.

to be encrypted and encrypted images after combining the encrypted and un-
encrypted bit planes are shown in Fig. [l After the encryption of the first two
MSB planes the encrypted image appears as the noisy image. However, it is also
necessary to encrypt the third and fourth MSB planes because these planes have
some perceptual information. The resultant image doesn’t have the significant
information after the encryption of four MSB plane. Fig.[§ shows the decryption
process of the partial encryption. If the correlation is measured among the pixels
in the encrypted images, it will be found that, compared to original image, the
correlation decreases significantly. But the correlation among the pixels in the
image after the encryption of first four bitplanes is nearly same as that of the
encryption of all bitplanes.

5.2 Partial Encryption with Gold Sequences

Fig. [0 shows the original image, the bit planes to be encrypted and the en-
crypted images after combining the encrypted and unencrypted bit planes. The
encrypted image after encryption of first four bit planes has no perceptual infor-
mation. The redundancy reduces in the encrypted bitplanes and the encrypted
image appeared as a random noisy image. The decryption process of the partial
encryption with Gold sequences is shown in Fig. The adjacent correlation of
the encrypted bitplanes and encrypted images contains very less value compared
to the images encrypted with m-sequences.
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Fig. 8. Decryption of partial encryption with m-sequences. (a, ¢, e, g) Decrypted bit
planes from the MSB plane. (b, d, f, h) Decrypted images using the combination of
decrypted and the remaining bitplanes.

(9) (h) @

Fig. 9. Partial encryption with Gold sequences. (a) Original image. (b, d, f, h) Bit
planes to be encrypted from the MSB plane. (c, e, g, i) Encrypted images using the
combination of encrypted and remaining bitplanes.
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Fig. 10. Decryption of partial encryption with Gold sequences. (a, ¢, e, g) Decrypted
bit planes from the MSB bitplane. (b, d, f, h) Decrypted images using the combination
of decrypted and the remaining bitplanes.

6 Conclusions

A simple yet effective technique for partial image encryption is proposed. The
main idea stems from the fact that the most information in an image is present
in the correlated data. This information is converted into unintelligible form by
encrypting with the uncorrelated sequences. This paper has presented an ap-
proach for the partial encryption of image using pseudo random sequences with
simple hardware. From the results, it is observed that partial encryption method
achieves the same security with the improvement in processing speed. The per-
formance of the method mainly depends on the differentiation of correlated and
uncorrelated information in the image. Here we have treated the MSB planes as
correlated information. However, even in MSB planes sometimes uncorrelated
data are present. A better approach might reduce the computational time fur-
ther if proper importance is given for separating the correlated data in the image
considering the above point.
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Abstract. Most data embedding techniques proposed so far lead to
distortions in the original image. These distortions create problems in
some areas such as medical, astronomical, and military imagery. Lossless
data hiding is an exact restoration approach for recovering the original
image from the stego image. In this paper, we present a lossless data em-
bedding technique with a higher embedding capacity. We propose two
lossless data embedding methods; first, a part of the unusable groups U
are changed into the usable groups. Secondly, a discrimination function f
is modified to improve the embedding capacity. We provide experimental
results to demonstrate the effectiveness of our proposed algorithm.

Keywords: Lossless Data Hiding, High Capacity, Authentication, Re-
storation, Watermarking.

1 Introduction

Digital rights management (DRM) systems are built from several components
that allow setting efficient electronic commerce of intangible goods [I]. Water-
marking is the core technology and it is most closely associated with DRM [2].
The digital image has to be provided at the end point in digital form. It is always
possible to make illegal copies of digital images. In general, robust watermarks
are embedded in the host image such that owner of image is protected by his
copyright [3]. A copyright owner distributes his digital image with his invisible
watermark embedded in it. Watermarking systems can be classified according to
many different criteria. One of them is classified into visible and invisible ones.
Visible watermarks cause noticeable changes in the original image when they are
embedded, whereas invisible watermarks do not create any perceptible artifacts.
Invisible watermarks are divided into robust, fragile, and semi-fragile water-
marks. The objective of robust watermarks is to control access and to prevent
illegal copying of copyrighted image. It is an important application, especially
for digital image, because digital copies can be easily made, they are perfect re-
productions of the original, and they can easily and inexpensively be distributed
over the Internet with no quality degradation. In contrast, fragile watermarks
can be used to confirm authenticity of a digital content [4]. They can also be

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 326-[336] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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used in applications where it is important to figure out how the digital con-
tent was modified or which portion of it has been tampered with. Semi-fragile
watermarks [5]. are designed to survive standard transformations, such as lossy
compression, but they well become invalid if a major change has taken place [6]
In a point of view of data hiding, in most cases, the cover image will experience
some permanent distortion due to data hiding and cannot be inverted back to
the original image. In some application such as law enforcement and medical
image systems, it is desired to reverse the marked image back to the original
image after the hidden data are retrieved. We employ the lossless data hiding
to satisfy this requirement. In this paper, we present the authentication and the
restoration of image using lossless data embedding. We focus on high capacity
lossless data embedding. Fridrich et al. [7] and Honsinger et al. [9] used the
spread spectrum approach to add the information payload with the host signal.
The methods are robust to a wide range of distortions, but due to use of modulo
arithmetic, salt-and-pepper noise are introduced and the embedding capacity is
low. Goljan et al. [§] divided the image into disjoint groups (Regular, Singular,
and Unusable). The whole image is scanned and Regular-Singular groups are
checked whether there is a need to apply the flip operation while embedding
information. Though this method involves low and invertible distortions, the ca-
pacity is not very high. Our proposed algorithm is modify the above scheme [§]
to improve embedding capacity. The rest of the paper is structured as follows.
In the next Section, we introduce the general principle of lossless data hiding
and the problem of overflow and underflow and Section 3 presents the proposed
high capacity lossless data hiding method. In Section 4, simulation results are
shown and lastly, conclusions are given in Section 5.

2 The General Principle of Lossless Data Hiding and the
Problem of Overflow and Underflow

2.1 The General Principle of Lossless Data Hiding

Watermarking for valuable and sensitive images such as military and medical im-
age presents a major challenge to most of watermarking algorithms. Reversible
data embedding embeds invisible data into a digital image in a reversible fash-
ion. As a basic requirement, the quality degradation on the digital image after
data embedding should be low. Intriguing feature of reversible data embedding
is the reversibility, that is, when the digital image has been authenticated, one
can remove the embedded data to restore the original image. The motivation of
reversible data embedding is providing a distortion-free data embedding [10]. In
sensitive images such as military and medical image, every bit of information is
important. Reversible data embedding will provide the original image when the
digital image is authenticated. In scientific research, military, and some other
fields, the original media are very difficult and expensive to obtain. Therefore,
it is also desired to have the original media inverted back after the hidden data
are extracted. The marking techniques satisfying this requirement are referred
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to as reversible, lossless, distortion-free, or invertible data hiding techniques. We
prefer to use the term ”lossless data hiding.” Celik et al. [5] classified the lossless
watermarking techniques in two types. In the first type of algorithms a spread
spectrum signal corresponding to the information payload is superimposed on
the host signal during encoding. During decoding process, the payload is re-
moved from the watermarked image in the restoration step. The advantage of
these algorithms is the use of spread spectrum signal as payload and the in-
crease of the robustness. But the disadvantages are they create salt-and-pepper
artifacts in watermarked image due to modulo arithmetic, and offer very limited
capacity. In the second type of algorithms some features of the original image
are replaced or overwritten with the watermark payload. The original portions
of the image that will be replaced by watermark payload are compressed and
passed as a part of the embedded payload during embedding. During the decod-
ing process this compressed payload-part is extracted and decompressed. Thus
the original image is recovered by replacing the modified portions with these
decompressed original features. The advantage of second type of algorithms is
they do not suffer from salt-and-pepper artifacts. The disadvantages are they
are not as robust as the first type of algorithms, and the capacity, though higher
than the first type of algorithms, is still not good enough. However, algorithms
of the second type are better than the first type for content authentication where
fragility is more important than robustness. Our proposed algorithm belongs to
the second type, and we try to solve the problem that capacity is not enough.
In [11], lossless data hiding algorithms are classified into the three categories:
Those for fragile authentication, those for high embedding capacity, and those
for semifragile authentication. The first several lossless data hiding algorithms
developed at the early stage belong to the first category. In fact, the fragile au-
thentication does not need much data to be embedded in a cover image, so the
embedding capacity is relatively small, namely, the amount of embedding data
is rather limited. The second category of high embedding capacity needs much
larger capacity that those of the first category, however, the visual quality will
be deteriorated. Semifragile authentication allows some incidental modification,
say, compression within a reasonable extent. For the purpose of semifragile au-
thentication, lossless data hiding algorithms have to be robust to compression.
Our proposed algorithm belongs to the second one among the three categories.

2.2 The Problem of Overflow and Underflow

For a given image, after the embedding in image, it is possible to cause overflow
and underflow problem, which means the grayscale values of some pixels in the
embedded image may exceed the upper bound or the lower bound. In [9], using
modulo 256 addition can avoid overflow and underflow. For instance, for an 8-bit
gray image, its gray scale ranges from 0 to 255. The overflow refers to the gray
scale exceeding 255, whereas the underflow refers to below 0. It is clear that
either case will destroy losslessness. In [12], histogram modification is used to
prevent the overflow and underflow resulting in the perturbation of the bitplanes
of the integer wavelet transform (IWT) coefficients in data embedding. In [10],
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to avoid overflow and underflow, the algorithm only embeds data into the pixel
pairs that will not lead to overflow and underflow, so a two-dimensional binary
bookkeeping image is losslessly compressed and embedded as overhead. In gen-
eral, lossless data embedding algorithms are necessary an additional overhead to
avoid overflow and underflow. However, our proposed lossless data embedding
algorithm is not necessary any overheads, since embedding process of our algo-
rithm makes a change of pixel value within ranges from 0 to 255 for an 8-bit
gray scale.

3 High Capacity Lossless Data Hiding Algorithm

In this section, a high capacity lossless data hiding method is proposed. We
modify the conventional lossless data embedding method[8] to improve the em-
bedding capacity. In our proposed algorithm, we describe two lossless data em-
bedding techniques. In the first technique, a part of the unusable groups U is
changed into the usable groups. In the second method, discrimination function
f is modified to improve the embedding capacity.

3.1 Method 1

Let us assume that the original image is a grayscale image with M x Npixels
and with pixel values from the set P. For example, for an 8-bit grayscale image,
P =0,,255. First, we divide the image into disjoint block of n adjacent pixels G =
(X1, .y p), G = (x3,21,%4, T2, oy Tpn—1, T, Tn—3, Tn—2). In the G', for example
of n = 4, all pixels are divided by block of 4 pixels and are permutated with adja-
cent two pixels such like (x3, x4, 1, T2), (T7, T8, T5,26)s -y (Tn—1, Tny Trn—3, Tn—2)-
We define so called discrimination function f that assigns a real number
f(zx1,...,zy), to each pixel block G = (1, ..., x,) such like equation (1). The pur-
pose of this function is to capture the smoothness or "regularity” of the block of
pixels G.

n—1
f(xl,xg,...,a:n) = Z\xﬂ_l —l‘i| (1)

i=1
We use the discrimination function to classify the type of block. The type of
block is classified into three different categories; Regular, Singular, and Unusable
block. Finally, we define an invertible operation called ”flipping” F'. Flipping is
a permutation of gray levels that entirely consists of two-cycles. Thus, F' will
have the property that F'(F(z)) = x. An example of the invertible operation F'
can be the permutation between 0 and 1, 2 and 3, 4 and 5, and so on. Another
example is the permutation between 0 and 2, 1 and 3, 4 and 6, and so on. The
amplitude of the latter flipping is stronger than the former. The amplitude A
of the flipping permutation F' is defined as the average change of x under the

application of F":

1
A:WZ‘JJ—F(Z‘)‘ (2)

zEP
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We use the discrimination function f and the flipping operation F' to define
three types of pixel blocks:

Regular blocks: G € R< f(F(Q)) > f(G)
Singular blocks: G € S & f(F(Q)) < f(G)
Unusable blocks: G € U < f(F(G)) = f(GQ)

For the unusable blocks U, we reclassify U blocks into Regular blocks and
Singular blocks again to improve the embedding capacity

Regular blocks: G’ € R< f(F(G)) > f(G)
Singular blocks: G’ € S < f(F(G")) < f(G")
Unusable blocks: G’ € U & f(F(G')) = f(G")

The R and S groups are flipped into each other under the flipping operation
F, while the unusable groups U do not change their status, F'(R) = S, F(S) =
R,andF(U) = U. As a data embedding method, by assigning binary 1 and 0 to R
and S blocks respectively, 1 bit can be embedded into each R or S block. The U
block is skipped. The algorithm losslessly compresses the RS-vector C' as an over-
head for bookkeeping usage in reconstruction of the original image late. If the bit
to be embedded does not match the type of block under consideration, the flipping
operation F'is applied to the block to obtain a match. We take the compressed RS-
vector C, append the message bits to it, and embed the resulting bit-stream in the
image. We use a theoretical estimate Cap’ for the real capacity [8].

NR NS
Cap’ = Ng + Ns + Nrl — | + Nl —_
ap R S R108 Ngr + Ng 08 Ngr + Ng

For data extraction, the algorithm scans the marked image in the same manner
as in the data embedding. From the resultant RS-vector, the embedded data
can be extracted. The overhead portion well be used to reconstruct the original
image, the remaining portion is the payload. Figure 1 shows embedding process
of method 1.

3.2 Method 2

We only describe the difference from the method 1. The discrimination function
f is used to capture the smoothness or "regularity” of the block. In the method
2, we changed a discrimination function to be used in the method 2 as shown in
equation (3).

MxN/64—1 64/n—1 n—1

Fl@n, e, tasn) = Y S0 Imeariajrivr — Toariajril - (3)
k=0 j=0 =1

As shown in (3) discrimination function f’ accumulates the value from the next
64 blocks. In general, the numbers of R and S type are larger than those of U
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Fig. 1. Embedding process of method 1

type in regular image. Similarly the number of R type is larger than that of S
type. The U type of block can change the R and S type using (3). Because the
number of R and S type of block are larger than those of U type in generally,
in order to continue this condition, we use accumulating of value of blocks. The
increasing of R and S type can improve the capacity. In the method 1, the
blocks are classified into three categories R, S, and U. Then the U blocks are
reclassified into three categories R, S, and U again to improve the embedding
capacity. But in the method 2, the U blocks are not classified again. We used
original three block types. The remaining is same as method 1. Figure 2 shows
embedding process of method 2.
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Fig. 2. Embedding process of method 2

4 Experimental Result and Discussions

In this section, we present the experimental results of the proposed algorithm
and then compare the results with other algorithms. We apply the proposed
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Fig. 3. Fig. 3. Test images (256256) (a) Lena, (b) Baboon, (c) Airplane, (d) Fish-
ingboat, (e) Goldhill, (f) Barbara, (g) Opera, (h) Peppers, (i) Pills, (j) Pentagon, (k)
Watch, (1) Newyork
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method to various standard grayscale test images, including ”Lena”, ” Pepper”,
"Baboon”, " Airplane”, ”Fishingboat”, ” Goldhill”, ”Barbara”, ” Opera”, ” Pep-
pers”, ”Pills”, " Pentagon”, " Watch”, and ” Newyork” as shown in Fig. 3. We use

grayscale 256 x 256 pixel images with 8-bit grayscale levels per pixel. We have
used JBIG for compression.

Table 1. Estimated capacity Cap’ for test images (Method 1)

Test image name Estimated capacity Cap’ for amplitude a=1,...,7
(256 256) 1 2 3 1 5 6 7
Lena 1211 4068 5870 7408 8099 9272 4869
Baboon 120 337 701 985 1322 1822 2276
Airplane 1032 2501 3540 3875 4102 4107 4172
Fishingboat 494 1306 2076 2738 3325 3799 4060
Goldhill 203 690 1370 1993 2694 3339 3828
Barbara 189 667 1062 1618 1894 2392 2493
Opera 690 1828 2912 3570 3934 4308 4731
Pepper 666 2142 3322 4251 5181 5418 5852
Pills 223 830 1533 2237 2997 3412 3908
Pentagon 189 634 1355 2003 2512 3136 3812
Watch 1000 1764 2193 2507 2759 2729 2936
Newyork 52 199 358 624  Th4 1067 1355
Average Cap’/MxN| 1.71% 3.14% 4.36% 5.32% 6.05% 6.71% 6.62%
Average PSNR(dB)| 52.95 46.46 42.66 39.98 37.9 36.23 34.92

Table 2. Estimated capacity Cap’ for test images (Method 2)

Test image name Estimated capacity Cap’ for amplitude a=1,...,7
(256 % 256) 1 2 3 4 5 6 7
Lena 3944 7670 9618 11266 11938 12380 12086
Baboon 989 2004 3776 5032 6150 7161 8374
Airplane 4519 7197 8755 9731 10663 11142 11158
Fishingboat 2340 5343 7080 9427 10642 11190 11609
Goldhill 1197 3491 5411 7050 8612 10150 11374
Barbara 1008 3268 4405 5901 6357 7375 7895
Opera 3459 6746 9331 10607 11751 11812 11796
Pepper 4342 8543 10852 12081 12994 13400 13470
Pills 2265 5193 7800 9699 11304 11671 12304
Pentagon 1377 3980 6811 8286 9988 10609 11681
Watch 4516 6531 8402 9464 9681 9704 10290
Newyork 274 905 1618 2839 3362 4384 5095
Average Cap’ /MxN| 3.84% 7.74% 10.66% 12.89% 14.42% 15.38% 16.17%
Average PSNR(dB)| 49.51 43.63 40.19 37.72 35.79 34.19 3291
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4.1 Experimental Results

Table 1 and Table 2 show the experimental results we have obtained in the pro-
posed method 1 and method 2 respectively. These results show that the proposed
algorithm offers lossless data hiding with higher capacity and imperceptible

artifacts.

Table 3. Estimated capacity Cap’ for test images ([8])

Test image name Estimated capacity Cap’ for amplitude a=1,...,7
(256x 256) 1 2 3 4 5 6 7
Lena 865 2480 3414 4144 4497 5085 5342
Baboon 157 390 850 1084 1472 2011 2485
Airplane 1257 2913 3915 4280 4436 4419 4464
Fishingboat 584 1494 2320 3027 3639 4012 4327
Goldhill 237 776 1501 2152 2918 3574 4069
Barbara 227 795 1226 1795 2092 2594 2703
Opera 842 2070 3235 3897 4246 4596 4960
Pepper 1430 2688 3972 4955 5822 5989 6404
Pills 349 1070 1932 2677 3503 3945 4464
Pentagon 239 754 1567 2251 2834 3479 4174
Watch 1171 1951 2405 2774 3004 2989 3109
Newyork 62 234 391 697 823 1144 1486
Average Cap’/MxN| 0.94% 2.24% 3.39% 4.28% 4.99% 5.57% 6.10%
Average PSNR(dB)| 49.46 43.54 39.99 37.51 35.6 34.03 32.66

Table 4. Comparing capacity and PSNR offered by [8]

and the proposed algorithm

(a=1,2)
Test image name Estimated capacity Cap’ for amplitude a=1,2

(256% 256) a=1 a=2
8] Method 1 | Method 2 8] Method 1 | Method 2
Lena 865 1211 3944 2480 4068 7670
Baboon 157 120 989 390 337 2004
Airplane 1257 1023 4519 2913 2501 7197
Fishingboat 584 494 2340 1494 1306 5343
Goldhill 237 203 1197 776 690 3491
Barbara 227 189 1008 795 667 3268
Opera 842 690 3459 2070 1828 6746
Pepper 1430 666 4342 2688 2142 8543
Pills 349 223 2265 1070 830 5193
Pentagon 239 189 1377 754 634 3980
Watch 1171 1000 4516 1951 1764 6531
Newyork 62 52 274 234 199 905
Average Cap’ /MxN 0.94% 1.71% 3.84% 2.24% 3.14% 7.74%
Average PSNR(dB) 49.46 52.95 49.51 43.54 46.46 43.63
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4.2 Comparison with Other Algorithms

Table 3 shows the experimental results of [8]. Table 4, 5, and 6 are comparing
capacity and PSNR offered by [8] and the proposed algorithm. The method [8]
divides pixels into R, S, and U blocks. U blocks are not use. On the other

Table 5. Comparing capacity and PSNR offered by [8] and the proposed algorithm

(a=3,4)

Test image name

Estimated capacity Cap’ for amplitude a=3,4

(256% 256) a=3 a=4
8] Method 1 | Method 2 8] Method 1 | Method 2
Lena 3414 5870 9618 4144 7408 11266
Baboon 850 701 3776 1084 985 5032
Airplane 3915 3540 8755 4280 3875 9731
Fishingboat 2320 2076 7080 3027 2738 9427
Goldhill 1501 1370 5411 2152 1993 7050
Barbara 1226 1062 4405 1795 1618 5901
Opera 3235 2912 9331 3897 3570 10607
Pepper 3972 3322 10582 4955 4251 12081
Pills 1932 1533 7800 2677 2237 9699
Pentagon 1567 1355 6811 2251 2003 8286
Watch 2405 2193 8402 2774 2507 9464
Newyork 391 358 1618 697 624 2839
Average Cap’ /MxN 3.39% 4.36% 10.66% 4.28% 5.32% 12.89%
Average PSNR(dB) 39.99 42.66 40.19 37.51 39.98 37.72

Table 6. Comparing capacity and PSNR offered by [8] and the proposed algorithm

(a=5,6)

Test image name

Estimated capacity Cap’ for amplitude a=5,6

(256% 256) a=>5 a=6
8] Method 1 | Method 2 8] Method 1 | Method 2
Lena 4497 8099 11938 5085 9272 12380
Baboon 1472 1322 6150 2011 1828 7161
Airplane 4436 4102 10663 4419 4107 11142
Fishingboat 3639 3325 10642 4012 3799 11190
Goldhill 2918 2694 8612 3574 3339 10150
Barbara 2092 1894 6357 2594 2392 7375
Opera 4246 3934 11751 4596 4308 11812
Pepper 5822 5181 12994 5989 5418 13400
Pills 3503 2997 11304 3945 3412 11671
Pentagon 2834 2512 9988 3479 3136 10609
Watch 3004 2759 9681 2989 2729 9704
Newyork 823 754 3362 1144 1067 4384
Average Cap’ /MxN 4.99% 6.05% 14.42% 5.57% 6.71% 15.38%
Average PSNR(dB) 35.6 37.9 35.79 34.03 36.23 34.19
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hand, our proposed method uses the part of U blocks to embed the data. Hence,
the experimental results prove that our proposed algorithm is better, since it
gives higher capacity for almost all images and fair PSNR value is good. The
capacity of both proposed methods is more improve than [8]. Method 2 using
accumulating value of blocks is more improve than Method 1.
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Abstract. The threat of loss of privacy of data due to the theft of hard
disks requires that the data in hard disks is protected by means of encryp-
tion. In this paper we propose an implementation of a disk-driver-based
sector level encryption for windows platforms. The implementation pro-
vides for strong security to the data at the sector-level, independent of
the mounted file-system. The encryption of data is done at the granular-
ity of partitions, leaving aside the boot partition, thus not affecting sys-
tem boot-up process. Adapting a scheme proposed in the literature, the
initialization vector is kept different for different sectors and is changed
every time the sector is written into. The complete implementation is
tested and evaluated using standard benchmark suites. The paper ends
with a discussion on the usability of the implementation and future di-
rections of its development.

Keywords: Storage security, Disk encryption, Initialization vector,
Storage data encryption/decryption, and Sector-level encryption.

1 Introduction

This paper addresses the threat of loss of privacy due to theft or capture of
computer hard disks, and of a solution for securing the hard disk data at rest by
means of on-line encryption on a Windows system. Perhaps the typical method
to provide encryption of the contents in the hard disk is to use a solution pre-
sented in [1], which allows users to select the files or directories for encryption.
This solution however, is quite inconvenient for the users, as it requires them to
encrypt and decrypt the files manually and often periodically [2]. Again, more
user interactions mean more exposure of the data and files meant to be secure
may be left plain in the hard disk while the user is working on it.

Another option is encrypting at the file system level, as is done for example
by Cryptographic File System (CFS) [3] and Transparent Cryptographic File
System (TCFS) [4] in Linux, and Encrypting File System (EFS) [5] in Win-
dows platforms. The choice of directory/file to be protected is with the user as
also is the management of encryption keys. The granularity is as good as in the
manual encryption system. The only drawback of this approach is the complexity
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involved in its implementation. File systems have a complex programming inter-
face to the operating system, quite often causing compatibility and version skew
issues [9]. Also this approach would require addressing memory management and
the cache management as the New Technology File System (NTFS) is tightly
integrated with the above two. Migration of the solution from one version of the
O/S and its kernel to other versions would be difficult and time consuming.

Another approach is to employ StegFS [6], which along with steganography
uses encryption. Although StegF'S achieves plausible deniability of data’s exis-
tence, the performance degradation is a factor of 6 to 196, making it impractical
for most applications [7].

A disk driver-based approach helps in avoiding the problems of the above
approaches. It addresses the problem at the level of raw partitions. It is cer-
tainly safer than the user level encryption approach. It also provides mandatory
security, while avoiding the complexity of the file system-based approach. The
development of the driver for encryption is not only simple but the approach is
also quite elegant and all encompassing. This simplicity and elegance is possible
because in a windows system the drivers are layered in a form of stack, each
functioning in a modular way. In case of systems having just a single user ac-
count such as personal desktops, full disk encryption is considered to be safer
than file level encryption.

There are several implementations of disk encryptions for Linux systems. Some
of the commonly used ones are [8], [9], [10]. Our endeavour has been to develop a
solution for Windows systems. When the development work started, there were
no commercial or open source solutions. Therefore, we chose to develop and eval-
uate an independent solution based on the disk driver approach. Though there
is a recent commercial product for hard disk security of Windows systems [11],
technical details regarding implementation and evaluation are, of course, not
available. The approach reported here balances ease of usage, security and per-
formance for a typical windows systems user. In particular, the implementation
is suited for a situation, where only a subset of the hard disk data, categorized
as sensitive, needs protection. It is a standard guideline to change the initializa-
tion vector for every sector as frequently as possible. This guideline is followed
in the implementation reported here with the help of a scheme proposed in the
literature. In the following sections, this paper explains the standard approach
for disk level encryption, fills in the operational requirements, and reports about
an implementation and its evaluation.

2 Disk Driver-Based Approach

The disk driver-based encryption scheme targets the raw partitions. To explain
it briefly, the driver for the file system takes control from the application, does
the required processing, such as parsing the filename, finding the physical loca-
tion of file on the hard disk and creating the necessary buffers. It then passes
the file to the drivers below it in the stack. The request is parsed and processed
through a chain of drivers, until it reaches the driver at the bottom of the stack.
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The read and write requests passing between the file system driver and the disk
driver can be intercepted by inserting another driver written for the purpose
of encryption, in between these two drivers. This driver for encryption, having
gotten the control of the data passing between these two levels can do the en-
cryption and decryption on-the-fly.

Since file systems access the hard disk at the granularity of the sector, i.e. 512
bytes, each sector is read and written independently of the other sectors. This
approach not only hides the file system names, their sizes, directory structure,
and modification dates, but also provides flexibility with regard to the type of
file system being used, and the way the file system stores data on the disk. En-
cryption of the data is done irrespective of the disk compression and caching
schemes being used. The enciphering transform here acts on 512 bytes of data
under the control of a secret key and a known tweak or initialization value. It
also acts on the data of the sector for bringing variability in the cipher text
across time [12]. It can be implemented as a mode of operation for any block
cipher encryption scheme e.g. Advanced Encryption Standard, AES algorithm.
The cipher text has the same length as the plain text.

Encrypting the entire hard disk entails a lot of time in the decryption of the
system files during the boot up phase. Further, in a typical system, most of the
data may not be categorized as secret or sensitive. In these cases encrypting the
complete hard disk is unwarranted. Unless required otherwise, the best option
for a windows/Linux system is to have a single encrypted partition and to keep
all sensitive data in that partition. In the following three sub-sections, we dis-
cuss the implementation details, key management issues and the cryptographic
implementation of the disk driver-based approach of disk data security.

2.1 Details of Implementation

The scheme proposed here is to insert a filter crypto disk driver between the
file system driver and the disk driver of that partition. This allows the user to
carry on with his work in other (plain) partitions without the added overhead
of ciphering. Any request coming from the user space to the encrypted partition
will now have to pass through the crypto filter driver. The driver will then have
access to the data being read or written. Thus, the data being read, while coming
up will be decrypted by the driver, and the data being written, while going to
the hard disk, will be encrypted by it. Since the data being read is decrypted
only before coming into the application space, the sensitive data is always in
encrypted form in the hard disk.

The only requirement for the data residing in the encrypted partition alias
drive to be read properly is for the key to be provided beforehand. Failing to
do so will render the drive unreadable and unrecognizable by the Windows file
system. A diagrammatic representation of the working of the system is shown
in Fig. 1

As shown in the Fig. 1, the data going to the other drives (partitions) in the
system will reside on the hard disk in plain form.
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Fig. 1. Schematic flow of encrypted and plain data. The filled boxes and the dashed
lines show the path of encrypted data.

2.2 Encryption and Decryption Processes

As the smallest unit of data storage on the hard disk is of size 512 bytes, i.e.
one sector, the encryption has to be done per sector, independent of the other
sectors. This has the advantage of preventing corruption of any sector from in-
fluencing the sectors lying adjacent to it.

Since, its possible for data in two different sectors to be the same sometimes,
using the same key will lead to same cipher texts. In order to bring in variability
between two sectors having the same content, we use a known tweak value as
pre-encryption whitening. The data in the plain text is first XORed with the
tweak, i.e. the sector address in the hard disk, and then encrypted with the key
in order to thwart position-based attacks.

The fixed size of sectors in hard disks makes adding extra data difficult, which
in turn prevents traditional integrity checking using standard message authenti-
cation codes (MACs). Thus, Cipher Block Chaining (CBC) will have to be used
as the encryption mode. Since CBC creates interdependence between blocks, we
can use this to ensure that none of the plaintext bits that were input into the
encryption have been changed, thus providing indirect means of integrity check-
ing. However, sectors encrypted in this way are said to be malleable. An attacker
can indirectly control unencrypted data by altering the cipher text.
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These two issues, i.e. of position-based attacks and malleability of data have
been tackled partially, by using parallelizable enciphering mode [13], tweakable
block ciphers [14] and the draft proposal on tweakable wide-block encryption
given by Shai Halevi [12]. Our implementation is based on the ideas of these
three papers. Thus, the approach reported here, keeping in mind the sector-
address dependent encryption and CBC, is to divide a sector into 32 blocks of
16 bytes each.

P = (P, Ps.. Ps) (1)

C = (C},Cy..,Cs) (2)

Here, P and C denote the plaintext and the cipher text blocks respectively. The
sector address or the logical block address, also called tweak, is denoted as T.
Let the key be denoted by K, the block-encryption procedure by Fk, and the
block-decryption procedure by Dp. To encrypt a sector, get the sector address
T and XOR it with all but first plain text blocks of the sector. We get the
initialization vector (IV) for the first block using Eq. 3.

w=rT@r.PrE. P r (3)

Now, IV is XORed with P; and then encrypted with a block encryption algo-
rithm such as the AES. Next, Py is XORed with C; and the result is encrypted
to obtain Cs and so on. Fig. 2(below) illustrates the procedure.

Py PZ‘L P31.], P3p
—{E Eg | 1-——> —3E E
K K K K
L ] l
Cl‘nf Cz‘n’ ) G 31 c3zl

Fig.2. The above figure illustrates the encryption procedure for a sector of 512 bytes
each. The IV as calculated in eq.3 is used as the tweak for the first block, then C4
is used as the tweak for the next block, and so on. Fx denotes the block encryption
routine.

For decrypting the cipher text of the sector, divide the cipher text sector into
32 blocks of 16 bytes each (eq. 2). We start from the last block, using C,_1
as the tweak value for it. After decrypting the last block, that is, C,, we XOR
the resulting value with the tweak, C),_1 to obtain P, . Proceeding in a similar
manner until we have done with the last but one block, the final tweak value
is taken as IV (eq.3) and the same procedure is repeated. The Fig. 3 below
explains the decryption procedure.
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Fig. 3. The figure illustrates the decryption procedure for a sector of 512 bytes each.
The decryption is done in a manner exactly in reverse to the encryption procedure.
C'32 is decrypted with the block algorithm and the result is XORed with C31 to obtain
Ps2. The procedure is same for all the blocks except that IV is used for XORing for
the first block.

2.3 Key Management Issues

In encrypted communications, the well-known key management process involves
creating, using and then destroying a key. If a key is lost or compromised, the
solution is to create or agree on a new key and continue operations. Since the old
key was for the previous but completed communications, this isn’t a serious issue.
The old keys need not be stored for more than a small window of time. With
storage, however, one has to retain the encryption keys for longer durations.
This is due to the fact that the time of next access of an encrypted piece of data
cannot be predicted easily.

One approach for key management is to divide a partition into several zones
and have a separate key for each zone. Thus, if a key is lost, then the loss of data is
limited to that particular zone. But then the storage, access and administration
of the keys become a big problem. Also, the performance overheads for searching
the relevant key for the zone might add up increasing the disk I/O.

Using a single key for the whole disk or a partition of a disk and deriving
different keys for different zones/sectors is an unsolved problem and is an open
area for research [15]. Some work is being done in the field to standardize the key
back up format, but it still is in draft form [16]. The implementation reported
here uses a single key that is common for all sectors of the partition, and changes
it after a suitable interval of time, selectable by the user. The storage of key
involves another problem. Storing it on the hard disk itself means increasing the
chances of it being stolen easily along with the data. The better option is to
store the key in an external token like a smart card or a thumb-drive. This token
can be used once to load the key into the system memory, and then be removed
from the system and be physically secured.

Since the encryption engine is a driver that comes up at the system boot up
time, the key has to be loaded into the memory before the driver gets loaded.
This entails making the token bootable, so that the key can be loaded into the
memory before the driver comes up. The driver will read the key into its own
process space, and lock it. Since, the key should not be at any period of time
written onto the hard disk, it is locked by the driver in the non-pageable area of
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the memory. So there is no possibility of the key being written to the disk even
temporarily, since the page containing it will never be swapped out.

The key is loaded into the memory with the help of the boot image file. The
file is inside an external token such as thumb-drive or a smart card. The system
should be booted with this device. If the token contains the correct image file,
the correct key will be loaded into the system, and the metadata of the partition
will be decrypted correctly. But if the file is incorrect, the key loaded will be
incorrect; the metadata will be decrypted incorrectly, and the partition will not
be accessible at all.

Authenticating a key requires comparing the entered key, or passphrase, or
its MAC, against some authentic data, which is again to be stored somewhere
on the hard disk or on the token. Since the operating system files are not being
encrypted, we can let the user enter the passphrase to decrypt the contents of
the token. If the passphrase is incorrect, the key will fail to load. And if the pass
phrase is correct but an incorrect token device is being used, the ’key’ will be
loaded, but the file system will fail to mount on the partition. Thus, during the
key load phase, the requirement to access the data in the partition is to know
the pass phrase and to have the key token.

For changing the key, the token containing the new key is inserted into the slot,
and the partition is read in blocks of integral number of sectors with the old key
(amounts to decryption) and written with the new key (amounts to encryption).
To have a better performance, the number of sectors in a single read could be
increased, but this could lead to slowing of other processes running in the system.

3 Performance Evaluation

The performance of the driver varies widely with the type of usage it is being
subjected to. It works with almost imperceptible change in the rate of data flow
with the personal desktop stations being used for usual development, multime-
dia and word processing sort of tasks. It works well with database and client
server environment too, given that the database and server applications are not
installed in the encrypted drive. As long as the drive contains only the data to
be accessed, the system as a whole gives acceptable working performance.

Since the windows file system is tightly coupled with several modules, like
memory manager, cache manager, I/O manager and several others, the work-
ing of the driver also depends on the amount of memory available to the sys-
tem. As the driver resides almost at the bottom layer of the driver stack, the
read/write requests reaching it are almost always at the dispatch level [17].
This brings in the need for providing critical section environment for the code
executing in these routines in the form of spin-locks. Putting the read/write
(decryption/encryption) code inside the critical region ensures that while the
enciphering is going on, no other thread of execution will interfere with the data
being processed by it. The data, which the driver is working upon for cipher-
ing, is locked in the non-pageable area of the driver during the course of the
encryption.
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The above two aspects of implementation put the other processes, trying to
access the driver on hold until the spin-lock becomes free. Also a portion of the
nonpageable memory, which is a critical resource, is tied down. This, in turn
increases the number of page faults and swapping, which further leads to more
I/0O seeks.

The cipher algorithm used for the performance evaluation is AES with 128 bit
keys. The AES runs fastest with the key size of 128 bits [18]; therefore, the driver
was not tested with other key sizes. The system used for testing was Microsoft
Windows Server 2000 5.00.2195 SP3, running on Intel Pentium 4 CPU 2.66 GHz.
The system RAM was of size 1 GB. The hard disk size was 40 GB with ATA
interface.

3.1 Nbench

This tool is a benchmarking program for measuring CPU speed for both, integer
and floating point operations, main memory speed and disk read and write speeds
in MB/sec [19]. The tests were run for 20 threads of execution.

The tool is used here for disk read and write speeds, i.e. the I/O throughput
for a file written and read sequentially, from the beginning to the end. The disk
seek and rotation times are not being measured. The file is created with the
attribute FILE_NO_BUFFERING, so that the OS will not cache the file, and
all I/0O will go directly between the application buffer and the disk. Thus, there
should be no misleading speedup from OS caching, even if the file is quite small.

As seen in Fig. 4 (below), for both the runs, the amount of data read for the
encrypted drive is on the average 3.014% less then for read requests and 4.89%
less for the write requests.

0.6 ' R
Elst run [2312nd run

0.5 1
0.4 1

0.3 1

MBE/s

0.2 1

0.1 1

Mormal R Enc R Mormal w Enc W

Fig. 4. Results of the benchmark Nbench. The results are depicted in four pairs of bars.
Each pair showing the outcome of two runs, the first and second. The first two pairs
compare the outcome of running the tests on plain and encrypted drive for disk reads,
and the second two pairs compare the results for disk writes. Clearly the overheads are
marginal.
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3.2 Postmark

This tool tests the workstations mainly as file-servers, where the sizes of the files
are quite small but the number of files is large [20]. At any given time files are
being rapidly created, read, written or deleted all over the disk drives. This tool
is designed to create a large pool of continually changing files and to measure
the transaction rates. The tool was configured to run for four different settings,
namely, 500 transactions on 500 files, 50000 transactions on 1000 files and 20000
files, and 100000 transactions on 20000 files. The file sizes range between 500
bytes to 9.766 Kilobytes. Unix file buffered I/O is used with block size being
read at a time being equivalent to a sector size, i.e. 512 bytes.

% Incin txn, time in
the encrypted drive

585 ' 10&500 | 200&500  Z00&1000

Files and transactions (in 100s)

Fig. 5. Results of the benchmark Postmark. The bars show the percentage excess time
taken by the encrypted drive as compared to the plain drive.

As seen in the Fig. 5 (above), the encrypted disk takes 13.31% more for a small
number of transactions (500) on a small number of files. But as we increase the
number of files the difference gradually decreases and finally starts increasing
again.

We can easily conclude that the driver performs optimally for a certain range,
below and above which, it starts taking more time as compared to normal reads
and writes.

3.3 IOMeter

IOMeter is a Disk IO benchmark available from Intel [21]. It measures the data
transfer rates under a controlled environment. This test was run with completely
random requests each for block size of 2 KB, 8 KB and 16 KB. The request
sizes are distributed as 67% read and 33% write. The test load ran for 1-256
outstanding 1/0O requests.

The tool has a ramp-up period of 30 seconds in order to avoid transient
effects.The test was run for duration of fifteen minutes, and was repeated three
times.
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Fig. 6 (below) shows, the difference between the system performance working
on the encrypted and plain driver in terms of data transfer rates (MB/s), number
of transactions (IO/s) and the CPU utilization. We can see that as block-size
is increased, the encrypted partition deteriorates in performance. However, the
CPU utilization increases significantly with the increase in data block.

Percentage difference

MB/s I0/s CPU Uil

Fig. 6. Results of the benchmark IOMeter. The test shows the excess amounts in terms
of data transferred, IO operations and CPU Utilizations for the encrypted partition
case.

4 Discussion on Usability

Having too rigorous an implementation of security often forces a user to cir-
cumvent or ignore it entirely. Too simple a system may not provide any good
security at all [2]. A very good and strong crypto implementation, bug-free code,
rigorously proven protocols do not often guarantee security if the user forgets to
click on the encrypt button. This is a drawback, which comes with the user-space
implementations. Relying on the user to use the protocol correctly becomes an
added burden of maintaining security. The problem of remembering the keys,
choosing the new keys might make the user forego the whole procedure alto-
gether.

Storing the keys on an external media after encryption using a passpharase,
reading the keys once at the boot time giving the passphrase, removing the key
media and then physically securing the key token removes a lot of burden from
the user while he is using the system. In a server class system the administra-
tor can handle these boot time responsibilities leaving the user to his/her own
specific tasks.

Another issue in encrypted storage is that most of the storage security im-
plementations require an empty partition to be created first and then some
formatting. After this the user can move his data to that particular partition.
There should be a provision for keeping the older data intact in place and still
encrypt the drive. Also the older data should not be anywhere else temporarily,
unless that area is cleanly wiped out after the data has been moved back. The
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proposed approach of encrypting the complete windows partition requires no
shifting of older data.

Usually application installation in windows is quite an easy job. A simple click
on an EXE file and then following step-by-step instructions are quite enough for
a quick installation. So, the installation is not an issue in a windows system other
than formatting the drive, for which two options are given to the user. If the drive
is empty, then a quick Windows format can be done. Else a complete encryption
of the partition has to be done, which will consume some time depending on the
size of the partition.

5 Conclusion

For single application type of workloads such as a server, I/O is the limiting fac-
tor, but the encryption operations lie along a critical path in the I/O subsystem.
Since I/O operations cannot complete until the encryption/decryption is done,
encryption negatively impacts performance in some cases.

Secondly caches greatly impact the workload by significantly changing the
amount of data to be decrypted.

The disk-based encryption is a better method to provide storage security as
compared to file system-based security if no other features corresponding to the
file-system are to be provided. This method not only demands an easier develop-
mental effort, but also is more stable in terms of different versions of Windows.
Also, this approach covers the issue of raw partitions as well.

The present implementation is based on a simple approach to key manage-
ment. It leaves out the case of data retrieval in case of key loss and having
different keys for different sectors/zones without a great impact on performance.
The integrity checking of data is left to the NTFS.

The implementation is independent of the underlying hardware interface.
Hence, though tested on ATA hard disks, this solution would work for SCSI
hard disks as well. However, its compatibility with USB enabled disks remains
to be examined. Adapting this solution for a network server [22], and transmit-
ting the encrypted disk data securely over the wire is another task for the future.
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1 Introduction

Two-dimensional contingency tables are central products of many information
organizations such as statistical agencies, census bureaus, and health insurance
information agencies. In a contingency table, any sensitive information about in-
dividuals must be protected, while some aggregated information can be released.
The disclosure risk is that the aggregated information can be used to infer some
sensitive information about individuals. Since the disclosure of sensitive informa-
tion may compromise privacy, confidentiality, and national interests, one needs
to carefully assess the latent risk of disclosure and take effective methods to
protect the data.

The problem of protecting data from disclosure risk has long been a focus in
statistical database research [1J5J3]. While previous study has been primarily fo-
cused in the area of static tables, we investigate how to evaluate and limit the risk
of disclosure for dynamic tables. In particular, we define two types of information
disclosure based on the concern that the aggregated information released before
and after each update may help a snooper to deduce certain cell values being
increased or decreased. We study the relationship between dynamic disclosure
and static disclosure. We also investigate the distribution of the cells that are
subject to dynamic disclosure. Based on the distribution pattern, we propose an
effective method to eliminate the risk of dynamic disclosure. More details about
this paper is at http://www.mysmu.edu/faculty/yjli/ICISS_full.pdf.

2 Two-Dimensional Contingency Tables

In this section, we briefly review our previous results on two-dimensional con-
tingency tables [4]. We consider a two-dimensional contingency table with m
rows and n columns: {a;; | 1 < i < m,1 < j < n}, where each cell a;; is
nonnegative (e.g., counts). Let at; = 32", a;; and a; = Y77, a;;, which we
call one-dimensional marginal totals. It is easy to verify -7, ay; = 3310, aiy,
indicating that the one-dimensional marginal totals are consistent. We call this

* Work of Lu and Li was supported in part by SMU Research Office. Work of Wu was
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equation the consistency condition. The inference problem asks whether the pri-
vate information of cell values (i.e., a;;) can be inferred from the public informa-
tion of aggregations (i.e., a;4+ and ay; which satisfy the consistency condition).
To solve this problem, one needs to know what the exact bounds that a data
snooper can obtain for a cell value from the released marginal totals.

A value g;; is said to be a lower bound of a;; if for any possible solution {a;;}

_1]
to the feasibility problem, the inequality a,;; < al. always holds. A value a;; is

Q5 <
said to be the exact lower bound of a;; if (1J) it isja lower bound, and (ii) there
exists a solution {a];} to the feasibility problem such that a}; = a,;. An upper
bound or exact upper bound @;; can be defined similarly.

It is known that the Fréchet bounds [max{0, aj+ +a4; —ay4}, min{a;4, a4;}]
are the exact bounds that a snooper can obtain for each cell value a;; given the
marginal totals in a two-dimensional contingency table [2].

Based on the exact bounds, a snooper can infer sensitive information about
internal cells from different perspectives. Four types of information disclosure
can be defined: (i) Fzistence disclosure: The lower bound of an internal cell is
positive. (ii) Threshold upward disclosure: The lower bound of an internal cell is
greater than a positive threshold. (iii) Threshold downward disclosure: The upper
bound of an internal cell is less than a positive threshold. (iv) Approzimation
disclosure: The difference between the lower bound and the upper bound of an
internal cell is less than a positive threshold. In [4], we studied the distribution
of the cells that are subject to different types of disclosure. The following result
regarding existence disclosure and threshold upward disclosure will be used in
this paper.

Theorem 1. Consider existence disclosure or threshold upward disclosure in a
two-dimensional contingency table. The cells subject to disclosure must be in the
same row or column, but not both.

3 Dynamic Two-Dimensional Contingency Tables

The previous study on the four types of disclosure is targeted on static ta-
bles, in which the update of information is not considered. In practice, however,
many organizations have been providing services for dynamic tables, in which
the cell values and marginal totals can be updated over time. One example is
that the national statistical offices have been moving from periodic releases of
static tabulations to online services that provide a large number of users with
dynamically-updated data sets. To limit the disclosure in such dynamic tables,
one needs to evaluate not only the four types of static disclosure as reported
above, but also the two types of dynamic disclosure as addressed below.

Definition 1. Increasing disclosure: It is known that an internal cell value in-
creases in update.

Let {a;; | 1 <i <m,1 < j < n} denote the table before update and {a;; | 1 <
i < m,1 < j < n} the table after update. The Fréchet bounds for a;; (before
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update) and for a;; (after update) are [maz{0, a;+ +a4; —ayy}, min{a;4+, a4, }]
and [max{0,a;y + a4+; — G4+ }, min{a;y, a+,}|, respectively. From a snooper’s
point of view, a;; increases in update if and only if maz{0, a;+ + ay; —ayy} >
min{a;;,a4;}.

Definition 2. Decreasing disclosure: It is known that an internal cell value de-
creases in update.

From a snooper’s point of view, a,; decreases in update if and only if min{a;,
atj} < maz{0,a,4+ + ayj — a++}. Since increasing disclosure and decreasing
disclosure are defined for dynamic tables, they are called dynamic disclosure in
general. The four types of disclosure defined in the previous section are called
static disclosure in contrary. Given a table’s marginal totals before and after
update, the dynamic disclosure can be easily evaluated by comparing the Fréchet
bounds before and after update.

Dynamic disclosure is loosely related to static disclosure. There is no deter-
ministic relationship between dynamic disclosure and static disclosure except for
some special cases. These special cases are summarized into the following two
statements: (i) If an updated cell is subject to increasing disclosure, it is also
subject to existence disclosure. (ii) No updated cell is subject to both decreasing
disclosure and threshold-upward/existence disclosure.

4 Disclosure Limitation

In this section, we study the distribution of the cells that are subject to dynamic
disclosure. Based on the distribution pattern, we propose a disclosure limitation
method.

Theorem 2. The updated cells subject to increasing disclosure or decreasing
disclosure must be in the same row or column, but not both.

To eliminate the risk of dynamic disclosure, we propose to combine the row
or column in which some cells are subject to disclosure with another row or
column. First, consider the increasing disclosure. From Theorem 2] we know
that at most one row or column is subject to increasing disclosure. Without loss
of generality, we assume that one row is subject to disclosure. Our limitation
method combines this row with any of the other rows. After combination, the
lower bounds of any cells which are previously subject to increasing disclosure
become zero. Therefore, the threat of increasing disclosure is eliminated.

Next, let us consider the decreasing disclosure. Because this disclosure is due
to relatively small upper bound after update, we need to increase this upper
bound such that it is no longer smaller than the corresponding lower bound
before update. From Theorem 2] we know that at most one row or column is
subject to decreasing disclosure. In general, however, one cannot eliminate the
risk of decreasing disclosure by simply combining this row or column with any
of the other rows or columns, as one can do for eliminating the risk of increasing
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disclosure. The reason is that the upper bound of a cell is determined by both
row marginal and column marginal. To increase the upper bound, both rows and
columns are to be combined.

To limit the risk of decreasing disclosure for a single cell a;;, our method is
to combine row i and column j with some of the other rows and columns. If
the sum of the combined rows and the sum of the combined columns are both
greater than or equal to the lower bound of the cell before update, the risk of
decreasing disclosure for this cell is eliminated. In order to maximize information
released, we combine as few rows and columns as possible. To achieve this goal,
we combine row ¢/column j with those rows/columns whose marginal totals are
among the largest.

Now consider how to eliminate the risk of decreasing disclosure for the entire
table. Without loss of generality, we assume that all of the cells that are subject
to decreasing disclosure are in the same row ¢. Let L be the largest lower bound
of these cells before update. To eliminate the risk of decreasing disclosure for
the entire table, our method is to combine as few rows and columns as possible
such that after combination the exact upper bound of any cell is greater than
or equal to L. To achieve this goal, we combine row ¢ with some of the other
rows whose marginal totals are among the largest until the sum of the combined
rows is greater than or equal to L. We also combine those columns in which
those cells subject to decreasing disclosure reside. If the sum of the combined
columns is smaller than L, we put more columns whose marginal totals are
among the largest into the combination until the sum is greater than or equal to
L; otherwise we may partition those columns into multiple groups and combine
the columns in each group such that the sum of the combined columns in each
group is greater than or equal to the largest lower bound of the “problem cells”
in this group before updat. Note that if the sum of all rows or all columns is
still less than L, the risk of decreasing disclosure cannot be eliminated anyway.
In this extreme case, releasing the grand total a4y itself will incur decreasing
disclosure.
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There is an optimization problem on how to partition the columns so that the
released information is maximal. This problem can be considered as a dual problem
of the Bin Packing problem.



A Survey of Control-Flow Obfuscations

Anirban Majumdar, Clark Thomborson, and Stephen Drape

Secure Systems Group
Department of Computer Science, The University of Auckland,
Auckland, New Zealand, Private Bag 92019
{anirban, cthombor,stephen}@cs.auckland.ac.nz

Abstract. In this short survey, we provide an overview of obfuscation
and then shift our focus to outlining various non-trivial control-flow ob-
fuscation techniques. Along the way, we highlight two transforms having
provable security properties: the dispatcher model and opaque predicates.
We comment on the strength and weaknesses of these transforms and
outline difficulties associated in generating generalised classes of these.

1 Introduction

The motivation for research in obfuscation stems from the problem of software
piracy. An obfuscating transform attempts to manipulate code in such a way that
it becomes unintelligible to automated program analysis tools used by malicious
reverse engineers. It works by performing semantic preserving transformations
which aim to increase the difficulty of automatically extracting computational
logic out of the code. Depending on the size of software and the complexity of
transforms, a human adversary may also find the obfuscated code difficult to
comprehend; however, this is not a mandatory requirement.

The first formal definition of obfuscation was given by Collberg et al. [1I2].
They defined an obfuscator in terms of a semantic-preserving transformation
function 7 which maps a program P to a program P’ such that if P fails to
terminate or terminates with an error, then P’ may or may not terminate. Oth-
erwise, P’ must terminate and produce the same output as P. Collberg et al.
classified obfuscating transforms into three useful categories:

— Layout obfuscation: Changes or removes useful information from the inter-
mediate language code or source code, e.g. removing debugging information,
comments, and scrambling /renaming identifiers.

— Data obfuscation: Targets data and data structures contained in the pro-
gram, e.g. changing data encoding, variable and array splitting and merging.

— Control-flow obfuscation: Alters the flow of control within the code, e.g.
reordering statements, methods, loops and hiding the actual control flow
behind irrelevant conditional statements.

This paper focuses on the latter category since the first two have been extensively
investigated before [TJ3].
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2 The Dynamic Dispatcher Model

Wang et al. ] and Chow et al. [5] made the first commendable attempt to
lay theoretical foundations for control-flow obfuscations of sequential programs.
The theoretical basis in Wang et al.’s technique is the NP-complete argument of
determining precise indirect branch target addresses of dispatchers in the pres-
ence of aliased pointers. Chow et al., on the other hand, uses PSPACE-complete
argument of determining the reachability of a flattened program dispatcher.
Control-flow flattening makes all basic blocks appear to have the same set of
predecessors and successors. The actual control-flow during execution is deter-
mined dynamically by a dispatcher. Thus, the dispatcher module is the most
important component in the flattened (obfuscated) program. In Wang’s tech-
nique, each flattened basic block while exiting, changes the dispatcher variable
through complicated pointer manipulation on some global data structure. Chow
et al.’s technique, on the other hand, views the dispatcher as a deterministic finite
automaton that determines the overall control-flow of the obfuscated flattened
program from a state space of given transitions. However, if the state space is
rather small, it will not be difficult to deobfuscate the dispatcher. For this reason,
its authors expand the state space by incorporating numerous dummy states.

Since we do not have an average-case hard instance generator for either
NP-complete or PSPACE-complete problems, these theoretical foundations are
still incomplete. However even in their current state, these models provide some
“fuzzy” confidence in the security of the real-world obfuscation systems they
describe. Eventually we would hope to prove security results for some models of
obfuscation. Then the only real-world attacks would be to subvert the assump-
tions of these models, analogous to how a provably-secure cryptographic system
can never be “cracked”, but may still be subverted e.g. by “social engineering”
methods of password discovery.

3 Opaque Predicates

An opaque predicate is a conditional expression whose value is known to the
obfuscator, but is difficult for an adversary to deduce statically. A predicate @ is
defined to be opaque at a certain program point p if its outcome is only known
at obfuscation time. Following Collberg et al. [2], we write @' (®T') if predicate
@ always evaluates to False (True) at program point p for all runs of the same
program. We call such predicates Opagquely True (False) at program point p. The
opaqueness property is necessary for guaranteeing the resilience of control-flow
transformations.

Algebraic predicates have invariants that are based on well-known mathemat-
ical axioms [6]. A predicate of this class is @ : [(z(x + 1)%2 == 0], which is
opaquely true for all integers. To an adversary having previous knowledge about
the embedding of algebraic predicates in the program, static analysis attack over
the obfuscated code will simply be reduced to code pattern matching. Opaquely
non-deterministic predicates are based on some function parameter selected at
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random [6]. The stealthiness of these predicates will be increased greatly if their
random integers are drawn from a probability distribution which resembles the
values of integer constants typically observed in programs.

Collberg et al. [I] used the intractability property of pointer aliasing to con-
struct aliased opaque predicates. Their construction is based on the fact that it
is impossible for approximate and imprecise static analysers to detect all aliases
all of the time [7]. The basic idea is to construct a dynamic data structure and
maintain a set of pointers on this structure. Opaque predicates can then be de-
signed using these pointers and their outcome can be statically determined only
if precise inter-procedural alias analysis can be performed on this complicated
data structure. Collberg et al.’s definition of the resilience of an opaque predicate
does not take into account dynamic analysis attacks. If an attacker can monitor
the heap, registers, etc. during execution, then it may be revealed that a given
predicate always evaluates to true or false.

Palsberg et al. [8] observed that in order to protect against a dynamic debug-
ging attack, the obfuscator needs to avoid a predicate from evaluating to the
same result. They proposed using dynamically opaque predicates, which are a
family of correlated predicates which all evaluate to the same result in any given
run, but in different runs they may evaluate to different results. It is an open
problem to construct correlated dynamic opaque predicates and will be part of
our future research. These predicates could have the following structure:

if (91) St ;
if (_\432) Si 5

where S7 and S} are variant versions of the same code block which are difficult
to merge. A possible attack for this transformation is to prove that S; = S} and
®1 & &, If this is the case, then this obfuscated structure may be replaced by
S7 under certain conditions (such as S does not change the value of —®5).

In [9], Majumdar and Thomborson suggested creating temporally unstable
opaque predicates in a distributed environment of concurrently executing mobile
agents from respective copies of aliased data structure values. A temporally un-
stable opaque predicate can be evaluated at multiple times at different program
points during a single program execution such that the values observed to be
taken by this predicate are not identical. There are a couple of advantages of mak-
ing opaque predicates temporally unstable. The first one concerns its reusability;
one predicate can be reused multiple times to obfuscate different control flows.
Secondly, they are also resilient against static analysis attacks since their values
depend on dynamically changing message communication patterns between par-
ticipating agents. In addition to their resilience against static analysis attacks,
temporally unstable opaque predicates are also difficult to attack by dynamic
monitoring. For mounting a dynamic attack, the authors assumed an adversary
capable of monitoring local states of individual agents through some malicious
sniffer agent. Even in this adversarial model, it was argued, using the results
of Chase and Garg [I0], that constructing a global state from these partially
observed agent local states is a computationally intractable problem.
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4 Discussion and Future Work

In this brief survey, we highlighted the dispatcher model and opaque predicates
for control-flow obfuscation. We also noted that obfuscatory strength cannot be
guaranteed, in part because it is not known how to arbitrarily generate hard
problem instances. Furthermore, the techniques which use hard complexity re-
sults as their theoretical basis are “wrong-way” reductions, from a complexity-
theoretic perspective. These reductions explain why we should not expect to
have exact static analysis tools that will work on all programs, however they
do not prove the hardness of deobfuscating any specific output of any specific
obfuscation system. Even so, an obfuscation system will have great practical
importance if it resists all known attacks for at least as long as it would take to
replace an obfuscated program by a differently-obfuscated program.
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Abstract. This paper presents a novel context-based approach to filter
out unfair recommendations for trust model in ubiquitous environments.
Context is used in our approach to analyze the user’s activity, state and
intention. Incremental learning based neural network is used to dispose
the context in order to find doubtful recommendations. This approach
has distinct advantages when dealing with randomly given irresponsible
recommendations, individual unfair recommendations as well as unfair
recommendations flooding.

1 Introduction

The basis for the trust model to make decision on unfamiliar service requesters
are the recommendations given by recommenders who have past interaction
history with the requesters. However, in the large-scale, open, dynamic and
distributed ubiquitous environments, there may possibly exist numerous self-
interested recommenders who give unfair recommendations to maximize their
own gains (perhaps at the cost of others). Therefore, finding ways to avoid or re-
duce the influence of unfair recommendations from self-interested recommenders
is a fundamental problem for trust model in ubiquitous environments.

The possible scenarios for unfair recommendations are: (1) Individual Unfair
Recommendation: honest recommender gives inaccurate recommendation due to
incorrect observation, or the recommender maliciously gives unfair recommen-
dation (the recommender may be a malicious node or a node which acted honest
but suddenly gives unfair recommendation due to his own benefits (called In-
side Job)). (2) Unfair Recommendations Flooding: a number of recommenders
collude to give unfair recommendations (more than 50% of total recommen-
dations), which causes the flooding of unfair recommendations. The flooding
may be caused by malicious nodes or those who acted honest (called Inside
Job Flooding). (3) Randomly Given Recommendation: the recommender gives
random recommendation due to the lack of responsibility.

There are mainly three methods had been proposed for filtering out unfair
recommendations in previous works. One is to use polling method, e.g. in [II,
the authors used basic polling as well as enhanced polling. The enhanced polling
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differs from basic polling by requesting voters to provide their servent.d to
prevent a single malicious user to create multiple recommendations. Another
method is to give weighted value to each recommender (also called reputation
based method) [2], [3]. This method regards recommendations given by low rep-
utation recommenders as malicious. The third method is to use the combination
of filters [4]. It suggests that cluster filtering is suitable to reduce the effect of
unfairly high recommendations and frequency filtering can guarantee the calcula-
tion of trust not be influenced by the unfair recommendations flooding. However,
these methods take at least one of the following assumptions, which makes them
disable to deal all the unfair recommendations scenarios: (1) recommendations
provided by different recommenders on a service requester will follow more or
less the same probability distribution, (2) the higher rank the recommender has,
the more authority his recommendation will have. E.g., it is impossible to filter
out Inside Job and Inside Job Flooding using reputation based method since it
takes assumption (2).

This paper introduces a novel context-based approach using incremental learn-
ing algorithm to deal with the possible unfair recommendation scenarios. Instead
of taking the assumptions of previous works, context is used in our approach to
analyze the user’s activity, state and intention. The learning of context is incre-
mentally increased by a Cascade-Correlation architecture neural network.

2 The Proposed Approach

Trust is subjective since it is based on each user’s own understanding. Hence it
is relatively easy for the malicious recommender to pretend honest and for the
honest recommender to be misunderstood as malicious because of the different
understandings, which makes it difficult to differentiate between the unfair and
fair recommendations. Our key idea for the solution is that: recommenders may
give different recommendations due to their different understandings, however,
one recommender will follow the rule of himself, i.e., one recommender usually
gives similar recommendations in similar context. In case one recommender gives
exceptional recommendations compared with his own previous ones in similar
context, the reason lies in two aspects. One is that this recommendation is a
mischievous one. The other is that the recommender’s rule on recommendation
giving has changed, e.g. the recommender now only gives positive recommenda-
tion to requesters whose past interaction with him is more than 80% successful
in stead of 60%.

We use incremental learning based neural network, the Cascade-Correlation
architecture in particular, to learn each recommender’s rule on recommendation
giving since the acquisition of a representative training data for the rule is time
consuming and the rule is also possible to dynamically change from time to time.
Cascade-Correlation is useful for incremental learning, in which new information
is added to an already-trained network. It begins with minimal network, then
automatically trains and adds new hidden units one by one, creating a multi-
layer structure [5]. Fig. [ gives the process of training Cascade-Correlation. In
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Fig. 1. Training of Cascade-Correlation Architecture

1, we train weights from input to output. In 2, we add a candidate unit and
train its weights to maximize the correlation with the error. In 3, we retrain the
output layer. We train the input weights for another hidden unit in 4. Output
layer is retrained in 5, etc. The usage of Cascade-Correlation architecture has
several advantages: it learns quickly; the network determines its own size and
topology; it retains the structures it has built even if the training set changes.
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Fig. 2. Architecture for Filtering out Unfair Recommendations

We use the architecture shown in Fig. 2 to filter out the unfair recommenda-
tions. Recommendation Manager first collects recommendations (REC,,4) from
all recommenders, along with the context value Vyptert under which recommen-
dations were given. For each recommender, the input of Cascade-Correlation
architecture is Viontert and the output is RECTy, which is the recommendation
that one recommender will give due to his past behavior when given V_.ontext-
If REC,,q=RECrr, it means that the recommender gives the same recom-
mendation as previous behavior. In this case, we regard REC,,,, as a reliable
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recommendation and use basic voting mechanism to calculate the final recom-
mendation REC;,. Otherwise if REC,¢#RECT, REC,q4 is regarded as a
doubtful recommendation. In this case, if RECo,q#REC iy, we regard REC g
as mischievous or incorrect. Otherwise, if REC,,.q=RECY;,, the possible situa-
tions are: (1) the recommender’s rule on recommendation giving has changed, (2)
the currently neural network is not enough to reflect the recommender’s rule on
recommendation giving since the Cascade-Correlation architecture begins with a
minimal network and the knowledge on the recommender’s rule is incrementally
increased. In this case, Veonteat as well as REC,,, will be given back as retrain
data to the Cascade-Correlation architecture.

3 Conclusions

In this paper we propose a robust trust model for ubiquitous environments, in
which a context-based approach is used to filter out unfair recommendations.
The learning of the context is based on incremental learning neural network.
The filtered out recommendations may be the intended unfair recommendations
as well as the mis-observation by the recommenders. Since our approach concen-
trates on the doubtful behaviors of each entity, it has special advantages when
dealing with inside job, which is lack of considerations in previous works. In the
future work, we plan to simulate our proposed method based on CAMUS [6]
middleware. We also plan to add risk analysis in our context-based trust model.
We believe that to filter out unfair recommendations by using context-based
trust model presents a promising path for the future research.
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Abstract. Mobile agent system raises significant security concerns and
requires a thorough security framework, with a wide range of strate-
gies and mechanisms, for the protection of both agents and agent hosts,
against possibly malicious behavior. Researchers have identi?ed several
security attacks. In general, the behavior of mobile agents is often pre-
scribed by the set of tasks represented in an itinerary. The design and
implementation of an itinerary can be a complex, time intensive task. A
mobile agent running on a host may attacks, if the host is malicious. The
attacks may be on the agent’s static data, its collected information (dy-
namic data) and its itinerary. Hence itineraries must be made secure, in
order to get secure agent behavior. In this paper, we propose the devel-
opment of protocols, which provide security and robustness to different
kinds of agent itineraries and present a comparison of the performance
of these protocols with some existing ones.

Keywords: Itineraries, mobile agent security, serial itinerary, parallel
itinerary.

1 Introduction

Itineraries [I] may be viewed as a specification of agent movement. Itineraries
typically consist of a list of tasks to be executed sequentially and the locations
where the tasks are to be performed. Most mobile agent systems do not talk
of securing agent itineraries. Systems which discuss itinerary-based security are
given in [2I3]. However, it is not clear how an agent behaves if an intended
host is unreachable and how the output of a clone agent is made secure when
it is received back at the launcher host. In this paper, we focus on the issue
of efficiently dispatching mobile agents, while protecting their itineraries. We
present a model which supports different itinerary architectures and is built
on Secure Mobile Agent Platform System (SMAPS). The model allows efficient
dispatching of a large number of mobile agents in parallel. It is also robust in
the sense that an agent can be dispatched to any of the listed hosts, without
time-consuming repeated tries to temporarily unreachable hosts. The rest of
the paper is organized as follows. Section 2 presents concept of agent mobility;
section 3 gives our security model and presents the proposed security protocols.
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Section 4 discusses practical experiments carried out in order to compare their
performance with some existing protocols. Conclusion is given in section 5.

2 Agent Mobility

In SMAPS, the following itineraries are possible: (a) Serial Itinerary: - A multi-
hop agent travels from node to node on the network and the result is sent back to
the agent launcher by the last host in the itinerary. (b) Virtual Serial Itinerary:
- In this model, an agent host works like a master host and user authentication
is required only at this host. The master host deputes a master agent to create
clones of the received agent to work as worker agents and dispatches these worker
agents, one after another, to remote hosts in the itinerary. The result obtained
after completion from each host, are recorded separately and sent to the master
agent. The agent in this case is a 2-hop agent. (¢) Parallel Itinerary: - In this
model, the master host dispatches all of them (worker agents) to remote hosts
together, in parallel. After dispatching all the worker agents, the master agent
is ready to receive results from remote hosts.

3 Proposed Security Model

An itinerary is composed of different kinds of itinerary elements. The basic form
of an itinerary element is

I; = (Ho,Hi—2,H;_2,H;, Hi 1, Hi42,0;,Cj,t) (1)

Where H; is the IP address of the agent launcher, H; sand H;_; are the IP ad-
dresses of the previous host, Hiis host being visited,O; represents the designated
object for host,C; represents classes, which are used for executing the method
and ¢t is timestamp to identify the agent’s journey and prevent replay attack.

3.1 Protocol for Increasing Robustness of a Simple Serial Itinerary

In the model given at [3] nested encryption has been used to protect serial
itineraries. We have modified this by improving on robustness by the following
sequence of statements shown in (1). Once the protocol has been employed over
the complete itinerary, a protected itinerary Iy is obtained where

Epu, (So(Ho, —, Ho, H1, Ha, H3,C1, O1,1))

Eppy,(So(Hy, Hy, H1, Hy, Hs, Hy, Oz, Ca, 1)) 2)
Eppu,(So(Ho, Hi, He, Hs, Hy, H5,O03,C3,t))
EPH3 (SO(H07Hn—27Hn—17Hn7 ) On7 Cnyt))

Io =

In our model, the agent’s methods and host addresses are sealed together.
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3.2 Protocol for Incorporating Both Security and Robustness in a
Simple Serial Itinerary

Unfortunately, Equation (2) is only secure if the hosts involved do not compete
against one another. This problem can be overcome by using one trusted host.
This trusted host executes a small code for re-injecting the agent in the prede-
fined itinerary, when an unreachable host is found. In this model an itinerary
element can be defined as

I; = (Ho,H;—1,H;,Hiy1, Hr, Oi, C;, t) (3)

Where Hrpy represents the IP address of the trusted host.
The following are the steps of the protocol that has been developed for sealing
an n-element itinerary of an agent shown in (3).

1. ForI=1,n, repeat thru (a) - (b) a. The agent owner signs the itinerary element.
(b) The owner encrypts the signed itinerary element with the public key of the
host.

2. The agent owner signed and sealed by public key of the trusted host and
re-injects the agent in the itinerary. Once the protocol has been employed over
the itinerary, a protected itinerary I is obtained, as follows:

Epgy (So((Ho, Hi, Orm, Cri,t))
Epu, (So(Ho, Ho, H, Hy, Hrpr, O1, Cy,t)) ()
Epu,(So(Ho, Hi,H2, H3, Hrpr, Oz, Ca,t))
Epn, (So(Ho, Hy—1, Hre, Hri, On, Cp, t))

Iy =

Compared to the first protocol, we have used just one additional method and
one trusted host to provide a more robust itinerary.

3.3 Protocol for Secure and Robust Complex Serial Itinerary

This protocol takes care of the security of sub-itinerary elements in an itinerary.
The serial itinerary element with sub itinerary elements can be defined by

I’i - (HO7Hi—1aHi7Hi+17HRHaOi7Ci75]im7t) (5)

Where SI;,, represents the set of m sub- itinerary elements, m >= 0.
The itinerary elements I; will be executed in serial, but their sub-itinerary ele-
ments can be executed in either virtual serial or parallel manner.

1. For I=1,n repeat thru (3)

2. Get the number of elements m in the sub-itinerary element I;.(a) For j=1, m .
(i) The agent owner signs the sub itinerary element. (j) The agent owner encrypts
the signed element in (i) with the public key of the host h;.(b) Go to (a)

3. On applying the protocol in section (2a)-2(b) on the elements of the sub
itinerary, we get a protected sub itinerary ES;.

4. The agent owner signs itinerary element I; with its signed and sealed sub
itinerary elements and then agent owner encrypts the signed itinerary element
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with the public key of the host H; . A protected itinerary I is obtained after
employed the protocol, where

Epyy (So((Ho, Hr,Orm, CrH,t))
IO: EPHl(SO(H07H07H17H27HRH7017017E517t)) (6)
Epy, (So(Ho, Hy—1, Hrr, Hr, On, Cp, ES1, 1))

4 Performance Analyses and Comparison

We have physically compared both models to generate secure itineraries for dif-
ferent agent code and itinerary sizes. Due to space limitation, we only present the
summary of results. The following observations can be drawn from the results:

1. The Mir model runs out of memory for very small itinerary sizes in each case.
2. The time taken to encrypt the itinerary, in each case, is non-linear for the
Joan Mir model and approximately linear for ours.

3. The amount of time taken by the Joan Mir model is up to 40 times more than
ours.

4. The amount of memory required is also about 4 times more for the Joan Mir
model.

5 Conclusion

In this paper we have introduced three protocols to protect agents roaming on
the network. The first approach is not robust when hosts are unreachable. We
have modified it to improve its performance and robustness. This is the first
protocol. Unfortunately, this introduces security problems when hosts collude
and is useful only when there is no competition between them. Hence we in-
troduced a second protocol, which provides both security and robustness. The
third protocol is provided for complex serial itineraries and their sub-itinerary
with parallel /virtual serial itinerary elements. It improves the performance of the
system by executing the agent’s methods in parallel. The protocols presented in
this paper are likely to have wide applications in commerce and business systems
e.g., in an e-banking application.
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Abstract. In the past few years there has been an increased focus on privacy is-
sues for Information Systems. This has resulted in concerted systematic work fo-
cused on regulations, tools and enforcement. Despite this, privacy violations still
do take place. Therefore there is an increased need to develop efficient methods
to detect privacy violations. After a privacy violation has taken place, the post-
event diagnostics should make use of any post-event information which might be
available. This information (malafide intention) might play a decisive role in de-
termining violations. In this paper we propose one such framework which makes
use of malafide intentions. The framework is based on the hypothesis that any
intrusion/unauthorized access has a malafide intention always associated with it
and is available in a post-event scenario. We hereby propose that by analyzing
the privacy policies and the available malafide intention, it is possible to detect
probable privacy violations.

1 Introduction

Privacy is of paramount importance in e-commerce, banking and plethora of web ser-
vices. Many authors have proposed privacy policies[[1J243]]. Such policies include Pur-
pose amongst many other parameters. Any access to the information system requires a
bonafide purpose. For example, address might be requested for the purpose of delivery
to a Courier agency. In-spite of lot being done towards providing robust privacy[23\4],
there has been a steady rise in breach of privacy. These intrusions vary in sophistica-
tion which depends on factors like (1) number of users involved in the intrusion (single
user/multiple users), (2) queries used (single query/multiple queries) and (3) the nature
of information retrieved (inferred/explicit).

Therefore there is requirement of a framework which can identify probable privacy
violations. The framework will help (a) to narrow down upon possible perpetrators, (b)
to take actions against them if their complicity in intrusion is confirmed and (c) to locate
the loop-holes in the privacy or access control policy which resulted in the breach.

We propose a framework of MalDViP (Malafide Intention based Detection of Violat-
ion in Privacy) system which can detect the malafide accesses for a given Malafide
Intention and attack configuration. The framework is based on the hypothesis which
states A malafide intention is always associated with a privacy violation attack and
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Fig. 1. Abstract Design of MalDViP system

it is available for post-event forensics” [4]]. In this paper we consider a single user,
multiple queries and explicit access” attack configuration.

1.1 Assumptions
The following assumptions have been made in this paper:

1. A privacy policy is being enforced. Consequently, privacy violations occur either
through misuse of privileges by a valid/authorized user or leakage of information
due to hacking of the system by an unauthorized person masquerading as an autho-
rized user. (This assumption is needed to limit the scope of the problem of detection
of privacy violation).

2. The system does not deal with detection of privacy violation either by revealing of
information through deduction method as discussed in statistical database literature
[5] or by covert channel.

3. The mode of attack is ”single user-identity, multiple queries, and explicit access”.

1.2 Paper Layout

The rest of the paper is organized as follows: Section 2 describes the overview of MalD-
ViP system (architecture, structures and modules). Section 3 provides algorithm for
probable privacy violating accesses. Conclusion of the paper is described in section 4.

2  MalDViP System Modules and Structures

Figure[Dillustrates the MalDViP framework which tries to achieve such characteristics.
The administrator/auditor of the MalDViP system is the only person who can inter-
act with the Input-Output module of MalDViP system. The administrator specifies the
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Malafide Intention and Attack Configuration and provides them as input to the Input-
Output (IO) module. The 10 module acts as the fronted to the MalDViP system. It
parses the MI and provides it to MIQR (Malafide Intention Query Rewriter)[4]. The
MIQR then rewrites the queries based on IR (inference rules) and User Profile. The
rewritten query is then passed on to MIQEP (Malafide Intention Queries Execution
Planner). The MIQEP schedules the queries for execution and passes the queries to the
MIE (Malafide Intention Executor). MIE gets the query executed and returns the result
to 10. For the execution of query MIE uses other modules like UAL (User Access Log),
SD (Snapshot Database), PP (Privacy Policy), and UAPL (User Accesses Parser and
Logger). The UAL stores all the information logged by UAPL. The structure for log
table is also discussed in [2/3]. The SD provides the snapshot of database at any par-
ticular instant and outputs the actual contents accessed by the user query. It is similar
to the backlog database discussed in [2]. Every access made to the information system
is filtered through PP (Privacy Policy). The UALP collects the authorized user accesses
from the application layer along with the purpose of each access, user-id and role-id of
each access. It then parses the queries to attributes, tables names and conditional ex-
pression and logs them all with a time-stamp into UAL. The output of the system is a
set of accesses (malafide accesses) set for each user.

3 MalDViP Algorithm

The MIE module determines the malafide accesses from the UAL structure. The input
to this module is MI’s global clauses, block queries, an Attack Configuration, and a SD.
The output of this module is the set of users with their malafide accesses. Mathemati-
cally this module can be written as a function

f(Malafide Information,UAL,SD,PP) = U x 29

where U is set of users and @); is the set of accesses of respective user and the Malafide
Information is a structure which has as its members (i) the global clauses and (ii) target
data specification of MI [4].

An user query in UAL has two data values (i) actual data accessed by the query
(which is a set of tuples) (ii) the query itself in the form of a character string (we

Algorithm 1. Generate-Malafide-Accesses
Input: PP PI, Malafide Information M, SD BD, UAL QL
Output: A list of malafide users with their set of malafide accesses set

1: Generation of Indexing keys i.e. Role-Purpose pairs by analysis of Malafide Information M
specification and Privacy Policy Pl. Apply these keys to () L to get user accesses which are
used in next step.

2: Candidate — Accesses «— Test for data attributes overlapping and condition overlapping
between target data specified in M and User Accesses in QL.

3: Perform dynamic test over the Candidate — Accesses of each user individually which
checks for actual data(obtained from BD) overlapping with the target data and finds out
users who have taken the threshold amount of target data specified in M. Output the accesses
passing this test as malafide accesses.
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term it as query expression). The proposed algorithm[I] can be viewed as composed of
two phases i.e. static analysis followed by dynamic analysis. In static analysis various
string matching operations are performed over the query expression to eliminate non-
suspicious queries. In the dynamic analysis the query result is analyzed. The dynamic
analysis is extremely expensive therefore must be avoided on non-suspicious accesses.

First two steps of the algorithm [I] perform static analysis since it does not use data
accessed by a query. The third step is dynamic testing and uses the actual data accessed
by the user.

4 Conclusion

In this paper we have proposed a framework called MalDViP which detects probable
privacy violations using malafide intentions. The framework is based on the hypoth-
esis that there is always a malafide intention associated with a privacy violation and
is available in post-event scenario. Our framework uses a syntax very similar to SQL
for malafide intention and is rich enough to incorporate additional information. The
focus of the paper is presentation of the framework. Further optimizations will follow
later. The algorithm proposed by us uses privacy policies for malafide accesses deter-
mination. Though the algorithm deals with “’single user identity, multiple queries and
explicit accesses” scenario, the framework supports other attack configurations too.
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Abstract. In the past few years there has been an increased focus on privacy is-
sues for Information Systems which has resulted in concerted systematic work fo-
cused on regulations, tools and enforcement. Despite this, privacy violations still
do take place. Therefore there is an increased need to develop efficient methods to
detect privacy violations. We propose one such framework which uses malafide
intensions (post-event information) and privacy policy to detect probable privacy
violations. The framework is based on the hypothesis that every privacy viola-
tion has a malafide intension associated with it which is available in a post-event
scenario.

1 Introduction

Various privacy policies[1J2] have been proposed to take care of privacy issues. These
policies authorize access to the information system on the basis of some bonafide
purpose. For example, address might be requested for the purpose of delivery to a
Courier agency. In-spite of lot being done towards providing robust privacy[341.2],
there has been a steady rise in breach of privacy[5l6/7]. These intrusions vary in so-
phistication depending on (1) number of users, (2) queries used and (3) the retrieval
method. Therefore we need a framework that can identify probable privacy violations
and helps in (a) reducing possible perpetrators, (b) taking action against them and
(c) locating loop-holes in the privacy or access control policy which resulted in the
breach.

We have developed a framework of MalDViP (Malafide Intension based Detection of
Violation in Privacy) system which can detect the probable privacy violations (malafide
accesses) for a given Malafide Intension and Attack Configuration (specifies sophis-
tication level parameters). The framework’s hypothesis is: ”A malafide intension is
always associated with a privacy violation attack and it can be used for post-event
forensics”.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 369-3721 2006.
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2 Architecture

We have identified the following characteristics for an ideal privacy violation detection
system:

1. Interactive. The system should be interactive enough so that the administrator can
retrieve the data of his interest.

2. Fast and Precise. The system should output the correct result in acceptable time.

3. Non-Disruptive. The system should not disturb the normal working of the infor-
mation system.

4. Fine Granularity. The user of the system should be able to audit for the smallest
unit of data i.e. even for a single cell.

5. Usability. The system should provide the interface to the user to provide the speci-
fication of malafide intension easily and precisely.

The framework makes the following assumptions:

1. A privacy policy is being enforced. Privacy violations occur either through misuse
of privilege or masquerading as an authorized user.
2. The system does not deal with detection of privacy violation by covert channel[S§]].

Malafide Intension is central to the MalDViP system. Malafide Intension is essen-
tially the intension of the intruder. Since our research limits itself to information
leakage, the Malafide Intension here is the target data sought by the intruder. In our
framework, malafide intension is used for privacy violation detection in a post event
scenario. Therefore we can associate other information like bonafide purpose of the
usage, duration, query patterns etc. Therefore we have given a syntax for specification
of malafide intension which can capture all the above information. The semantics is
simple, precise, unambiguous and flexible.

Figure [ illustrates the MalDViP framework which tries to achieve such character-
istics. The administrator/auditor of the MalDViP system is the only person who can
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interact with the Input-Output module of MalDViP system. The administrator speci-
fies the Malafide Intension and Attack Configuration and provides them as input to the
Input-Output (I0) module. The IO module acts as the frontend to the MalDViP sys-
tem. It parses the MI and provides it to MIQR (Malafide Intension Query Rewrote).
The MIQR then rewrites the queries based on IR (inference rules) and User Profile.
The rewritten query is then passed on to MIQEP (Malafide Intension Queries Execu-
tion Planner). The MIQEP schedules the queries for execution and passes the queries
to the MIE (Malafide Intension Executor). MIE gets the query executed and returns the
result to 10. For the execution of query MIE uses other modules like UAL (User Access
Log), SD (Snapshot Database), PP (Privacy Policy), and UAPL (User Accesses Parser
and Logger). The UAL stores all the information logged by UAPL. The structure for
log table is also discussed in [9410/11]. The SD provides the snapshot of database at any
particular instant and outputs the actual contents accessed by the user query. It is similar
to the backlog database discussed in [9]. Every access made to the information system
is filtered through PP (Privacy Policy). The UALP collects the authorized user accesses
from the application layer along with the purpose of each access, user-id and role-id
of each access. It then parses the queries to attributes, tables names and conditional
expression and logs them all with a time-stamp into UAL.
The output of the system is a set of accesses (malafide accesses) set for each user.

3 Our Contribution

We have given a framework (MalDViP) which when given a Malafide Intension speci-
fication as an input, can determine the past accesses of individuals who have accessed
the specific information (data specified in the Malafide Intension) during a particular
duration (time-interval specified in Malafide Intension).

As a part of building of framework, we have identified the information which can aid
in determining privacy violations i.e. duration, bonafide purposes, query pattern, vol-
ume of information etc. We have given a syntax for describing the Malafide Intension.
The syntax is simple, unambiguous and flexible.

We have also developed algorithms for the following intrusion sophistications:

1. Single User, Multiple Queries without inferencing.
2. Single User, Multiple Queries with inferencing.

We have developed a testbed for testing our MalDViP system.

4 Conclusion and Future Work

In this paper we have proposed a framework called MalDViP which detects probable
privacy violations using malafide intensions. The framework is based on the hypothe-
sis that there is always a malafide intension associated with a privacy violation and is
available in post-event scenario. Our framework uses a syntax very similar to SQL and
is rich enough to incorporate additional information.
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The algorithm proposed by us uses privacy policies for malafide accesses determina-
tion. Though the algorithm deals with “’single user identity, multiple queries and explicit
accesses” scenario, the framework supports other attack configurations too.

Future work includes incorporation of statistical and data-mining techniques to fur-
ther refine the identification of suspicious accesses. The algorithms can be optimized to
provide efficiency in detecting malafide accesses. Further we expect to extend this work
for real time environment.
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Abstract. As information infrastructure is becoming more and more
complex, and connected, the security properties like confidentiality, in-
tegrity and availability are becoming more and more difficult to protect.
The international community is adopting security standards such as ISO
17799 for best practices in security management and Common Criteria
for security certification of I'T products. It has been recognized that the
security of enterprises has to be tackled from the point of view of a man-
agement structure than from a purely technological angle, and to achieve
this, the primary need is to have a comprehensive security policy. A se-
curity model is a formal way of capturing such security policies. Most
existing security models cannot support a wide range of security poli-
cies. The need is to develop a formal security model that combines the
intricacies of the entire gamut of existing security models and supports
security policies for a wide range of enterprises.

1 Introduction

As information infrastructure is becoming more and more complex, and con-
nected, the security properties like confidentiality, integrity and availability are
becoming more and more difficult to protect. The adoption of Information Tech-
nology Act in different countries provides the legal validity to electronic docu-
ments in business and governance, while providing legal framework to deter the
wrong-doers. Also, the international community is adopting Standards such as
ISO 17799 [6] for best practices in security management and Common Criteria
[7] for security certification of products. It has been recognized that the security
of enterprises has to be tackled from the point of view of a management structure
than from a purely technological angle.

We define an ”enterprise” as an organization (Industry/Govt./Academic) cre-
ated for business ventures. From the Information Security point of view, an en-
terprise is characterized by its Information Assets, Software Assets, Hardware
Assets and People. Information assets pertain to input, processed, output and
stored data. Software Assets comprise of procedures (automated and manual)
that process information. Hardware Assets consist of Computing Systems (in-
cluding technology), Communication Links (Network connections and backbone
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technologies) and IT sites (sites in which IT systems are installed or which are
used for IT operations). People are the personnel required to plan, organize,
acquire, implement, deliver, support, monitor and evaluate the information sys-
tems and services. They may be internal (employed), outsourced or contracted
as required.

To manage Enterprise Information System Security effectively, the primary
need is to have a comprehensive security policy. An enterprise security policy
is a high-level statement of enterprise security beliefs, goals, and objectives and
the general means for their attainment. It consists of a clearly defined, precise
set of rules, for determining authorization on objects (resources) by subjects
(users). An Enterprise Information security model is a formal way of capturing
such security policies. Security model is an important concept in the design of
an enterprise information system. Most existing security models cannot support
a wide range of security policies, particularly enterprise level security policies.
This research (funded by the Dept. of IT, Ministry of communications & IT,
Govt. of India) proposes to develop a formal security model for the Enterprise
wide Information Systems that combines the intricacies of the entire gamut of
existing security models.

2 Security Models and Their Classification

There are several formal security models; they are diverse in several ways: they
have been developed at different times, they treat the problem from different
perspectives, and they provide different levels of detail in their specifications.

The first classification of security models is based on system views. The
finite-state machine model for computation views a computer system as a finite
set of states, together with a transition function to determine what the next
state will be, based on the current state and the current value of the input. The
lattice model [1] [2] [5] for security levels is widely used to describe the structure
of multilevel security. The access matriz model [9] deals with users’ access to
information without regard to the semantics of the information in question.
Information-flow models [5] require that all information transfers obey the flow
relation among the security classes.

The second categorization is based on security attributes. Confidentiality
models deal with the requirement that private or confidential information not
be disclosed to unauthorized individuals [O] [I] [5]. Integrity models cater to
the property that data has not been altered in an unauthorized manner while
in storage, during processing, or while in transit [2] [4] [3]. Availability models
ensure that systems work promptly and service is not denied to authorized users
[13].

Finally, security models can also be classified based on access-control tech-
niques. In Discretionary Access Control (DAC) models [9], all the subjects and
objects in a system are enumerated and the access authorization rules for each
subject and object in the system are specified. In a Mandatory Access Control
(MAC) model [5] [10], all subjects and objects are classified based on predefined
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sensitivity levels and information flow is controlled in order to ensure confiden-
tiality and integrity of the information. Role-based access controls (RBAC) [II]
support arbitrary, organization-specific security policies. Task-Based Authoriza-
tion Control (TBAC) [I2] provides the abstractions and mechanisms for the
"active” runtime management of security as tasks (activities) progress to com-
pletion.

3 A Formal Unified Security Model

The available formal models address separate facets of Information Security.
Some of them describe Access Control, some of them cryptographic protocols
and yet others describe Risks. But for an enterprise going for a comprehensive se-
curity program, the need is of a single model, which will cover all these aspects
and will help in taking investment decisions and make operational and main-
tenance management of security infrastructure easier and cost-effective. This
further stems from the fact that the five security objectives, viz., Confidential-
ity, Integrity, Availability, Accountability, and Assurance, are interdependent.
Achieving one objective without consideration of the others is seldom possible.

In this backdrop, the proposal is to develop a formal unified model of Enter-
prise Information System Security Specification. Theory around the proposed
unified model will answer questions like: 1)whether the security requirement
specification model developed under the proposal is sound and complete, and 2)
to what extent the enterprise security policy really maps the security requirement
specifications and identifies conflicts.

The first step towards developing a unified model is to specify the Enterprise
IT architecture. To obtain a clear understanding of the Enterprise IT architec-
ture, it is necessary to draw up an Enterprise I'T Resource Plan. This will consist
of 4 parts:

— Network Plan [8] - A graphical representation of the components used in
the IT and communications area under consideration and of the manner in
which they are networked together. The plan should represent Computing
Systems, Communication Links, IT Sites and Software Assets.

— Repository of Stand-alone systems - A graphical representation of the stand-
alone systems containing Computing Systems, IT Sites and Software Assets.

— Information Assets - This comprises all input, processed, output and stored
data.

— People - The personnel required to handle all other IT resources, like infor-
mation, hardware, and software assets, for various purposes.

After all the resources have been identified and their properties have been
listed, the relationships among them have to be drawn up. The Enterprise IT
architecture illustrates how the various entities interact, and how information
flows within the enterprise. This leads to a mathematical representation of the
enterprise. The security requirements of all the entities can then be identified
and aggregated accordingly to specify a unified security model for the enterprise.
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4 Stage of the Research

The entities of an enterprise have been identified. They are as follows: 1)Informa-
tion criteria (confidentiality, integrity, availability, authenticity, non-repudiation,
compliance) 2)Information asset 3)Software asset (automated and manual proce-
dures) 4)technology 5)computers (client computer, server computer) 6)network
components (router, switch) 7)system (computers, network components) 8)link
(connection) 9)IT site 10)User 11)Privileges (administrator, power user, guest,
etc.) 12)Access permissions (read, delete, append, modify, write, execute)

We are now in the process of defining the relationships among, and functions
of, these entities. After that is complete, theorems will be formulated which, in
turn, will lead to the unified enterprise information security model.
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Abstract. We review our recent work on privacy preserving data mining
and present a new algorithm for association rules mining in vertically par-
titioned databases that doesnt use perturbation or secure computation.

1 Introduction

In our era Knowledge is not “just” information anymore, it is an asset. Data
mining can be used to extract important knowledge from large databases. These
days, it is often the case that such databases are distributed among several
organizations who would like to cooperate in order to extract global knowledge,
but at the same time, privacy concerns may prevent the parties from directly
sharing the data among them. The first approach that was taken toward privacy
protection in data mining was to perturb the input before the mining [I]. This
approach has the benefit of simplicity. At the same time, it takes advantage of
the statistical nature of data mining and directly protects the privacy of the data.
The drawback of the perturbation approach is that it lacks a formal framework
for proving how much privacy is guaranteed. Despite the existence of several
models [TI2l4] for studying the privacy attainable through perturbation, there is
no formal way to model and quantify the privacy threat from mining of perturbed
data, and recently there has been some evidence that for some data, and some
kinds of noise, perturbation provides almost no privacy at all [6[7]. A second
approach for privacy preserving data mining uses cryptographic techniques, most
often the secure computation technique is used [3U5I89]. This approach became
very popular for two reasons: first, cryptography offers a well defined model for
privacy, which includes methodologies for proving and quantifying it. Second,
there exists a vast toolset of cryptographic algorithms and constructs which can
be used for implementing privacy-preserving data mining algorithms.

While Secure computation (SC) has an advantage over perturbation in that
it provides accurate results and not approximation, it is a much slower method
and requires considerable computation and communication overhead for each SC
step Naturally we would like to develop algorithms which include the advantages
of the two approaches and do not include their disadvantages.

Privacy-preserving association rules mining is also an active area of research.
Specifically, when data is distributed across multiple sites, and the sites have
to mine it cooperatively, the privacy issue is most important. Kantarcioglu and
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Clifton [10] investigated the problem of privacy-preserving distributed mining
of association rules on Horizontally partitioned data. The algorithm uses three
basic ideas, randomization of the first result, encryption of results at each local
site and a final step of secure computation. Vaidya and Clifton (VDC) [9] de-
veloped algorithms for privacy preserving association rule mining in Vertically
partitioned data. In such databases, item-set in one database is represented as
a Boolean membership vector, and the main technique, which uses the Apri-
ori algorithm as its base, computes securely the scalar product of two or more
membership vectors and checks whether the result is larger than the threshold.
Again, quite complex cryptographic and randomization processes are used.

As mentioned above, the VDC algorithms involve considerable computation
overhead, and also have the disadvantage that the relevant parties know exactly
the item-set which is currently being computed. Another problem of the VDC
algorithms is the fact that all parties know the exact support of each item-set.
This fact can cause considerable exposure of the real data as was demonstrated
n [II]. That motivated Rozenberg and Gudes (GB) to propose another way to
solve the problem using the fake transactions method [TT12]. For example, let us
describe the two-party algorithm in more detail. The n > 2 case is very similar.
Both algorithms follow the basic collaborative Apriori algorithm of VDC. How-
ever, before applying the algorithm, there is a pre-processing step that populates
the individual databases with fake transactions Since the fake transactions do
not change real data, but only add fake information, all items with real high
support will be found and we only need to eliminate the false positive results.
In the first phase one site is designated as a Master, which initiates the protocol
and will get the results, and the other site as a Slave. The Master is looking for
all large itemsets according to its own real transactions, and check whether the
found itemsets are present in the Slave real transactions. This is done with the
help of a third untrusted party (this party is not trusted with the database, but
it is trusted with computations) or using secure computation. The parties change
roles at the end of the phase. The GB algorithms also have some problems. They
expose some real data to the parties (even though the parties don’t know which
data is real and which is fake). Also, they are sensitive to the probing attack,
although in [I1] there is a method called the e-approximation method which
considerably reduces the risk of a probing attack.

The above motivated us to look for a new paradigm to perform privacy-
preserving distributed data mining without using the above The main idea is in
the architecture which separates the entity which computes the results and the
entity which finally gets the results and know what they mean. We demonstrate
the idea using the vertically partitioned association rules mining

2 The New Architecture and Algorithm

The new architecture is depicted in Figure[Il It is composed of the participat-
ing databases, a Miner which decides what computation to be done, and the
Calculator which computes without really knowing what itemset it computes.
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Calculator

Fig. 1. The Architecture

Based on this basic architecture we develop three different models and algo-
rithms. The first model supports vertically partitioned association rules mining,
the second model supports horizontally partitioned association rules mining, and
the third model is general and supports any data mining task. The first algorithm
for vertically partitioned databases is depicted below.

Algorithm 1. First Algorithm
: The miner sets the variable i (the size of the itemset being checked now) to 1.
repeat

The miner chooses random permutation of itemsets of i elements

for each itemset from step 2 do

if all the subsets of current itemset are frequent (apriori principle) then
The miner orders all participants to encrypt the Transaction-ids of the

transactions using the same key.

T The miner asks every participant about frequency of current itemset .
8: The participants send the encrypted numbers of all relevant transactions
to the “calculator”.

9: The “calculator” finds the intersection of the encrypted transactions-ids.
10: The “calculator” informs the miner if the current set is frequent.

11: end if
12: end for
13: The value of i is incremented by 1

14: until ¢ > the number of database attributes
15: The miner sends the results to the participants.

Although this algorithm is somewhat similar to the VDC algorithm in [10], it
is different in two respects: the calculator doesn’t know which itemset is being
checked, and the exact support value is not disclosed. Furthermore, only one
level of encryption is used (only transaction-ids are encrypted. )

In terms of Privacy, the participants and the “miner” learn nothing but the
results as in secure computation. The “calculator” learns the support of the
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itemsets but without the possibility of knowing which itemset is being tested.
No probing attack is possible, since the miner does not hold any part of the
database!

In terms of Communication cost, in VDC, for every itemset frequency com-
putation, it was necessary to perform secure scalar product computation which
takes for every tested set at least three times sending the N values between the
parties. In our algorithm, in the worst case, every side sends once, N values to the
calculator, which is much less communication overhead. Comparing to GB we
save all the preprocessing stage of sending the database with faked transactions.
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